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1. Henu u 3a3a49m ocBoCHEA HI;ICHKHH}?IHBI |
Hensio ocsoennst pucnmminnbl «Besonacrocts| cereli OBMy sBIseTcs W3ydeHue HpKHHKHOB u
METOJOB 3aIlUTH WHQOPMAIIMH B CETIX, H3YUCHME UPHHUEIOB ¥ AITOPHTMOB obecnieverus ¥
mocTpoeHus HE30IacHBIX ceTed 9BM
3apaun QUCHHANIAHDBL:

e  lisyuenne OCHOBHEIX yIpo3 B ceTx DBM m METOI0B IPOTHBOIEHCTBES UIM;

. OsnaneHns MexaHN3MaMy IOCTPOEHUS CHCTEM Oe30nacHoCTH ceTeit OBM;

o W3yuenne Mep IPOTUBOACHCTBYS HAPYIIEHHUSIM CETEBOM 0€30IIacCHOCTH € UCTIOIb30BaHUEM
Pa3AYHBIX TPOTPAMMHEIX U AIIIAPATHEIX CPENCTB 3aIMUTHL; '
. Vi3yunth 3aIUIIEHHBIC POTOKOIbI X MG}KCG’[‘E@BBI@ 9KPAHBL;

2. MecTo IUCOUIIMHBI B CTPYKTYpe OHO].'IZ\
YuebHag gucrpnnnna «be3omacHocTs ceret | 5BM» BXOZHUT B 00513aTEJILHYIO YaCTh.
TIporpamma GazupyeTcs Ha TUCIUTLIINHAX: «CeTI/I ¥ CHCTEMEI Tiepeiadn HHPOPMAIIUn, «Teopm
KOMUPOBaHHA», « TeopeTniecKne OCHOBE KOMHI)IOTepHOI/I 6e30IacHOCTY.
BXOMHBIMH 3HAHHSIME JUIS OCBOEHHS ,I[aHHOI/I JUCIIAILIAHEB] SBISIOTCA 3HAHWS OCHOBHI CeTel
mepefiaud JaHHbIX, [TONYyUEHHBIC WPH OCBOCHI/H/I nucrunmiael «CeTH W CUCTEMBI IIepenavHd

THPOPMALIAIY.

3. Kommerennun popMUpyeMbie B Pe3yabTaTe OCBOCHNUA HCIHILINHEL (MO/TYJIs1)
B pesynomame oceoenus ucyuniunsl «BezomnacHocTs ceteit OBMy cmydenm dondicen
0611a0emb CLeOYIOUUMU KOMPEMEHYUIMU: (Nepeyenb KOMHeMeHyutl i UHOUKAMOPOs ux
OOCMUIICEHUSL OMHOCAUUXCS K Oucuunﬂuyazivz,' ykazan 6 coomeemcmeyioweti OIOI).

Kon Hanmenopanue HanMeHOBaHne IOKA3ATENsI OLEHUBAHMS
KOMIITECHI[HA KOMIIETEHITHU (HOKa3aTeJII/I JOCTHKEHHS 32JAHHOTO YPOBHS
| OCBOEHHS KOMIIETCHIIHN)
OITK-10. Crocoben HMCIONB30BATH OHK—IO 2.YMeeT npoBOAUTE aHAJIA3 YIPO3 6630HaCHOCTH B

Kpnmorpa(pp[qec,}(oﬁ J"[OK&U'IBHBIX BBITUCIIUTCIABHBIX CCTAX

cpencrea
OIIK-10.2.1.3728T OCHOBHYIO 3KCIUTYaTAUUOHHYIO U

SATITE HHGopMALH 1P IIPOEKTHYIO TOKYMEHTA I/IHIZ Ha I/IH(I)HC?] MaHI/IOHHbIe CHCTEMBI

pEIICHAN 3amaq POPKTHYIO 10Ky 5 pMalL i

. HHPOPMATHOHHO-TEICKOMMYHHKAUHOHHBIE CETH,
npogeccHoHATbHOM AesTeNbHOCTH ABTOMATH3MPOBAHHBIE CUCTEMBI YIIPABIICHI,
obecrieunBaroniye (yHKIIMOHMPOBAHHE TOILTHBHO-
SHEPreTIIecKoro KOMIUTEKCa

OIIK-10.3.1.33HaeT OCHOBHBIE CHCTEMBI M CTIOCOOBI
TeC’fHPOBaHPISI Ha TIPOHUKHOBEHHE

OIIK-12. Cnocoben mpuvenaTs sHaus B OITK-12.1.23HaeT NPUHITANBL IOCTPOEHHUS U
obnactu 6€30MacHOCTH (byHKL[I/IOHI/IpOBaHI/ISI JIOKANBHBIX ¥ II00aIbHBIX

BBIUMCIIUTENIBHBIX CETEH, BBIYMCIIUTENbHBIX CETEH
OTIepalOHHBIX CHCTEM 1 (a3 *
JIAHHBIX TIpH pa3paboTke

aBTOMAaTH3HMPOBAHHBIX CHCTEM.

OIIK-15. CrocobeH ocyIecTBIIaTh OHK-lS 1.33maer l'IpOI‘paMMHBIe cpe,ucTBa no3BOJ151101111/1e‘ ”

aJIMHUHWCTPHPOBAHUE ¥ KOHTPOJb BECTH aBTOMATH3HUPOBAHHBIA ay/uT
GYHKIMOHUPOBAHUS CPEICTB ;

CHCTEM 3aTATH HHPOPMALU
aBTOMAaTU3UPOBAHHEIX CUCTEM,
UHCTPYMCHTAILHBIA
MOHUTOPUHT 3aIMUIIICHHOCTH
aBTOMATH3HUPOBAHHBIX CHCTEM
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Jlekuna Nel. Tema 1: BBegeHue B ceTeBYI0 6€30I1aCHOCTh
1. OcHOBHEIE NOHSATHS ¥ ONPEISTICHHS

2. Heiirpanuzanus yrpos. O6nactu ceteBoii 6€301acHOCTH
3. OOmue peKOMEeHAIWH 110 CeTeBOH 6E30MacHOCTH.

4. Tumnst aTak.

4.1 Conepsxanue XMCMnHGBE (MO J1s1)

Jlexnus Ne2 Tema 2: Ayaut uHpopManHOHHOH
Ge3onacHoCTH

1. OcHoBHEIE BUAEBI ayiuTa O€30MIaCHOCTH

2. DKCHEepTHHIH ayaur

3. MHcTpyMeHTaIBHEIN aHATH3 3aIIHUITIICHHOCTH.

4. OcHOBHEIE 3TanEl paboT NpH IPOBEICHHH AYIUTA.

Jlexus Ne3 Tema 3: IIpoToko.inl ceTeBoif
ayreaTuduxanuu. Mopge/iu pasrpaHaueHus 10CTynA.
BpenonocHoe nporpaMmHoe oGecriedenue.

1. JlokanbHas ayrentudukams Windows

2. ITporokomnsl ceTeBoii ayTeHTHGHUKAIH.

| Jexuust Nod Tema 47 CacreMbl IPEXOTBPAIIEHHs yTeuek
uudopmanun. Cucrempl anajnsa Tpaduxa. @aiipsos Bed-
NPHJI0KEHUH

1. DLP-cucteMmEl.
2. DMZ —cucteMsl
3. DPI- cucremsl.
4. WAF-cucreMsl.

10

Jlexnua Ne5,6 Tema S: Cucrembl oOHapy:KeHusT B
npegorspamenns: ropaxenuii (ISD/IPS)

1. Yro taxoe cucremsr oOHapyxenus propxkeruit (IDS).
2. Ceressle ISD (NIDS)

3. Ilpo6nemer NIDS

4. CucreMsl npenoTBpamienus BTopxkennui (IPS).

10




Jlexnus Ne7,8 Tema 6: Yrpossl 6€30NaCHOCTH HA
KAaHAJILHOM YpOBHe 2

1. Araxa Ha Tabnuiyy MAC.

2. Araxu Ha cerd VLAN.

3. Araxn, cBsazanasie ¢ DHCP.

4. ARP araxmu. :

S. Araxu ¢ DOOMEHOH afpeca.

10

Hroro 3a 6 cemectp

17

34

57

Jexnusa Ne 8,10 Tema 7: Hacrpoiixa napamerpos
Oe3omacHOCTH KOMMYTATOpa cisco.

1. 3amura He HCTIONB3YEMBIX OPTOB.

2. Heiirpanuzanus atak tabnuisl MAC-anpecos.

3. Orpannuenve 1 msyuenne MAC-anpecos.

4. Pexumsl HapymeHus 6e30I1acHOCTH IIOpTa.

Jlexmus Nel11,12. Tema 8: Oecneuenne Ge30nacHOCTH
CeTeBBIX YCTPOiiCTB

1. 3amuTa AOCTYIA K YCTpOHCTBaM.

2. HasnavyeHue aqMUHHUCTPATUBHEIX POJIEH.

3. TIpocroii mpoToko cereBoro ynpasieHus SNMP.

Jexmun Nel13,14. Tema 9:MexceTeBbie JKPaHBI _

1. OnpejeneHue TUIIOB MEKCETEBEIX SKPAHOB.

2. Pa3paboTka KOHpUTYpaIi MEXCETEBOrO DKpaHa.
3. IToctpoenwue Habopa IMPABHI MEKCETEBOTO HKpaHa.

‘4. BrlaBneHde pasiuuMi MEXIY MEKCETEBEIMU IKPaHAMH

PasIMYHBIX THIIOB.

10

Jexnus Nel5 Tema 10: [IonosiHaTebHbIE BO3MOKHOCTH
Wireshark aust rpajgudeckoro npeacrap/ieHust
MoJIy4aeMbIX pe3yJibTaTOB.

1. KoHeuHble TOYKH U CETEBEIC JUAIOTH,

2. BrispiieHue Hanbolee akTHBHBIX CETEBBIX Y3JIOB C
TIOMOIIBIO KOHEYHBIX TOYEK ¥ THAIIOTOB




11

Jlexnua Nel6,17 Temall: Meroanl coopa nadopManum.

1. O6menocTynHbIe CalThl, KOTOPBIE MOMHO MCIIONB30BATH
1 c6opa nHGOpMAIHHK 0 HieieBoM fomere. Mcnons3opanue
o0Iux pecypcos.

2. Hndopmanus o peructpanyy JoMeHa.

3. Amnanmuz DNS.

4. Hudopmanms o Mapmipyre.

5. Hcnone3oBaHHE MOUCKOBOM CHCTEMEL.

12

Jexnus Ne18,19 Tema 12: YA3BUMOCTH IO NIPHIIOKEHUSIM
1. SSTL

2. XXE-araka.

3. XSS-araxu.

4. CHmkeHue prcKa aTak MexcaiitoBoro ckpuntunra (XSS) ¢
noMomsio helmet xssFilter.

13

Jlexnms Ne20 Tema 13: Araka Ha cepBep KOMIIbIOTepHOI/I

CceTH
1. SSRF araxa

14

Jlexusa Ne21 Tema 14: Crnoco0bl oﬁxozxa aBTopnsaunn

1.. BruteForce , T RN SURE

2. SQL umpexuym.
3. Cookie.

15

Jexnua Ne22,23 Tema 15: Sql uabexuun

ITpuniun ataku BHegpenus SQL.

Tuner SQLI.

3amuta ot SQLI.

Knaccuueckue araxu.

. KommenTupopanue, MaHumy UM CO CTPOKAMH, O6x011
ayTeHTn(bHKaupm

6. Union injection.

N




Jlexmus Ne24,25 Tema 16: Sql mabexnun

2 2
1. TlocnemoBaTenbHEIE 3aMIPOCE]
2. Error-Based
3. Crensle HHBEKIUH
16 | 4. YcnoBHBIE BEIpaXKeHUs
5. Boolean-based
6. Time Based SQL-injection
7. Stacked Query Based SQL-injections
8. JSQ injection.
Jexmusg Ne26,27 Tema 17: 3ammra ot SQL-uHbeKnmii 2 2
17 1. ®ynxuma mysql(i) real escape string
2. IlpuBeneHue K yucIy
3. Mcmonp3oBaHue apaiuzaropa sqlmap.
Jexnusa Ne28 Tema 18: Anropurmsl B3jioMa 2
KOpHOpaTHBHOI ceTH
1. 3axBar y4eTHEIX 3aIlUCei
18 | 2. araka npotokona otTinanku Java Debug Wire Protocol
3. BeO-ys3BHUMOCTH
4. CommanpHas HHXECHEPHA.
5. Log4j
Jexnnsn -Ne29,30. Tema 19: Anaau3 3a1HIEHHOCTH B0~ | - - DD e —
NpUIoKeHAH
1. Meromonorus TecTHpOBaHUs Ha IPOHMKHOBEHHE: MeTo
yepHoro smuka (black box), Merox 6enoro simuka (white
box), Merox ceporo sumuka (gray box)
19 | 2. AHanm3 3aMIMEHHOCTH BeO-TIPIIIOKESHUH MyTEM BHEITHIX

TIPOBEPOK (aBTOMATH3HUPOBAHHBIX U PYYHBIX).

3. Orambl TecTa Ha IPOHUKHOBEHME:

4. TecrupoBaHMe HA IPOHUKHOBEHME C TOMOMIBIO Burp
5. Nikto — ckanep BeG-cepBepos

6. NSLOOKUP — yrwmra 1y noricka DNS-cepBepor




20

Jlexua Ne 31,32 Tema 20: Hucrpymentsi Kali Linux.

1. PasBenxa caitros. ITonck xatanoros u ¢atinos. Dirb,
Dirhunt, DirBuster.

2. dirsearch —uHCTPpYMEHT KOMaHIHOM CTPOKH,
TpeaHazHaueHHEBIH st OpyT-opcea (morcka IIyTéM HOJTHOTO
niepebopa) aupexropuil u ¢aitnos B BeO-caiiTax.

3. DVCS-Ripper

4. SQLmap

5. WPScan — ato ckanep yszBumoctelt WordPress.

21

Jexnus Ne33,34. Tema 21: MeToapi CKAHHPOBAHUS M
ykaonenns B Kali Linux

1. Omucanue MeToa OOHAPYKESHUS TEIH.

2. Kak ¢ momompio uuctpymertoB Kali Linux pacrio3HaTsb
UEJEeBYIO MallITHY.

3. IIlaru, KOoTOpBIe HEOGXOAUMO BHIIOTHUTD JUIS IOUCKA
OIIePaIMOHHEIX CHCTEM LIENeBhIX MaluH (TIONYIeHUE OTTICUATKOB
OTePaMOHHON CHCTEMBI).

4. AmToMaruueckoe ckaHHPOBaHHeE ¢ MOMOTIEIO0 Striker.
5. CoxpeiTae ¢ noMonisio Nipe.

6. CkanupoBanue nmap.

7. Sql map

8. NetCat

22

Jlexnus Ne3S Tema 22: MacTpyMeHTadbHBIE CPEACTBa
KOMAaHJHOH CTPOKM [UIsi AHAJIH3a NAKETOB

23

Jlexmust No36 Tema 23: IIpouecc BLISIBJICHHS H AHAJIN3A
KPHTHYECKUX HegocTaTKoB OezonacHoeTH B Kali Linux

24

Jlexrua Ne37,38 Tema 24: Python 1151 TecTHpPOBaHUSI HA
NPOHUKHOBEHNE

1. ITlommmanme coketoB u cozganme TCP-ceprepa

2. Cospanwe TCP-xnmenta

3. Paszpabotka ckanepa Nmap

25

Jlexuns Ne39,40 Tema 25: Mccrenoanne cereii ¢ Python
1. Ckanep cetu OnOMHOTEKH Scapy

2. Hcnmonr3osapue eG-6uOmmorek. B3anmonelicTsie ¢ BeO-
cepsrcamy -6mbmuotexa urllib2.

3. ®opensuxa ¢ Python

4. bubimoreka requests

5. IMaxers! Ixml u BeautifulSoup.




Jlexnma Ned1,42 Tema 26: besonacHocTb 6ecIpoBOIHBIX 4 | 3

ceTeil. |

1. WEP-araxu Ha KOHQHISHIMAIBHOCTH IIPOBOJHBIX CETEH

2. IIporoxomer WPA u AES

26 3. 3abmyxpmenus o 6e30macHOCTH OECIIPOBOAHOM ceTh

4. becrnpoBoHble aTaKy Y 3al{UTa OT HUX

5. Tpoextuposanue Ge30MaCHOM CETH ¢ TOMOLIBIO OeCTIPOBOIHON

CESI3HL.

6. Cospanne mMpoKOBeIaTeJFHOTO Tpaguka 6asze ESP8266 nna

[0 JABJIEHHS AKTUBHOCTH GECIPOBOIHOM CeTH.

Hroro 3a 7 cemecTp 68 34 42

BxonHasg KOHT. paboTa
dopMa TeKyIEero KOHTPOIIs YCIeBaeMOCTH (IT0 CPOKaM TEKYIIUX 1 arrecranus 1-5 Tembl
aTTeCTAIMi B CEMeCTpe) 2 arrectanus 6-10 TeMsl
3 arrectarmg 11-15 Temsi
. _ Ox3ameH (5ceM.) Sx3amMeH
dopMa HPOMEKYTOYHO aTTecTalyH (110 ceMecTpam) (6cen.) ~
Hroro 85 | o | 68 | 99 I l , Ji l |
1.2 Conep:xanue 1a00pATOPHBIX 3aHATHH
T T Ne mexcuumit s g . Hanvenosain eﬂaﬁopaTopHOTO“ZaHHTHSP“H%KoﬂullecTBO'lacoli*w _Pexomenjtyemast iuTepaTypa -
Looii | dporpamMmbl | R S S S HCTOMHMKA W3 CIHCKA
e s i N e el Ogmo - | Odno-3aouHo | 3a0uHO | ggveparypml)
1 2 3 4 5 6 7
1. 1 He#iTpamazanus yrpos. 4 1-7
2. 2 AymuT nEQOpMAIMOHHON 0€30I1aCHOCTH. 4 1-7
3. 3 JloxansHas ayrenTrdukanus Windows. 4 1-7
4. 4 DLP-cuctembl. DMZ —cuctemer. DPI- cuctemer. WAF- 6 1-7
CHCTEMBI N

5 5 Cucrembr OOHapy>KeHHUs ¥ NPEeIOTBPAIlCHHS BTOPKEHIH 4 1-7
6 6 Yrpo3st 6e301aCHOCTH Ha YPOBHE 2 8 1-7
7. 7 Hactpoiixa mapameTpoB 6e30IacHOCTH KOMMYTaTopa Cisco. 2 1-7
8 8 IIpocTo#t mpoToKoI ceTeBoro yipasneHus SNMP. 2 1-7
9 9 MexceTeBble KpaHbL. 2 1-7
10. 10 Amnanuzarop nporokonos Wireshark 4 1-7
11. 11 Yrumra NSLOOKUP 2 1-7




12. 12 VI3BEMOCTH IO MPHIOKECHUAM. 2 1-7
13. 13 VYA3BUMOCTH IO IPHIIOKEHUSIM. 2 1-7
14. 14, Croco651 06Xx0/1a aBTOpH3AIHA 2 1-7
15.1 15,16 Sql mEBEKIIAN 4 1-7
16. 17 3ampra or SQL-aHBeKIHH 2 1-7
17. 18 AHanu3 3aMUIMEHHOCTH BEO-IPHIOKEHIH 2 1-7
18.1 19,20 Wuctpyments Kali Linux 4 1-7
19.1 21,22 HucTpyMeBTaIbHEIE CPEICTBA KOMaHAHOH CTPOKH II 2 1-7
apanmM3a DakeToB.
20.1 23,24 Python nis TeCTHPOBAHUA HA IPOHMKHOBEHIE 6 1-7
Htoro 68




13 TeMaTmca JUIs1 CAMOCTOSTENBHOM PpaGoThI CTyIeHT

, Ng . Temarmca no couepmannw )mcummm{m, Bl)menennaﬂ ans
S Gooroo caMOCTOHTe.TILHOFO myqemm

1 2

1. He#itpanusarms YTpos. Obnactu ceTeBoil
0€30IIaCHOCTH.

2. OKCIIePTHBIA ayIuT

3. ITpoToKOIE! ceTeBOi ayTeHTHGHKALUHI

4. WAF-cucTeMel

5. Cerenpie ISD (NIDS)

6. Pexxumer papyineHns 0e30macHOCTH IOPTA.

. 3ammTa JOCTyIia K yCTPOHCTBaM.

8. Brigpienne pasnuuuil Mex Iy MEXCeTEBBIMH JKpaHaMu
Pa3TMYHbIX THIOB.

9. Kownedrbie TOUKH U CETEBBIE NHAIOTH.

10. Wudopmarus 0 perucTpalud JOMEHA.

11. CHuXeHMe PYCKa aTak MexcaliToBoro ckpunrrara (XSSY |
¢ momompio helmet .xssFilter.

12. ATtaka Ha cepBep KOMITBIOTEPHOH ceTH

13. KomvenTtupoBanue, MaHumynaimy cO  CIpOKaMQ,
0O6x071 ayTeHTUQUKAIIAN.

14, Cienbie HHBEKIIHAH.

5. ZammTa ot SQL-uHBEKIMHA

16. 3axBaT yUeTHBIX 3aIIHCEN.

17. DTansl TeCTa Ha IIPOHUKHOBEHHE.

18. PasBenka caifros.

19. Onucanye MeToJa OOHAPYKeHHA 11T,

20. HuctpyMeHTaNbHbIe CPeACTBA KOMaHAHON CTPOKH JIJI aHAIN3a
NAKETOB.

21. Cospanne TCP-xinHeHTa.

22.|  Python mya TECTUPOBAHMS Ha HpOHHKHOBeHI/Ie



.- KoxmvecTpo yacos n3 COZIePIKARMSE , ;L"P'elbc‘omém:(’yeuaﬂf :(I)opM‘b‘ilmHTpomj B
’ | HCHMTLIMHEL mmrteparypam | .- CPC
_ Oumo. | Ouno-saouno |  3aoumo |  ypdopmamms | .
3 4 5 6 7
9 1-7 Kontponphas padota
9 1-7 Koutponsras padora,
9. 1-7 Kontponbuas pa6ora
10 1-7 KontponpHas pabora,
10 1-7 Kontponphas padora
10 1-7 KontpospHas paboTta
2 1-7 KownrponsHas pabota
2 1-7 Kontponbnad pabota
2 1-7 | Korrponshas pabora
1-7 KonTpospnasd pabota
Y 7 - e W17 | KoHTponbHas paGoTa
2 1-7 Konrponbaas paboTta
2 1-7 KosrtpossHas pabota
2 1-7 KontponsHas pabota
4. 1-7 | Konrponsnas ba60Ta
2 1-7 | Konrponpras pabota
2 1-7 KonTponbsHas pabora
4 1-7 KontponbHas padboTa
2 1-7 Kom"ponbﬁaa pabota
2. 1-7 Koutponeras padora
2. 1-7 KonrtponpHas pabora
2 1-7 KonTponsHas paGora

——




23. Hccnenopanue cereii ¢ Python. 3 1-7 KourponeHas paboTa
24. WEP-ataky Ha KOHGUIACHIHATIBHOCTH IPOBOAHBIX CETEH. 3 1-7 Kontponbras pabora
HAroro 929




5. O6pasoBaTebHbIe TEXHOJOTHH

S - I

Henoab3yeTest TEXHONOTHS Y1eGHOTO HCCTe0BARMSE:

Hpu BBIIOTHEHNH JIa0OPATOPHEIX paboT MCHOb3yeTes nporpamma Packet Tracer - cumysisTop cetu
THepeady [aHHHBX, BbuiycKaeMmeifl ¢upmoit Cisco Systems a Taioke obopynosanme ¢Gupmer CISCO:
KOMMYTaTOpe! 260, Mapimpytusarops 2800. ; ;

ITpn grenwy NeKuH HCIONb3YIOTCS aKTHBHEIE (bopMH TO €CTh IIPUBIIEKAXOTCSA CTYZEHTHI B KAUECTBE

IKCIICPTOB U1 OTBETOB Ha BONIPOCH! IIPU PACCMOTPCHUM IIPUHITUIIOB pa60TI>I y'CTpOI/ICTB CETH. JTO TIO3BOJISIET
6onee JETAIBLHO NOHATE U3NaracMbii Marepuai.

%
6. Onenoynrie cpexcTBa AJst TEKYIIEero KOHprJ{ﬂ yCHEeBaeMOCTH, IPOMEKYTOUHOH aTTeCcTANMHA
II0 MTOraM OCBOEHHN JMCIHILIHHLI W yqeﬁno-MeTonuqeckoe ofecneucHue caMocToATEALHOH padoTnl
CTY/IEHTOB x
OneHO4YHBIE CPEACTBA IO JMCLHILIHHS anBeJleHH B HpHHO)KCHI/II/I K paboueil mporpaMme B TIPUIIOKSHUN
A «DoHJ OIIEHOUHBIX CPELICTRY ;

i
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7. YudeGuo-meToaudeckoe 1 HHGOPMANHOHHOE 06ec%neqefme JHCHUILITHE] (MOAYJIST)

Nen/mt Bapet | KomniexT HeoGxoaumoityaeGuoit ABTop(bl) W3natenncTs KoumuecTBo
BAHAT JUTEPATYPhl NOAUCHHAILINHE | 0 Hrog IK3EMILISPOB
15171 | H3AAHHA B Ha

6ubsImo- Ka
| TeKe ben
- pe
2 3 L4 5 6 7
OCHOBHASI
1 KP,CP Cern 9BM u TeeKOMMYHUKAIH. Tens0yx, C.  Jlans, 2019. URL:
Apxutektypa u opraumsanus: yuebuoe | C. | https://e.lan
nocobue / C. C. I'enp0Oyx. — Cankr- ’ book.com/b
[erepbypr: Janp, 2019. — 208 ¢. — 00k/118646
ISBN 978-5-8114-3474-9. — Tekc: ‘
RJIEKTPpOHHEIH // JlaHb: DIEKTPOHHO-
OHONMOTEYHAS CHCTEMA. ‘
2 ,CP be3zomacHocTs ceteit OBM: yuebHoe Openbypr: OI'Y, | URL:
nocooue / 10. Y. Cunnnsin, E. Y. : 2017 https://e.lan
PsanosnoBa. — Openbypr: OI'Y, 2017. book.com/b
— 189 c. — ISBN 978-5-7410-1886- 00k/110613
6. — TeKcr : snexkTpoHHbIH // JlaH : |
BIEKTPOHHO-OUONMOTEYHAS CHCTEMA. 1
3 [JIK, OcHOBEI HOCTPOEHUS KOMIBIOTEPHBIX M. B Jepun, | Cankr- URL:
CP, | cereii: yueGHoe nocobue / M. B. Jlepun, | U. A. Vinakos, | IlerepOypr : https://e.lan
JIE | K. A. Vmakos, A. 10. lzerkos, I1. A. A.10. CIIoT VT umM. book.com/b
Hcauenkos. — Cankr-IleTepOyp: IIgeTKoB, I1. M.A. Boxu- 00k/180098
CIIoI'YT um. M. A. bonu-bpyesuua, A. Vicauenxos. | Bpyesnua, 2016.
2016. — 55 ¢. — Texkcr: ;
ANEKTPOHHEIHA // JIaHb: BIEKTPOHHO- i
6ubAMOTEeYHAs CUCTEMA. .
4 VIK, KoMnsrotepHbe ceTr. AHaN3 1 BOpZI/ICOB, C. Mocksa : PTY | URL:"
CP, | mmarHoctrka: yaebHoe mocodue / C. I1. | I1. | MWP3A, 2021 | https://e.lan
JIb | Bopucos. — Mocksa: PTY MK PDA, book.com/b
2021 —Yacte 1 — 2021, — 67 c. — 00k/176562
TexcT:anexTponnLit //Jlanb:
BIIEKTPOHHO-ONOINOTEYHAS CHCTEMA. ‘{
5 VIK, IbesomacHocTh ceTeii OBM: Jroroe, A.T. | Mocksa : PTY | URL:
CP | metomgmueckue ykazanus / A. I'. JIroTos, MUPOA, 2021. | https://e.lan
H. H. Yepupimes. — Mockga: PTY book.com/b
MHUPDA, 2021. — 83 ¢. — TekeT: ook/182523
SNEKTPOHHHI //JIaHb: 3NeKTpOHHO-
6ubmoTeuHas crcTeMa.
6 | JIK, | OcHOBBI JOKANLHBIX KOMITBIOTEPHEBIX Cepii“eeB, A.H. | Canxr- URL: -
CP | ceteii: yueGHOe mocobue ijist By30B / A. IetepOypr : https://e.lan
H. Cepreer. — 3-e u3n., crep. — | Jlans, 2021. book.com/b
Cankr-IlerepOypr: Jlans, 2021. — 184 00k/152651
¢.— ISBN 978-5-8114-6855-3. — i
Texcr: snexTponHsiii // Jlans:
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3NIEKTPOHHO-OMOIMOTEYHAS CUCTEMA.

JAOIIOJTHUTEJIbHAS

JIK, | Pakurun, P. JO. Kommsiotepusie cetu: | Pakurus, P. Bapuaym: URL:

CP | yueGnoe mocobue / P. IO. Paxurun, E. 10.! Antl'T1Y, https://e.la
B. Mockanenko. — bapnayn: Antl 1Y, ! 2019. nbook.com
2019. — 340 c. — ISBN 978-5-.88210- /book/1391
942-3. — Tekcr: 3neKTpoHHEL // Jlans: 82
9JIEKTPOHHO-ONOIMOTEYHAS cCHUCTEMA. :

JIK, | Meroap! 3aiutsl HHGOpMAITUM: 5 Kpakosckuii, URL:

CP | yueOHoe mocobue s By3oB / JO. M. | FO. M. https://e.la
Kpaxoscknii. — 3-¢ usp., nepepad. — | nbook.com
Canxr-Ilerepbypr: Jlans, 2021. — 236 | /book/1564
c.— ISBN 978-5-8114-5632-1. — ' 01

Texer: anexrponHsii // Jlanb:
SIEKTPOHHO-OUOIMOTEYHAS CUCTEM.
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. ? :
8. MaTepHaIbHO-TEXHHYECKOE 06ecfneqeﬂne JHCOMINIHHLL (MOLyas)
- : |
Jinst tipoBeieHust TaGOPATOPHBIX PaGOT HCMONB3YIOTES NEPCOBAIBHBIE KOMIBIOTEPEI, HAa KOTOPHIX
ycranoBiena supryanbaas Mammaa ¢ OC Kali Linux. ;
CrenpajiibHble YCIOBUA HHBAJHIAM U JIMIAM C orpanuquHmMn BO3MOKHOCTSMM 310poBbs (OB3)

CrenmanpHele ycoBus 00yUYeHUS W HANPABIISHUS pa60TI>I ¢ uHBanuaamu 1 nuramu ¢ OB3 onpeneneHs!
HA OCHOBaHWU:

- MeslepanbHOro 3akoHa ot 29.12.2012 Ne273-03 «06 00pazoBanud B Poccuiickoit ®Deneparym»;

- @enepanproro 3akosa or 24.11.1995 Ne 181-@3 '«O COLUAJIBHON 3aliuTe MHBANUIOB B Poccuiickoit
Oeaepalymny; z

- Tprkasa MuHoGpHayku Poccuu ot 05.04.2017 Ne 301 «O6 yreepkneHuu Ilopsiixa opraHm3anuy u
OCYIHeCTBICHNS 00pa30BaTeNbHON AESTENLHOCTH IO o6pa3<;)BaTem=HLIM IporpaMMam BBICIIEr0o 0Opa3oBaHMU —
TporpamMmam GakallaBpuara, MporpamMMaM CIeIUaNuTeTa, IPOrPAMMAM MArHCTPaTyphi»;

- METOAIMYECKUX PEKOMEHAIIH 110 OpraHusaiuy 06pa3oBaTebHOIO NpoLecca Ay 00yUeHNs NHBATHIOB
U JIAIL] ¢ OTPAHUYECHHBIMH BO3MOKHOCTSIMH 310POBbS B 06pa30BaTeJ'H>HI:IX OpraHM3anyIxX BRICIIETO 00pa30BaHu, B
TOM 4YHKCJIE OCHAIEHHOCTH 06pa30BaTeJH>HOI‘O nponecea, yTBep)KI[eHHLIX Munobpraayku Poccun 08.04.2014 Ne
AK-44/058H). »

INox cmeruanbHBIMI YCITOBHAMME Ul TONYyYSHUS o6pa301saHI/m obyuatomuxes ¢ OB3 monmmMarotcs
ycnosusi OOyYeHHSI, BOCIMTAHHS W DAa3BUTHL, Bmoqammne B ce0d WCTIONB30BAHWE NpPH HEOOXOAMMOCTH
aJlanTHPOBAHHLIX 00pa30BaTENBHBIX MPOrPAaMM U METOZIOB OGyHeHI/Iﬂ ¥ BOCTIATAHMS, CHEIMANBHBEIX YUeOHHUKOB,
Y4eBHEIK TIOCOOHIT ¥ IMIAKTHYECKHX MATEPHANOB, CIIELHAILHBIX TEXHIIECKIX CPE/ICTB 06y UeHHs KOIIEKTHBHOTO
¥ WHAMBHAYANbHOTO TONB30BAHMSA, TpPEJOCTABNEHHEE YCIYT AacCHCTEHTa (TIOMOIIHMKE), OKA3LIBAIOLIETO
HEOOXO/MMYIO TIOMOIIS, TIPOBE/ICHAE TPYINOBBIX W HHAMBH/AYAIBHBIX KOPPSKIMOHHBIX 3aHATHH, obecreuerue
nmocryna B 3manus JAT'TY wm gpyrue ycnosus, Oes KOTOpHX HEBO3MOXKHO WM 3aTpydHeHo ocBoenue OITOIT
obyuaromuxcs ¢ OB3.

Obydenne B paMkax y4eOHOI TUCUUILTAHBI o6yqa}omnxcs1 ¢ OB3 ocymectemsercs AI'TY ¢ yaetom
ocobeHHOCTe! CHXO(U3NISCKOTO Pa3BUTHA, I/IH,ILI/IBI/I,Z[yaJIBHLIX BO3MOXKHOCTEH W COCTOSHHS 3[OPOBBI TaKUX
00y 9aromuxcs. :

OO0yuenre 1o yueOHOM mucHuumHe 06y‘—IaI-OH.II/IXC)I ¢ OB3 Moxer GEITh OPTraHM30BaHO KaK COBMECTHO C
IpyruMi o0yJaronMHc, Tak ¥ B OTHENbHBIX IPyHax.

B nesnsx 1ocTyImHOCTH 00Yy4eHHS HO JHUCIVILINHS OGecneqHBaeTcsl

1) ans jman ¢ OrpaHMIEHEBIME BO3MOMKHOCTAMHE 3H0POBBSA 1O 3PEHUIO:

- HaNu4KUe AJIbTEPHATUBHON Bepeny oduumansoro catira ITTY B cetn «MlHTepHET) I CIAGOBHASIIX;

- Bech HeOOXOmUMEIN Iy W3yuYeHWS MaTepHal, | COTIacHo ydeOHOMY IUIaHy (B TOM 4ucie, Uit
00y4aroIIuXxcs IO UHIWBHIYanbHEIM YaeOHBIM IIaHaM) IPeJOCTABNACTCS B 9TeKTPOHHOM BHAC HA AUCKE.

- MHAMBHYaIbHOE PABHOMEPHOE OcBelenye He MeHee 300 JroKc;

- IPUCYTCTBHE ACCUCTEHTA, OKA3bIBAIOIETO o6yqafoﬁ1eMycsi HEOOXOMUMYTO TOMOIIIb;

- obecriegenre BO3MOXKHOCTH BBIIIyCKa aJILTepHaTI/IBHBIX dbopMaToOR TIEUATHBEIX MarepuasoB (KpyHHBIH
mpudT wm ayarodaiine); ‘

- ofecIeuenye JOCTyNa o6yJaromerocs, IBIMIOMErocs ClenbM M HCIIONb3yIOIIEro co6aKy-pOBOIHIKa,
k 3mammo AT TY.

2) ana nutg ¢ OB3 o cnyxy: |

- Hamu4ue€ MHUKPO(OHOB ¥ 3BYKOYCI/IJII/IBaIOIHeI7I anmapaTypel  KOJUIEKTWBHOTO — TOJB30BaHUA
(ay INOKOJIOHKM );

3) p g ¢ OB3, uMeoIyx HapyLeHus OHOpHO-I{BI/IFaTCHBHOFO amnnapara, MaTepUaIbHO-TEXHUYCCKUES
YCIIOBHSA JOJKHBL OOECTIEMMBATE BO3MOKHOCTH OECIPEISTCTBEHHOr0 AOCTYma O0ydalomuxcs B ydeGHbIe
OOMELIEH s, CTOJIOBBle, TyaleTHEIE U JPYrue HMOMEINCHUS OpPTaHW3allud, & Takke NpeObIBaHHA B YKA3aHHBIX
TOMeNeHusX (HaTuIye IaH Ty COB, MOPyYHeH, PACIIMPEHHBIX NBEPHBIX IPOEMOB H APYTHUX IPUCIIOCOOICHHA).

Tlepen HagamoM oOyHeHHS MOTYT HPOBOIUTHCS KOHCYJIBT&TI/IBHBIC 3aHATHUS, TO3BOJIONIHE CTYICHTAM C
OB3 aganTupoBaThCS K YIeOHOMY TIpoliecey. ,

B mpomecce Bepenus yueOHON AMCHMILTHHEL Haylmo MearormIeckuM paboTHUKAM peKOoMeHAYyeTCs
HCTOJIb30BaHNE CONUATBHO-aKTUBHBIX U pe(IeKCHBHBIX METOROB OOYYEeHHs, TEXHOJOTH COLMOKYJIbTYPHOMH-
peabunuTani C¢ IEenbld OKa3aHud IOMOIH 06yqaroﬁmMc;1 ¢ OB3 B ycraHOBIEeHWH ITOJNHOIEHHBIX
MEXITHYHOCTHBIX OTHOLUEHUH ¢ ApYTUMHA o6y11a10umMHCH COSI[aHI/II/I KOMQOPTHOTO MCUXOIOTUUECKOTO KINMaTa
B yueGHoli rpymme. » |

Oco0eHHOCTH IPOBeJeHUS TEKYIIEH U HpOMeH(yTOIH]IOI/I aTTecTanyy 1O JUCHUINIHHE I 00y9alonuXxcs ¢
OB3 ycTaHaBIMBAIOTCA ¢ YYETOM HMHVBHAYATBHBIX NCHXO(U3NHECKHX ocoOeHHOCTeH (YCTHO, MMCHMEHHO HA
GyMmare, IIICEMEHHO Ha KOMIBIOTEpe, B (hopMe TecTHpoBaHus W Ap.). IIpy HEOOXOAMMOCTH NPENOCTABISETCS
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AOHOJIHUTENHHOEC BpEeM: AJI NOAI'OTOBKM OTBETA HA 3a4UeTe U
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9. JIuct n3MeHeHmil 1 JonoHEHHIT K padoteii mporpamme

JlononHeHUs 1 ¥3MEHEHNS B paboueil mporpaMme H

B pabouyo nporpammy BHOCATCS cne,uy[omﬂe HA3ME
 ptee >

yueOHBIH rof. y |

Pabouas nporpamma nepeCMOTpeHa H o;[06peHa na

Ll P4 .7 4  roma, mporokon Ne

3apenmyromuii kadpenpori b ( W

Vi

1a 20;_7/1 /20;7§Z y4e6HBIi ToA.

,HéHI/ISIZ

3aceqaHuu Kadeapot

45 o

1. KauaeBa, K.3.H.

(na3Banue xadenpsl)

CoracoBaHo:

(HOI[HHCL, ﬁéTa)

(®UO, yu. crenesb, yi. 3BaHue)

IOcydos IILA, X.T.H, JONIEHT

JHexan (nupekrop)

(nopn; . : (@MO, V4. CTEIEHb, Y. 3BAHHE)

TTpencenatens MC ¢axynbreta

T.A. Ucabekora, 1.(-M.H., AOLIEHT

“{IIO[OHUC, aTa) r
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(®HO, yu. crerieHs, y4. 3BaHUE)




