~

[loKyMeHT NoAnucaH NpocToit 3NeKTPOHHOM NOAMUCHI0

Mdopmauws o BrazensLe: MutuCTepCTBO HAYKH U Bbiciiero oopasopanns P@

®WO: banamnp3oes Hasum JinoanHoBMY
HomkHocTb: U.0. pexTopa

[lara noanucarnsPLAOPAMsHOE TOCY AaPCTBEHHOE 0I0/KETHOE 00pa3oBaTeJbHOE YUPEKIeHHEe

YHUKanbHbIV NPOrpaMMHbIN KIKOY:
2a04bb882d7edb7f479cb266eb4aaaedebeead49

BBICHIETO OﬁpaBOBaHI/Iﬂ

«/larectapckuil rocyJapcTBeHHbIH TeXHUYECKUH YHHBEPCUTET»

PABOYAA ITPOI'PAMMA JUCHUITJINHDI (MOI[YJI}I)

Jucuunnrna Kpurnrorpadudeckue IPOTOKOJILI ¥ CTaHAaPTEI

HaHMEHOBAHKe AXCIHITHHE! io OTIOTT

I cnenmanpHocTH _ 10.05.03 MudopManmonHas 6e301macHOCTh aBTOMATH3WPOBAHHBIX CHCTEM

KOA # JIOAHOE HAUMEHOBAHWE HAAPABNCHHNA (CHBLLHZUII:HOCTH)

IO CHenuam3anu be30acHOCTh OTKPBITHIX I/IH(bODMaIlI/IOHHI)IX CHUCTEM

(bakynpTeT KOMIbIOTEPHBIX TEXHOIOTHH, BRYUCIATENEHON TEXHUKA ¥ JHCPIETHKH

HAUMEHOBAHME (JaKyIbTeTa, IIE BEICTCS AHCHUIDIHHA

xadenp Hudopmarnorsoi 6e301acHOCTH

HAHMEHOBAHKE Kﬂ(l)e)lpbl, 3a KOTOPOFI 3aKPEIICHA OHCLHTLIHAA

dopma 00yueHus OuHas

Kypc 4 cemecTp (b1) 7

QUHAs, OUHO-3A0'HAA, 3a04HAaAA

r. Maxauxamna 2021
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1. esm m 321241 0CBOEHUS THCHUATITAHBL. ,

Ilensro ocBoeHmst JucHUIUIMEBL (Moxyist) Kpunrorpaguueckue HNPOTOKONBI U
CTAHIAPTH SBIIIOTCS O3HAKOMJICHHME CYIIECTBYIOUMMHK IIOAXONaMH K aHAJIU3y M CHHATE3Y
KpENTOrpadhMIecKHX IPOTOKOJIOB, C FOCYAAPCTBEHHBIME M MEXIYHAPOIHBIMA CTAHAAPTAME B TOIL
obnacty. [ucnummaa obecrieunBaeT MpuodpeTeHne 3HAHUM U yMeHUH B 06JIaCTH HCIOJIL30BAHNS
KPUNTOrpapUIECKHUX IIPOTOKOIIOB IS 3aIUTH HH(POPMALNH, CIIOCOOCTBYET OCBOSHHUIO IPHHIMIIOB
KOPPEKTHOTO IIPUMEHEHUS COBPEMEHHEBIX 3allUIIEHHBIX MHQOPMAMOHHEIX TEXHOIOTHH.

3ajaul JUCIHUIUIAHBL OOYyYMTH CTYHEHTOB NPHUHIHIAM pPabOTBl OCHOBHBIX IIPOTOKOJOB;
IPUBUTH CTYACHTAM HABBIKM DPEAIH3ALMH KPHITOrPaQUUECKHX MIPOTOKOJIOB ¢ HCIIOJB30BAHUEM
OBM; mats cTyZeHTaM IpeacTaBiieHIe 00 aHAIN3e CTONKOCTH IIPOTOKOIOB K aTaKaM.

2.Mecrto auenuinesel B crpykrype OIIOIT -

Huacnunmaa «Kpuirorpaduieckne IpoTOKONB! B CTAHAAPTEDY OTHOCHTCS K 00s3aTebHOM
49acTH yueOHOro IIIaHa.

JlI yCIemHoro 0CBOCHUS AUCIUITIIMHEI HEOOX0AMMBI 3HAHUS OCHOBHEIX (akToB M3 6a30BHIX
KypcoB: «Ainrebpa u reomMeTpusy, «JluckpeTHas MareMaTrKay, «ONeparoOHHbIE CUCTEMED).

[TocnenyomuMi ~ TUCHUIUTMHAMA  SBIISTEOTCS: «Yrparnenue  WHOOPMAMOHHOMN
OezomacHOCTEION, «MHDOpMaHmoHHAsE 6€30MACHOCTh OTKPBITHIX CHCTEM),

3. Komuperenuuu o0yuaromerocsi, ¢gopMupyembie B pe3yjbTaTe OCBOCHHS
AACHUILIHHBI (MOXYJIs1)

B pesyarrare ocBoenus qpenuniauesl Kpunrorpaduyeckue IpoTOKOIBI K CTAHAAPTHL CTYICHT
JIOJDKEH OBJIAJIETH cieyromeit komerenmueit: OITK-5.1.

KO}] ROMIOeTCHI AN HaumenoBanune KOMIIETCHINHH HauMenoBanue noxaszarenas
OHCHUBAHUA (nomazaTeJm XOCTHKECHHH
3aJaHHOI0 YPOBHH OCBOCHHU S

KoMHOeTeHuii)

OlIK-5.1 CriocobeH pa3pabaTsiBaTh U OIIK-5.1.1.1. 3HaeT OCHOBHBIE
Peanv30BBIBATh TOJHTHKY Kpunrorpaduyeckyie NpOTOKONEI B
uH(QOpManHOHHOM 6€30MacHOCTH CTaHIAPTHI;

OTKPbITHIX HHPOPMALIMOHHBIX OIK-5.1.1.2 3HaeT KpUTEpUH OLCHKH H
cCHUCTEM KOHTpoIA 3dhdheKTHBHOCTH

HCTIONb3YeMBIX KPUNTOrpadudecKux
MPOTOKOJIOB M CTAHJIAPTOB;
OIIK-5.1.2.1 ymeer BoiOUparh
KpunTorpaguueckye IIPOTOKOIBL U
CTaHAAPTHI, U1 00eCIeUeHus
HH)OPMALIMOHHON 6€30MacHOCTH
OTKPBITHIX WH(POPMALMOHHEIX CHCTEM;
OIIK-5.1.2.2 ymeeT OCyImeCTBILITE
KOHTPOJb 3 (PEKTHBHOCTH CPeACTB
3aI0UTHl, PEATU3YFOLIKX HCTIONB3YEMbIE
Kpunrorpaguyueckyrie IpOTOKONIEl U
CTaHAAPTHI;




4. O6beM H coepKaHue TUCHUILTHHBI (MOXYs1)

®opma odyuenns ouHAasd 0YHO-320YHAA 3209HaA
O0mas TpyJOEMKOCTb MO JUCIIUIUINHE 4/144
(3BET/ B gacax) -
Cemectp 8
Jlexmmm, vac 34
[IpaxTrueckue 3aHATHS, YaC
JlaboparopHpie 3aHaTns, gac 34
Camocrostenpras pabora, gac 40
Kypcogoit mpoexT (pabora), PI'P, -
ceMecTp
3auer (npu 3a04uHON Ppopme 4 yaca -
OTBOJIITCS] HA KOHTPOJIb)
Yackl Ha 3K3aMeH (IpH OYHOHN, 0UHO- 36

3aounoit popmax 1 3ET — 36 gacos, 1mpu
3a049HOH (hopMe 9 YacoB OTBOAUTCS Ha
KOHTPOJIE)
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4.1. Comepaxanue pucnunnuabl (Moayas) Kpunrorpadgudeckne npoToKogbl M CTAHAAPTHI

Ne
o/

Pasnen JUCITHIIIHHEIL, TEMa JICKITUKW 1 BOIPOCHL

Ounasn popma

Ouno-3a0unasn ¢popma

3aounasn ¢popma

JIK

113 | Jib

Cp

JK | 1I3 | JIb Cp

JIK

113

JIb

CP

Tema Nel: Obume cBeneHNsI 0 KPUITOTpaAPUIESCKUX
MIPOTOKOJIAX.

Tema No2: OcHOBHBIEC TOHSTHS.

Ananuz 6e30acHOCTH IPOCTEHIINX IPOTOKOJIOB.
Knaccudukarms atak. AHaIu3 IPOTOKOIOB IHU(PPOBHIX
noanucei. Ananus DSA u I'OCT.

V8]

Tema Ne3: [TpuBsaska kK OUTY U ANeKTPOHHAS KepeObeBKa.
KowmmbroTepHas peanu3anys CXeM 3IeKTPOHHOHN KepeObeBKY
MPHABA3KY K OHTY.

Tema Ned: Paznenenne cexpera.
Peanuzanus mopororeix cxem paziencuud cexpera u CPC g
IIPOMBBOIBHOM CTPYKTYPHI OCTYIA.

Tewma No5: Pazmenenne cexpera.
ITporepsemoe paznenenue cekpera H KOHQUICHIIMATbHEIE
BBIIUCIICHHS.

[FS]

Tema Ne6: Unentudukaius u ayTeHTHQUKANNA.
IMapomnbHble cxeMbl. ONHOPa30BbIE MAPOTIH.

Tema No7: Unenrudukarus u ayTeHTAGHKAIHA.
CXeMBI PYKOITOXKATHS.

Tema Ne8: TIpoTokons! maeHTU(UKAIIAN C HYICBBIM
pasriameHneM.
VHTepakTuBHBIEC CHCTEME] JI0KA3aTENbCTRA.

Tema No9: TIpotokons! ueHTHOUKAINN ¢ HYJIEBHIM
pasriameHueM

VIMATaHOHHOE MOIETUPOBAHUE IPOTOKOTOB HACH TH(UKAIIH
ua ocHope MCJI ¢ HyneBbIM pa3riamieHuEM.




10.

Tema Nol0: TIpoTOKONIBI OTKPHITBIX CHAETIOK.

KomuproTepHas pealn3anis CXeM CIEol IMOAIMCH W CKPBITOTO
kanana. Kommbrorepras peanmsaius poTokona «lJokep mo
TeNe(pOHy» IS 3-X UIPOKOB.

VvuTaruosHOe MOIENIPOBAHUE CXEMBI JIEKTPOHHBIX JICHET C
MOHETaMH OJTMHAKOBOI'O IOCTOMHCTBA.

11.

Tema Nell: IIpoToxomns: oOMeHa KIH0YaMu

12.

Tema Nel12: PazBurhlie mpoTOKOIE 0OMEHa KIIFOYaMH ¢
ayTeHTH(UKAIAEH CTOPOH.

13.

Tema Nel3: Ma¢pacTpyKTypa OTKPBITHIX KITFOIEH.

M3ygernne paboTHI ¢ YAOCTOREPSIONUM TIEHTPOM TIPH ITOMOIITH
CryptoPro. ®opmupoBanme u mpoBepka ceprudukara ¢
ucnons3osanneM CryptoPro.

14,

Tema Nel4: Viopasnenue Kirodamu.

KommsroTepras peanusanys IpoToKoa Iepeiadn CeKPeTHOro
KIIFO9a yepes JOBEepeHHbIH 1eHTp (padoTa B rpynmax).
KommbloTepras peasim3anis IpOTOKONIA ITEPEIATH CeKPETHOTO
KIIFOYa CpeiCTBaMH aCuMMeTpuuHo# Kpunrorpadun(padora B
rpynnax).

15.

Tema NelS: Tunmuarsle aTaky Ha IMPOTOKOJIB! ayTEHTHQUKAIIHH.
IIporoxomnsr 3a1KTH TAaHHEIX B ceTH Internet.

16.

Tema Nel6: JlemorrpoBaHue KIHOYeH M BO3MOXHOCTH KOHTPOJIST
HHQOPMAITMOHHOTO B3aMMOIeHCTRHSL.

17.

Tema Nel7: Tlpuknannbie IPOTOKOIBL

IIporoxomner cemelictra KriptoKnight nis pazauuHbIX ceTEBBIX
xoH(buryparui u ycnosui npumenerus. IIpoTokois! cemelicTpa
IPSec. IMporokonsr cemeitctea SSL/TLS. -

dopma TEKYIIEro KOHTPONS YCIeBASMOCTH (TI0 CpoKam
TEKYIITUX aTTeCTallui B ceMecTpe)

Bxonmas Konrt. Pabora

1 arrecrarma 1-4 Tema
2 arrectanug 5-7 TeMa
3 arrectanus 8-10 Tema

Bxonwas Konr. PaGora;
Kontponsras padota

dopma mpoMeKyTOIHOM arTecTaund (110 CEMECTPaM)

OK3aMCH

3aver/ 3a4eT ¢ OUEHKOM/
IK3AMEH

3auer/ 3aueT ¢ OUEHKOM/
3K3aMEH

Hroro

34 | ]34 [ 40

1]

1




K sudam yuebnoii pabomsl 6 Gyse Omuecenvl. AeKyuu, KOHCYRuMOUUY, CEMUHAPDL, NPAKMULECKUE 3aHAMUS, MabopamopHsie pabombl, KOHMpOnbHblE Pabomesl, KOMIOKEUYMbL,
camocmosnmenvreie pabomel, HAYYHO- UCCIEOOBAMENBCKARL PAbOmA, NPAKMUKY, KYPCO8Oe npoexmuposanue (Kypcosasa paboma). Bys mooicem ycmanagnusame Opyzue ¢udvi yuebHvlx
BAHSMUTL
* ~ Pazdenst, memamuxy u 60npocs no QUCYUNIUHE credyem pasoenums Ha Mpu Mexyijue ammecmayuy 8 CoOmeemcmeut CO CpOKaMil BPoGeOenus meryuux ammecmayuii. o
MAMEPUATY NPOZPAMMEL, NPOUOEHHOMY CHIYOEHINOM NOCRE 3(6epuieHus 3-¢il ammecmayuy 00 KOHya cemecmpa (2-3 Hedeiu), KOHMPOdv YCNEBREMOCTI OCYULeCMENALMCa npu coaye
3guema uny IKIAMEHA.,

4.2, Copep:ranue Ja60paTOPHBIX (MPAKTHIECKUX) 3AHATHIX

Ne
n/n

Ne gexnum u3
paboyeit
IPOTPAMMbI

Haunmenosanne J1aboparopHoro (IpakTHIecKoro,
CeMHHAPCKOr0) 3aHSTHS

Koanmgecrso yacos

Ouno

Ouno-3aoyuo

3aouno

Pexomennyemas: mareparypa
d MeToNHYecKue pa3padoTku
(Ne peroyHnKa U3 COHCKA
JHTEepaTyphl)

2

3

5

7

Wnentudukaims n ayrerTuduranus Couepxanne
3aHATHA: Peann3anus HOPOTORBIX CXeM paslielieHHs
CeKpera, OLIEHKA Pa3MEpPOB MoJIelt cekpeTa It KaxIIoro
yUacCTHHKA, OLEHKA BEPOATHOCTH YIaJbIBAHHUS CEKPETa JUIsI
3a0aHHOU HepaspeleHHON IPyIbL JOCTYIa

[Tporoxomnsr odmena ximrodavu Coaepxanne 3aHsITHSI:
Peamazanus cxeM oI0OpackIBans MOHETHI ¥ aTakd Ha
HUX.

IMportokomnst o6meHa Kirouamu ComepxaHue 3aHsTHS:
Peanmzaiius mapoIbHBIX CXeM H IIPOTOKOJIOB
pyKoToXKaTys. Peadsanns HHTCPaKTHBHEIX CXeM
ayTeHTUGUKAIWY ¥ aTAKN HA HUX.

IIpotoxounel oOMena xmouamu Conepranue 3aHsITH:
Peanmuzanus cxem uudpoBoi moxtwcy. Mmuramys
CKPBITOTO KaHaJla Ha OCHOBE CXeMbI NH(POBOIf MOIIUCH.

Paseuthie mpoTOKONLI 0OMEHA KITFOYaAMHE C
ayrenTudukanuei cropon Coaepxanue 3ansaTs: CXeMBI
YOpaBICHHS KIFOUaMyU — BBIPaOOTKA M pacipenesieHus
CEeaHCOBOI'0 CEKPETHOTO KITFOUA MEKIY ABYMS HE
JIOBEPSIOUTAMHE APYT APYTY HOIH30BATEISIMHE.
Pacmipenenenye CEKpeTHOTO KITFOYA IIPH HOMOIITH
IBYXKIIOUEBON KPHIITOCHCTEMBI




JlemoHupoBaHye KIOYEl U BO3MOXKHOCT KOHTPOIS
uH(GOPMANBOHHOTO B3auMoelicTeus Conepxanye
sansaTus: [Iporoxoi “Kerberos”. Ilepenaya ximoueit ¢
UCIIONB30BAHHEM ACUMMETPHIHOTO IIH(PPOBAHI.
OTKpeITOC pacupefeneHue KIrogeH.

Wudpactpykrypa OTKpBITEIX Kimtouel. CxeMbl
oOs3arenscTB Conmeprxanue 3ausarus: IIporoxon duddu-
Xenmvana. [Ipotokonsr STS, MTI

10

Wndpactpykrypa OTKpBITEIX Kiroyeh. CxeMbl
obsizatensets Comeprxanue 3anarus: KDP(n,q)-cxema
[IPeBAPUTENHLHOTO PACTPEICTHCHUS KIFoueH

UTOro
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4.3. TemaTuka I cCaMOCTOATEILHOH PadoOTHI CTY/{EHTA

Ne TemaTuKa HO COAEPRAHMUIO JUCHUILIHHBI, KonuyecTBo 9acoB U3 cogep’kaHua - Pexomenngyemasi | ®opmnt kourposas CPC
n/n BbieJdenHast A CAMOCTOATECIHHOr0 H3y4eHus AUCHBRIIUHbBI JuTeparypa u
, HCTOYHHKH
Oyno O4Ho-32049HO 3aouno uHpoOpMANHH
1 2 ' 3 4 5 6 7
L. OOmwe cBeeHns 0 KpunTorpaguIeckux
2 Omnpoc, peepar, cratbs
IIPOTOKONAX.
2. OcHOBHEIE OHATHS. AHaMN3 6€3011acHOCTH
N 2 Ompoc, pedepar, cTaTbs
IPOCTEHIINX IPOTOKOJIOB.
3. [Tpuesizka x OUTY 1 27I€KTPOHHAS KepeObeBKa. 2 Ompoc, pedepar, crarbs
4. Pasnenenme cexpera. 2 Ompoc, pedepar, craTes
5. Paznenenue cexpera. 3 Ompoc, pedepat, craThs
6. Wnentudukanys u ayTeHTAPUKAIHL 2 Ompoc, pedepar, cratbs
7. WnenTudukanys u ayTeHTAQUKAIAS. 2 Ompoc, pedepar, cTaThs
8. IIpoToxo:16! HACHTHGUKAITIN ¢ HYJICBBIM 3 Ornpoc, petb
eepar, cTaTh
pasriaieHueM. poc, pegpepar, Zt
9. [Tporoxons! UACHTH(GUKAITUK C HyIeBbIM 5 Oupoc, pedb ATES
T, C
pasrIanieHuEM. poc, pedepat, crar
10. [TpoTOKONBI OTKPBITHIX CHIENOK. 3 Ompoc, pedepar, craTes




L1 ITpoToxonsr oOMeHa KINFOUYaMu 2 Ompoc, pedepar, cTarhbs
12. PazBrThie MpOTOKOIEI OOMEHA KITIOUaMU ¢
N 3 Ompoc, pedepar, crarbs
ayreHTH(UKaIUEH CTOPOH.
13. WndpacTpykTypa OTKPBITEIX KIIFOYeH. 2 Omnpoc, pedepar, cTaThbs
14. YiipaBieHue KJIouaMu. Onpoc, pedepar, crares
15. Tunuunsie ataky Ha IPOTOKOJE! Ay TeHTH(GUKALAY. 2 Ompoc, pedepar, cTaTba
16. HenonupoBarHue KIr0Ue ¥ BOZMOIKHOCTE a
N 3 Omnpoc, pedepar, crarbs
KOHTPOJISI HH(QOPMAIMOHHOTO B3aUMOJEHCTBHS.
7. ITpuknagHbie IPOTOKOIBL. CETEBBIX KOHQHUTYpaIHi
P . p duryp 2 Ompoc, pedepar, crarbs
¥ ycinoBuil IpUMeHEHNs!.
UTOro 40




5. ObpazoBaTejbHbIE TEXHOJIOTHH .

Urenue JEKIMUM © [OpakTHYecKue 3aHATHS [0 JAaHHOW JUCIUIUTUHE TPOBOMASATCS
TpajuIuoHHEIM criocoOoM. [fpu paGote ucmonplyercss nuanorosas (opma BeNSHHS JEKIHUH U
NPaKTHKM C TIOCTAHOBKOU M peIleHHeM IPOONEeMHBIX 3a1ad, OOCY)KICHHEM HUCKYCCHOHHBIX
MOMEHTOB H T.J. IIpu HpoBEAE€HUM KOHTPOIBHBIX PAabOT CTYHSHTAM IpEIIaraercs OTBETHTh HA
HEKOTOPhIE TEOPETHYECKHE BOIIPOCH] IO KypCy JEKIMH U PENINTE 330a4H, COACPIKAINE DIICMEHTEI
HAyYHBIX HCCIENOBAaHHM, KOTOpBIE MOryT I10oTpeboBaTh YINYOIGHHOW CaMOCTOSITENBHON
IIPOPabOTKH TEOPETHUECKOTO Mareprana. Ilpy opranm3anuy BHEZYIUTOPHOM CaMOCTOSTEIBHOM
paloThl II0 JAaHHOW IMCIMINIMHE TIPENOAABATENI0 PEKOMEHIYEeTCsT MCIIOB30BaTh CIISIYIOIHUE e
(dbop™mBL:

- peIlieHWE CTYICHTOM CaMOCTOSITeNBHBIX 33129 OOBIMHON CHOXHOCTH, HATPABICHHBIX HA
3aKpelIeHne 3HAHWH U YMEHHH;

- BBHINOJIHEHWE WHAMBHAYAIBHBIX 3aaHUil TIOBBINICHHON CIOXHOCTW, HANPABICHHBIX Ha
pasBUTHE y CTYNCHTOB HAyJHOT'O MBIILICHHS ¥ NHULIAATHBEL

6. OneHouyHble  CpeIcTBA  IA  TEKYIIEro  KOHTPOJsSI  yCIEBaeMOCTH,
MPOMEKYTOYHOH ATTECTAIMH MO0 WTOraM OCBOCHHS NUCHMIUVIMHBI U y4eOHO-METOAMIEcKoe
ofecrnedenHne CaMoOCTOSTeILHON PaGoThI CTYACHTOB

Onenounsie cpenctea npusenens B POC (Ipmioxenre A)

10




7. YaeOHo-MeToAHYecKoe N HHpOopMannonHoe obeciedenne QU CIHILTHHbI
Pexomennyemast JuTeparypa M HCTOTHAKYE HHGOPMANHA (OCHOBHASE ¥ JONOJHATEILHAN)

3aB. OnOIAOTEKOH / 7

Asmena A A.
/m <y Konnuecrso
Branr Heobxogumas yuedHast, yae6HO-MeTOmIecKast (OCHOBHAS U H3AAHH
., | AOTIOTHUTEJILHAS) JUTEPATYPA, HpOorpaMMHuoe olecrnedenne o :
3aHATHIH Ha
HuTepuer-pecypcent B
oubamorexe Kage
fpe
OcHoBHas
1. |k, o3, Kocomnamos, 0. B. Kpunrorpadguueckrie nmpoToKoibl Ha OCHOBE URL:
cpe JUHEHRHBIX KOJOB : ydebHoe rocobue / F0. B. Koconanos, — https://www.iprbooks
Pocros-na-Jlony, Taranpor : UznarensctBo KOXKHOTO hop.ru/100176.html
¢enepansroro yamsepeureta, 2020, — 98 ¢. — ISBN 978-5-
9275-3316-9. — Texer : anexrponusii // Huhposoi
obpazoparenbHbiid pecype IPR SMART : [caiit].
2. | NK, I3, Jlanorwmma, O. P. OcHOBEI ceTeBo 6€30I1aCHOCTH: URL:
cpe KpunTorpahuueckue alropATMbI B IPOTOKOIIBI B3aumoaeiicTsus : | https://www.iprbooks
yaeOHoe nocodue / O. P. Jlaronuna ; o penakiuei B, A. hop.ru/97571.html
Cyxomimmna. — 3-¢ u3a. — Mocksa : uTepHer-YHuBepeuTeT
HMudopmanuonnsix Texaonoruit (MHTYUT), At [Tu Ap Menua,
2020, — 605 ¢. — ISBN 978-5-4497-0684-3. — TexcrT :
anexTporus // Ludposoit obpazosarenbubiii pecype IPR
SMART : [caiiT].
3. | K, I3, Anexcees, B. A. MeToap! 1 cpecTBa KPHITOTpaPHIECKOH . URL:
cpe 3aMATH THQOPMAITUY ; METOIHUCCKHIE YKAZAHUS K ITIPOBEISHHIO https://www.iprbooks
naboparopHbEIX paboT 1o Kypey «MeTonsl B CpencTBa 3alluThl hop.ru/17710.html
KOMITBbIOTepHOU HH(opManum» / B. A. Anekceen. — Jlnmenk :
JInnenxnit rocynapcTBeHHBIN TeXHUYECKHH yHuBepcuTeT, DbC
ACB, 2009. — 16 ¢. — Texkcr : anextpounsiit // Ludposoi
obpazoparenbHbt pecype [PR SMART : [caiir].
Hononnurenpuas
4, | nx, 13, Beckun, I1. I1. Kpunrorpaduieckue METOIB 3aIUTHL URL:
cpe vnpopmaruu. Yacte 1. OcHOBBI KpunTorpadun : yucbHoe https://www.iprbooks
niocobue / I1. I. beckun, T. M. Taraprukopa. — CaHKT- hop.ru/17925 . html
[lerepOypr : Poccuiicknil rocy napCTBEHHBIN
THIPOMETEOoposioTHYeCKui yauBepeuteT, 2010, — 95 ¢. — Teker
: anexTpoHHbH // Llnpposoit obpazosarensueiii pecype IPR
SMART : [caiit].
5. | 1K, O3, Otpreankura, T. M. Kpunrorpadudeckue cpoifcta OyneBbIX URL:
cpe Gynaxuui : Mmetommueckne yrkaszauus / T. M. Orprsaskusaa, A. H. | https://www.iprbooks
bnarosucuas. — OperOypr : OperOyprckui rocy 1apcTBEHHBIH hop.ru/51536.html
yaupepeutet, ObC ACB, 2014, — 55 ¢. — Texkcer : 21eKTpOHHEIA
// Llmdposoit o6pazorarensrsiii pecype IPR SMART : [caiT].
6. | 1K, I3, Mopo3ona, E. 1. Uzyuenue npotokonos [P-tenedornu ¢ URL:
cpe momomeio maketa Telelogic TAU : meToamgeckue yKazaHust 110 https://www.iprbooks
BLINOJIHEHMIO HuKia JabopaToprbix pador / E. YI. Moposzosa. — hgp.ru/55476.htm1

HorocuOupcek : CuOupckuii ToCyJapCTBEHNbIM YHUBEPCHTET
TejlekoMMyHuKarmi u mapopMaruke, 2013, 34 ¢. — Texker :
anexTponubl // Lupposoit obpazosaTensHblii pecype IPR
SMART : [caiiT]. —
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JK, 13, Heapt, B. 10. MynstucepBucHsie ceTr cBa3d. [IpoTOKOIIB! # URL:
cpe cacreMbl yrpasienus ceancamu (Softswitch/IMS) / B. 10. Jleapt. | https://www.iprbooks
— MockBa : MOCKOBCKUH TEXHHYIECKHH YHHBEPCUTET CBSI3U B hop.ru/61507.html
unpopmaTrkh, 2010, — 198 ¢. — TekcT : ek TPOHHEIH //
LIupposoii obpazosarenphbiii pecype IPR SMART : [caiit].
8. | ux, m3, Bypanosa, M. A. Kordurypargs npoTokoia JUHAMIYECKON URL:
cpe mapiupytusanpn OSPF Ha ocnose o6opymosanus Cisco : https://www.iprbooks
yueOHoe nocobue / M. A. Byparora, H. B. Kupeesa. — Camapa : hop.ru/71848.html
[Tosormxckuid rocy apcTReHHEBI YHHBEPCHTET
TelekoMMyHuKanui u ungopmataky, 2016, — 82 ¢. — Teker :
snexTpounbni // Linpposoit o6pazosarenbusiii pecype IPR
SMART : [caitT].
9. | K, o3, Metoap!l MOTy9YeHHS NOMOIHUTENLHBIX CBENCHUN an aHaIn3e URL:
cpe IIPOTOKOJIOB ¥ XKYPHAJIOB : METONMYECKAC YKA3AHUA K https://www.iprbooks
BBINIOJIHEHUIO JIA00PATOPHEIX PaboT / cocraBuTed A. A. hop.ru/75436.html
Kpeueros. — HMomxap-Ona : [Toomkexuit roCcyJapCTBEHHBIN
TEXHONOIHYeCKui yHuBepeuret, 2015, — 35 ¢. — Teker :
31eKTpoHHEIH // [TudpoBoit oGpasosarensabii pecype IPR
SMART : [caiiT]. — '
10. | nx, m3, eMeH0B, 10. A. IIpoTOKOIEI B aNrOpUTMEI MapIIpy TH3AIUH B URL:
cpe Warepnet : yuebuoe nocobue / O, A. Cemenos. — 4-¢ uzn. — https://’www.iprbooks
Mockga : Uatepret-YHupepcuter MudopMannoHunx hop.ru/120488.html
Texuonoruit (MHTYUT), Ait Ilu Ap Menna, 2022. — 998 ¢. —
ISBN 978-5-4497-1652-1. — Texer : anexrpoussii // Ludposoir
obpasoparenpHbil pecype IPR SMART : [caitr].
11. | 1k, 13, Cemenos, [0. A. ATTrOpUTMEI TeIeKOMMYHHKAIMOHHBIX COTE. URL:
cpe Yacts 1. AMropuT™MBI 1 IPOTOKONBI KAHAJIOB M CeTel Tepeiaun https://www.iprbooks
JaHHBIX : yueOHOoe mocobue / 10. A. CemenoB. — 4-¢ m3n1, — hop.1u/120470.html
Mocxkgsa : UnTepreT-YHUBEpcuTeT MHPOPMAITHOHHBIX
Texnonoru#t (MHTYWT), Ait Ilu Ap Menma, 2022. — 757 ¢. —
ISBN 978-5-4497-1634-7. — Texkcr : anextponnsiit // Ludposoit
obpasoBarensHbilt pecypc IPR SMART : [caiiT]. —
12. | ok, m3, Kocomamnos, 10. B. IIpoToKoNbI 3aIMUIIEHHBIX BRIUUCICHUH Ha URL:
cpe OCHOBE JINHEHHBIX CXEM Pa3feeHus cekpera : yaeOHoe nocodue / | https://www.iprbooks
IO. B. Kocomanios. — Pocrog-na-[lony, Taraapor : hop.ru/100193.html
Wz narenscrro H0xHOTO denepamsaoro yansepeureta, 2020, —
112 ¢. — ISBN 978-5-9275-3317-6. — TexcT : 37eKTpOHHLIH //
[Tudporoii odpazosarenbublil pecype IPR SMART : [caiiT]. —
13. | 5k, m3, bepnun, A. H. OcHOBHEBIE TPOTOKOJIBI HHTEPHET : yUeOHOE URL:
cpe nocobue / A. H. bepmun. — 3-e uzn. — Mocksa, CapaTos : https://www.iprbooks
Wntepuet-Yuusepeuter MBGopmannonHsx TexHomorui hop.ru/89452.html
(MHTYWT), Aii Ilm Ap Memua, 2020. — 601 c. — ISBN 978-5-
4497-0337-8. — Texkct : anexrpounsri // Ludposoi
obpaszosatenbupiit pecypc IPR SMART ; [caiit]. —
14. | nx, 113, [epctaera, O. I'. UaTepdeick U IpOTOKOJIBI IIU(PPOBBIX CHCTEM URL:
cpe kommyTamuu : yaedHoe riocobue / O. I'. lilepcrresa, A. A. https://www.iprbooks
Iepcraera. — HoBocubupcek : Cubupckuii rocy1apcTBEHHBIA hop.ru/84067 .html

YHHBEPCUTET TEICKOMMYHUKAIHY 1 uHpopMaTuky, 2018, — 149
c. — Texer : anexrponusti // Hudposoi o0pasoBaTenbHbIH
pecype IPR SMART : [caiit].
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8. MarepuajapHo-TeXHHYECKOE o0ecnevenye NUCIUTITHHBL (MOTYJIs1)
«Kpunrorpadgmdeckue npoToko/ibl H CTAHAAPTHD)

MarepuanbHO-TEXHIYECKOE 0OecIieueHre JUCHUTLIMHEBL BKIFOYACT:

Oubnmoreunell Qonx (yueOHas, yueOHO-METOIMYECKAs, CHPABOYHAS SKOHOMHUECKAS
JTUTEpaTypa, IKOHOMHUYIECKas HayqHas U JieJoBas MEePHOJIIKa); :

- KOMIBIOTEpH3UPOBAHHBIC paboune MecTa I 00y4aeMBIX ¢ ZOCTYIIOM B ceTh MHTepHeT
(maboparopuu 1O  ABTOMATH3UPOBAHHEIM  HHMOPMALHOHHEIM  CHCTEMAaM, OCHAIIEHHBIC
COBPEMEHHON DJEKTPOHHO-BHIMMCIHTENRHON TEXHHKOH C COOTBETCTBYIOIIMM IIPOTrPAMMHBIM
obecrieueHUEM);

- Ay AUTOPHH, 000PYIOBAHHBIE IPOSKIIMOHHON TEXHUKOH.

JUis IpOBE/IeHHs IPAKTHYECKHX 3aHATUH HCIIONB3YIOTCS KOMITBIOTEPHBIE KIIacChl Kademprl
1B, obopynoBarnbie COBPEMEHHBIMHI HEPCOHATBHBIMI KOMIIBIOTEPAMHU, XaPaKTEPUCTHKA KOTOPHIX
HE HUDKE:

Pentium 4, DDR 1 Gb, HDD - 150 GB, Video Card — 126 MB, CD/DVD, USB -2.

Bce mepconanbuple KOMIBIOTEPH! MOAKIIOUSHE K CETH YHHUBEPCHTETA W UMEIOT BBIXOZ B
rnofanpHyio ceTh MHTepHeT.

Ha xommbrotepe mnpemycranapmuBactcas OC  Windows XP/Vista/7 u  mporpammmoe
obecnieuenne MS Office 2010, Borland C++ , Borland C++ Builder 6 u np. IIpunoxenwe
koMaunuol crpokn dumpasnl Ilmrepa I'yrmanma (Peter Gutmann) amst mpocmorpa (aiinos
dopmarta ASN.1 BER/DER: dumpasnl.rar (Windows, x86).

Kpunrollpo OCSPCOM (Bepeus 1.05.0726).

Kpunrollpo TSPCOM (Bepcus 1.05.0972).

8.4. MarepnanpHno-Texandyeckas — 0aza, HeoOXomuMas s OCYIIECTBICHHS
00pa3oBaTeIBHOr0 TPOoTiecca 0 AUCIUTLINHE

IIpy  mpoBeneHHsS — JEKIMOHHBIX M TIPAKTHYCCKUX  (CEMHHAPCKHMX)  3aHSATHI
IPEAyCMAaTPUBAETCST HCIONB30BAHUE CHCTEM MYJBTHMEIHa, IIPOTPAMMHOTO ofeciieyeHus u
UH(POPMALHOHHBIX CIIPABOYHBIX CUCTEM:

Microsoft Office (Word, Excel, PowerPoint, Access)

ObC http:/library.mirea.ru/.

Huctpubyrus Kpunrollpo WinlLogon u Kpunrollpo EAP-TLS;

Jucrpudyrus Kpunrollpo JCP u Kpunrollpo JTLS

Coenmagpubie VCIOBHS HEBAJMHAAM ¥ JHIAM ¢ OTPAHUYSHHBIMHE BO3MOKHOCTHMH
3noposba (OB3)

CrenuanpHabie YCIOBHS O0YUEHUS U HallpaBJIeHHS paboThl ¢ nHBANKHAaMu 1 juilamu ¢ OB3
OIpeIeTICHbl Ha OCHOBAHWM:

- depepasbHOTO 3aK0HA 0T 29.12.2012 Ne273-@3 «O6 obpazosanum B Poccuiickoi
Depepauun»;

- @enepanbHoro 3akoHa oT 24.11.1995 Ne 181-®3 «O conmaibHON 3amiTe WHBAIUIOB B
Poccuiickoii Oeneparumy;

- mpukaza Munobpaayku Poccum or 05.04.2017 Ne 301 «O6 yreepxnemun Ilopsnka
OpraHM3aniyd ¥ OCYIIECTBICHWS 00pa30BaTeNBHON  JCSITEIHHOCTH MO  00pa3oBaTesIbHBIM
IporpaMmamM BEICIIEro o0Opa3oBaHHs — IporpamMMam OakajaBpmara, [IporpaMMmaM CIELHalHTeTa,
IporpaMMaM MarcTparypeDy;

- METOAMYECKUX PEKOMEHIalMil 1o OopraHu3allid o0pa30BaTeNIbHOIO mpomecca Ui
o0ydeHus] HHBAJUJIOB U JIMI[ ¢ OTPAHHYCHHBIMU BO3MOMKHOCTSIMH 3I0POBBS B 00pa3oBaTelbHBIX
OpraHu3anMIX BBHICHIEro oOpa3oBalus, B TOM YHCIE OCHAIICHHOCTH 00pa3oBaTeNbHOIO Ipolecca,
yrBepkaeHrbx Munobpraykn Poccnn 08.04.2014 Ne AK-44/058H).

Tloa crenwaipHBIME YCIOBHSAMU JUIS TONy4YeHHS OOpa3oBaHUs oquaxonmxcs; ¢ OB3
MTOHUMAIOTCS YCAOBUSA OOYUCHHUS, BOCIATAHUS ¥ PA3BUTHS, BKIIFOUAIOIINE B ceOA HCIIOJIB30BAHUE
Ipu HeoOXOMWMOCTH aNanTHPOBAHHBIK O0pa3OBATENBHBIX TPOTPAMM ¥ METOZOB O0ydeHHs H
BOCIUTAHHUS, CICHUAIBHRIX YUeOHUKOB, YUeOHBIX ITOCOOHMH W [JUAaKTHYECKHX MaTepUalloB,
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CHIEAANIPHBIX TEXHUYECKUX CPEACTB 00ydeHUs KOJUIEKTUBHOTO U MHIMBUIYAILHOTO HOIE30BAHM,
IPEJOCTABJICHHE YCIYI' AaCCHCTeHTa (IOMOLIHUKA), OKAa3bIBAIONIEr0 HEOOXOAMMYIO IOMOIIb,
IPOBEACHUE T'PYNIIOBBIX U HHAWBHAYATbHBIX KOPPEKIHMOHHBIX 3aHATHE, obecrieyeHne A0CcTyna B
spanus JIU'TY u ppyrue ycioBus, 6e3 KOTOPBIX HEBO3MOXHO WM 3aTpynmeHo ocsoeHme OTIOII
obyuaromuxcs ¢ OB3.

OOGyuenne B pamkax ydeOHOH qucHmImmgbt obygarommxea ¢ OB3 ocymecreusercs ATV ¢
y4eToM OcOOEHHOCTEH INICHXO(H3WYECKOro pasBUTHSA, HHIUBALYAIBHBIX BO3MOXKHOCTEH u
COCTOSIHUS 3I0POBBS TAKUX O0YUAFOITHXCS.

OGyuenue mo y4eOHOH mucnummmae obygaromuxcs ¢ OB3 Moker ObITh OPraHM30BAHO KaK
COBMECTHO ¢ ApYyTUMH 00yJarOIIUMUCH, TaK H B OTACHBHBIX I'PYIIIax.

B nemsx mocrynHOCTH 00y4YeHUS 10 TUCHUAIUTHEE 00eCIeUnBacTes:

1) ns mun ¢ OrpaHUYEHHBIMY BO3MOKHOCTSIMY 3[0POBhst 110 3PEHHUIO!

- Hann4ue anbrepHaTuBHON Bepcum odurmansroro cakita AI'TY B cern «MuTeprery) mns
CIA0OBUISIINX,

- Bech HEOOXOIMMBIY I H3YdEHHs MaTepHasl, COriacHo yueOHOMY Iuiany (B TOM YHCIE,
i1t 00ydaromuyxces 110 HHIUBUIYaIbHLIM yJeOHBIM IUIaHAM) IPEHOCTABISCTCS B OIEKTPOHHOM
BUJIC Ha JIHCKE.

- UHMBHYaJIBHOE paBHOMEPHOE ocBenienue He Menee 300 mokc;

- IPUCYTCTBHE aCCHCTEHTA, OKA3BIBAIONIEr0 00yyaromeMycs He0OX0IUMYFO TTOMOIE;

- o0ecrieueHre BO3SMOYKHOCTH BBUTYCKa alIbTEPHATHBHBIX (DOPMATOB NEUATHBIX MATEPHATIOB
(xpynHBU WIpRQT UK ayauodaiine);

- obecrieyenue JocTyna o0yJaromerocs, IBISIOMErocs CaenbM # HCIOIB3YIOMEro codaxy-
IIpOBOIHUKA, K 3qauuto JJI'TY.

2) s arg ¢ OB3 1o ciyxy:

- HaJTM9ue MUKPOPOHOB U 3BYKOYCHIMBAIOMICH anuapaTyphl KOJNIEKTHBHOTO MOTb30BAHUS
(2yAMOKOJIOHKH );

3) st man, ¢ OB3, uMeromuX HapyIIeHus! OIIOPHO-ABUIATEIEHOIO aapara, MaTepuaibHO-
TEXHUYCCKUE YCJIOBHS JOIDKHBI 00CCICYMBATh BO3MOXKHOCTE OCCHPENATCTBEHHOIO JOCTYIA
o0ygaronuxcs B yueOHbIe MOMEIICHAS, CTONOBbIC, TYaIeTHHIE U JPYTHE IOMEIICHNS OpraHu3aliiy,
a Taoke NMpeOhIBaHUs B YKA3aHHBIX NOMEMICHUAX (HAIWYHE IaHIyCOB, MOPYUYHEH, pacilMpeHHBIX
JTBEPHBIX IPOEMOB ¥ APYTHX HPUCIIOCOOICHUI).

Iepen saganoMm oOy4eHHS MOTYT UPOBOAMTHCA KOHCYIBTATUBHBIC 3aHATHS, ITO3BOISIONINAE
cryneaTam ¢ OB3 anantupoBaThes K yueOHOMY IpoLeccy. :

B mpomecce BemeHmWsi yueOHOM IUCUMIUIAHBI HAyIHO-TIEAArorumdecKMM paboTHHKaAM
PEKOMEHIYETCSl WCIONb30BAHNE COIMAbHO-AKTHBHBIX W PE(IEKCHBHBIX METOHOB O0y4eHH:,
TEXHOJOTHH COMUOKYNBETYPHOM peabuIMTaIVH ¢ 1ENbI0 OKa3aHus moMomu obygaromumes ¢ OB3 B
YCTAHOBJIEHHH ITONHONCHHBIX MENUTMIHOCTHRIX OTHOIIEHUH ¢ APYTAMHA 00y9arOlIMUC, CO3/IaHMIH
KOM(pOPTHOTO TICHXQIOTHYCSCKOTr0 KIIHMaTa B yaeOHOH’ rpyIe.

OcobeHHOCTH TPOBEACHUS TEKyIEH M IMPOMEKYTOYHOH arrecTaiyy 10 HUCHMIDIMHE UL
obyuarommxest ¢ OB3  ycraHaBiuBaioTCs € yYETOM HHAHBUAYANbHBIX HCHXO(H3MYECKHX
ocoberrocTel (YCTHO, MHCHMEHHO Ha Dymare, MECEMEHHO Ha KOMIIBIOTEPE, B (POPME TECTHPOBAHHUS

u ,[[p) HpI/I H€06XOI[I/IMOCTI/I NPEAOCTABIACTCS HONOJIHHATEIbHOE BPEMS UL IIOATOTOBKH OTBCTA Ha
3a4CTC UM DK3aMCHC
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