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3, TUIroBbIE KOHTPONBHBIC 3aJaHUS, WHBIE MaTepHanH U METONMYEeCKHe PpeKOMEHIAIHHY,

HeoOXOMMBIE 11 OLIEHKH C(i)OpMI/IpOBaHHOCTI/I KOMITETCHIIH
B 1porniecce ocBoenus OI1OIT
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1. O0aacTe npuMeHenns, NeN ¥ 327294 (POHIA ONMEHOYHBIX CPEACTB

. T
®onyn oneHouHbix cpencts (POC) sBISIETCS HEOTHEMIEMOM YACTBIO pabodell MpOrpaMMBI
qucnuiuiiHel - «besonmacHoers cetet OBM» m fipenHazHadeH Jnd KOHTPOJS W OICHKH
00pa30BaTenBHEIX AOCTIKEHHN 00ydarommuxcd (B T.9. IO caMOCTOsSTeNbHOH paboTe CTyneHToB,
nasee — CPC), ocBouBmMX porpaMmy JIAHHOM [ACITAIIIMHEL
Iensto (oHTA OIEHOUHBIX CPEJICTB SBISETCS YCTAHOBIECHWE COOTBETCTBHS YPOBHS IMOATOTOBKH
obyuarormuxcs TpebosarraM @I'OC BO no HanmpaBIeHUIO TIOATOTOBKH/CIEITHATBHOCTH (VKA3bI8AEMCSL
KOO U HAUMEHOBAHUE HANPABILEHUS. NOO2OMOBKU/CNEYUATLHOCTI).
PaGouelt mporpaMMoil IUCIMITITHHEI <<Ee3onacaoc'rb ceteit DBMy HpeI(YCMOTpeHO dbopmMupoBaHUE
CIIEYIOMAX KOMIIETCHITHNA: ‘
OIIK-9-Criocoben pemiaTe 3a7aum HpO(i)eCCI/IOHaJIBHOI/I JIEATENHHOCTH C  Y4eTOM TeKymero
COCTOSHMSA U TEHACHNUHN Pa3BUTHS HHGOPMAIMOHHEIX TEXHOMOTHMN, CPECTB TEXHUICSCKOMN 3aIUTHI
uH(pOpManiuy, ceTelt u cCucTeM nepenadn HHQ)opMaHI/fH.

2. Onncanune nokaszaTtelieil H KPUTEpUeEB ouennBailnﬂ KoMHuerennui, popMupyeMbIX B iponecce
OCBOCHHA THCHHANIHHEI (MOTYJIsT)



2.1. [lepeveHs KOMIIETEHLMI ¢ YKAa3aHUEM 3TANOB uX gopMupoBanust B nponecce ocsoenus OIIOII

Taﬁ,lmna 1

Ko i HauMeHOBaHuE
bopmupyemoit KoMIeTEHIMY

Kon v panmeHosanme
HHINKATOPA TOCTVDKEHHUS
dopMupyemMoit KOMITETCHIIA

Kpurepuu oneHuBaHus

HamvieHOBaHNE KOHTPOIHPYEMBIX PA3ISIOB U
TEM

OIIK-10. Criocoben
HICIIOJIB30BATh cpencTea
kpanTorpaQUUecKOd  3AIATHL
rE(pOPMALY TIPH PEINEHAN 38124
PO(eCCHOHANBHOM '
JEeATCIIbHOCTA . .

OITK-10.2.1.3HaeT OCHOBHYO
9KCILTYaTalMOHHYO U
IPOEKTHYIO JOKYMEHTALHIO Ha
UH(OPMAIMOBHEIC CHCTEMBI,
HHDOPMALMOHHO-
TEIEKOMMYHHUKALOHHBIC
CeTH, aBTOMATH3UPOBAHHBIE
CHCTEMBI YIPaBIICHHU,
obecIeunBaloNIye
($YHKIHOHUPOBAaHUE
TOIUTHBHO-YHEPTeTHIECKOrO
KOMITIEKCa

- 3HaeT OCHOBHYIO 3KCIUTyaTallHOHHYIO ¥
IIPOEKTHYIO TOKYMEHTAIUIO ‘
TEJIeKOMMYHUKAITMOHHEIES CETH
Ha YAOBJETBOPHTEIBHO.
-3HaeT OCHOBHYIO SKCIUTyaTallMOHHYIO 1
[POEKTHYIO HJOKYMEHTALIMIO
TeJIEKOMMYHUKAIIMOHHbIE CETH Ha XOPOIIO
- 3HaeT OCHOBHYIO 3KCIUTYaTallHOHHYIO W
MPOEKTHYIO TOKYMEHTALIUIO
TeIEKOMMYHUKAIMOHHBIE CETH Ha
OTJIHIHO.

Tema 1: Benmenue B cETeBYIO Ge30IIACHOCTS.
Tema 2: Aymur  wnbOpManmoHHOM
0€30I1aCHOCTH.

Tema 3: ITpoToxomnsr CETeBOM
ayTeHTHQUKAMH. Momenn pasrpadudgeHns
JocTynma.  BpeloHocHOe — mporpaMMHOe
obecrieucHue.

Tema 4: Cucrempl mpenoTBpanIeHus yTeyek
uHpopmaruu. CHCTeMBI aHanu3a Tpaduka.
Daiipron BEO-TIPUITOKSHHIA,

Tema 5: CucreMsl oOHApYXeHHMS H

~TIpeIOTBpaleHus BTopxxeramit (ISD/IP Sy

Tema .6: VYrpossr OesomacHocTH Ha
KaHaJIbHOM YPOBHE 2.
Tema 7: Hacrpoiixa IapameTpoB

6€30MacHOCTH KOMMYTaTopa Cisco.

Tema 8: ObGecneueHne OGe30MACHOCTH CETEBBIX
YCTpPOHCTB. ‘

Tema 9:MexxcereBrie SKpansl.

! Haumenoeanusi paz0enog u mem OOniCeH COOMBEmcmaogams paboyeti npozpamme OUCYURTUHBGL, ' y



OIIK-10.2. ymeeT IIPOBOIUTE
aHanu3 yrpo3 6e30macHoCTy B
JIOKAJIBHBIX BEIYHCIUTEIBHBIX
CeTAX

- YMEET NPOBOIUTH aHAIH3 YIPO3
0e301acHOCTH B JIOKAJIBHEIX
BEIMHUCTHTENHHBIX CETAX

Ha y}IOBHeTBOpHTeJIBH

-yMeeT IPOBOAMTE aHAJIMS YTPO3
0e30HaCHOCTH B JIOKANLHEIX
BEIMHCITHTENBHEBIX CETAX

Ha X0pOIIo.

- yMeeT IPOBOJUTEH aHATH3 YIPo3
0€e30IIaCHOCTH B JTOKAJIBHBIX
BBIUHCIIUTENBHEIX CETIX

Ha OTJIHIHO.

Tema 12: YI3BUMOCTH IO TPHIOKEHUIM
Tema 10: JlomoiHUTeNbHBIE BO3MOXKHOCTH
Wireshark ms rpaduuaeckoro npencrapieHus
MOJIyYaeMBIX PE3yILTATOB.

Temal 1: Meroner c6opa uHGOPMAITHH.

Tema 12: VI3BUMOCTH 1O IPHIIOKEHUSIM
Tema 13: Araka Ha cepBep KOMIIBIOTEpHOR
ceTH
Tema 14: Cioco0s1 00X01a aBTOpH3aIHI

OIIK-10.3.1.33HaeT OCHOBHEIE
CHCTEMBI U CIOCO0EL
TeCTUPOBAHMS Ha
TIPOHHKHOBEHUE

- 33HaeT OCHOBHEIE CHCTEMBI H CITOCOOKI
TECTHPOBAHUS Ha POHMKHOBEHUE Ha
YAOBJIETBOPHTEILHO.

- 33H4eT OCHOBHEIE CHCTEMBI B CIIOCOOEI

| TCCTHPOBAHHWA Ha TIPOHMKHOBECHUE HA

X0pomo.

“- 33HaeT OCHOBHBIE CUCTEMBI M CIIOCOOBL

TECCTHPOBAHUA HA HpOHI/IKHOBGH;I/IG Ha
OTJIHYHO.

|-~ HPWIOKEHUI

Tema 15,16: Sql mapexmum

Tema 17: 3ammra ot SQL-uaBeRImin

Tema 18: ATNTropuTMEI B3JIOMA
KOPIIOPATUBHOM CETH. o ,
Tema 19: Ananu3 3aUIMEHHOCTH Beb-

Tema 20: Muctpymentsr Kali Linux. Tema
21: MeTo/bl CKAaHUPOBAHNS U YKIIOHEHHS B Kali
Linux.

OIIK-12.

CriocobeH TpHMEHATH 3HAaHWS B
obJacTa 0€30MacHOCTH
BBIYHCITUTEITEHBIX ceTei,
OMEPAIMOHHBIX CHCTeM H 0a3
JaHHBIX pU pazpaboTke
ABTOMATHU3HPOBAHHBIX CHCTEM.

‘OIIK-12.1.2. 3HaeT IPUHLHUIIEI
MOCTPOCHHS u
GYHKIMOHUPOBAHUS JIOKATHHBIX
¥ T7106aIBHBIX. BEIYHCTUTEIBHBIX
cereit

u

u

u
u

Hu

-3HaTh  IPHHIMIBL]  IOCTPOCHHUA
(YHKIMOHMPOBAHHS JIOKAJIBHBIX
r00abHEIX BBIYHCIUTENBHEIX CETeH Ha
YJIOBJICTBOPHTENBHO

- 3HATH IIPUHIHUNBI  [OCTPOCHUS
(YHKIMOHUPOBAHHS JIOKANBHEIX
ri00ajbHBIX BEIYHMCIIUTENBHEIX ceTell Ha
XOPpOLIO.

- 3HAaTh TPHMHIMIEI  MOCTPOEHHS
(YHKITMOHHPOBaHUS JIOKAJIBHBIX

Hu

r1o0anbHBIX BEIUHCIHUTCIABHBIX CceTel Ha

OTJINYHO.

Tema  22: ~ HHcTpyMeHTalbHBIE  CpelcTBA
KOMAaHZIHOH CTPOKH I aHAITH3a IAKETOB

Tema 23: Ilpomecc BEBIIBICHHS H aHaIW3a
KPUTHYECKHX HeoCTaTkoB 6e3omacHocTH B Kali
Linux.

Tema 23: Ilpouecc BHISBIGHHS M aHAIH3a
KPUTHYECKUX HEeNOCTaTKoB Oe3oracHocty B Kali
Linux.

—_— -




OIIK-15..Cniocoben
OCYIIECTBIIATH
aMUHUCTPUPOBAHKE H

KOHTPOJIb QYHKIMOHHPOBAHIS
CPEICTB U CHCTEM 3ali{UThI

nHbOpMAHH

ABTOMATHU3HUPOBAHHBIX CUCTEM,

MHCTPYMEHTAIBHBIN

MOHHUTOPHHTI 3alfUIITCHHOCTH
ABTOMATU3UPOBAHHEIX CUCTEM

OIIK-15.1.33HaeT miporpaMMHEIE
CPEICTBa, IO3BOJIAIOINNE BECTH
aBTOMATH3UPOBAHHBIHN ayUT

-33Haer IIporpaMMHEIe CpencTsa,
MO3BOJIAOINNE BECTH aBTOMATU3UPOBAHHBI
ayJuT Ha yIOBJIETBOPUTENBHO.

-33HaeT TIpOrpaMMHBIE CpericTBa,
IO3BOJIAIOIIHE BECTH ABTOMATH3UPOBAHHBIH
ayJUT Ha XOPOIIO.

-33HaeT MIPOrpaMMHBIE CpencTBa,

HIO3BOJIAIOINHUEC BECTH aBTOMaTI/I?)I/IpOBaHHLIﬁ
ayJuT Ha OTIIMYHO.

Tema 24: Python g TectrpoBaHMa Ha
IPOHUKHOBEHHUE.

Tema 25: Mccnenosanue cereit ¢ Python.

Tema 26: bezonacHoCTE GecTIpOBOAHEIX CETEH.




2.1.2. Iransl popMHPOBAHHS KOMIETEHNAH

CdopMupOBaHHOCTH KOMIIETEHIIMIH 0 JUCIMIUINHE «besomacHocTh ceTelt OBMy onpenesnsieTcs Ha CIEMYIONMX STaax:

1. Oran Tekymux arrecranmii ({1a nposedenus mexywux ammecmayuii Mozym 6vlms UCNONb306AH! OYEHOYHVIE CPeOCTNEd, YKa3anmvie 6 pazdene 2)

2. JTan upoMeKyTOIHBIX aTTecTauuil (s nposedenus npomesicymounoil ammecmayuu mozym Oviims UCHOTb30BAHVL OpYeUe OYeHOYHble CPedCmEa)

Tadonmmna 2
Iranst GopMUPOBAHNS KOMDETeHINH (SceM, 6 cem) e
: - TRy
Honm ‘ I OMZaHi‘d
HaUMEHOB, i OT1an TeKYyMHX aTTecTANM i P n(:lifiy 1
i ’ - M ’
Ko u nanmMernoBanye HHANKATOPA HOCTIKEHIS (HOPMHUPYEMOH ~ arrecTannu
bopmupy: ; ‘ ' : : .
i KOMIETEHITHH 6-10 :
eMoit : 15 negens 11-15 nepensy | 1-17 mepnenst | 18-20 penenst
KOMIIETEH e : : :
e Texymas Texyntas Texyimas KP/K e R
arrecTauys arrecranus arrecraups I é}?aneé?r I‘, m ;
Nl Ne2 e e ey
1 _, 2 3 6. | g
OIIK-10.2.YMeeT IpoBOAXTE aHAIH3 YTPO3 OS30MACHOCTH B
Koumponenas | Koumponenas | Kowmponvuas
JIOKATBEHBIX BEIYHACITHTEIBHBIX CETAX
7 ; | paboma paboma paboma
OI1K-10.2.1.352eT OCHOBHYIO SKCIUIyaTalMOHHYIO H IIPOEKTHYIO - B al
T OKYMEHTAIIO Ha WH(OPMAIMOHHEIE CHCTEMBI, MH(OPMAIMOHHO- |
OIIK-10 HOKYMEHTAN popman . (opuary Konmponvuas | Kowmponvras | Kowmponenas )

: TeJICKOMMYHHKALFIOHHBIE CETH, ABTOMATH3HPOBAHHBIE CUCTEMEL paoma paoma pagoma 80npoELL st
yIpaBieHus, obecnieurBaronue $GyHKIHOHAPOBAHNE TOTLIHBHO- HeT |  npoeedenus
SHEPreTHYECKOTO KOMILIEKCA. aK3aMena

OIIK-10.3.1.33Ha€T OCHOBHBIE CHCTEMBI M CIIOCOOBI TeCTHPOBAHKSA Ha | Konwmponvnasn | Kowmponsuas | Koumponshas
[IPOHUKHOBEHHE ‘ paboma paboma paboma '
CrnocobeH puMeHITh 3HaHUA B 00J1acTH 6€30MaCHOCTH
OIIK-12. p . Koumponvnan | Kowmponenas | Koumponvuas
BBIYMCITHTENBHBIX CETeH, OIIEPAIMOHHBIX CHCTEM 1 633 JaHHBIX TIPH
paboma paboma paboma
pa3paboTKe aBTOMATH3HPOBAHHEIX CHCTEM.

CPC - camocTosTenbHas paboTa CTyIEHTOB;
KP — kypcosas pabora;
KII — xypcoBoi mpoeKT.




2.2. llokxa3saTtenan YpoBHel ¢(pOpPMHPOBAHHOCTH KOMIETeHI U Ha 3TaNax uX (JOPMHPOBAHHAS, ONHCAHHE KA OHEHMBAHAS

PesynpraToM OCBOSHHS IMCHMILUTHHEL «be3omacHocTs cerell DBMy sBmsercs ycTaHOBJICHWE ONHOTO M3 YPOBHEH CHOPMUPOBAHHOCTH KOMIIETEHIIHIL:

2.2.1. Iloxa3zatenu yposHeH chopMHPOBAHHOCTH KOMIIETEeHINH HA 3Tanax ux GopMupPoOBaHUS

BBICOKHI, TOBLINICHHELH, 0a30BBIM, HU3KHIM,

Tabnuna 3
, O6menpodeccuonannnnie/ L
¥Yposenn - YuusepcanpHbie RKOMIETEHI N npodieccHoHAIbHBIC
‘ , . KOMHOETeHIHH L
Bsicokwuii ChopMHUpOBaHEI YETKHE CHCTEMHBIE 3HAHMS 1 percTapieris | OOydyaroluMcs  ycBoeHa  B3aMMOCBSA3b  OCHOBHBIX  ITOHSTHA

(OIIeHKa COTJIIHIHOY, ((38.‘—ITGHO»)

0 JTUCLIUATITHHE.
OtBeTHI Ha BOIPOCHI OLICHOYHBIX CPEACTB IOJIHBIE H BEPHbIE.
JlaHbI pa3BepHyTHIE OTBETHI HA JOMOJHUTEIBHBIE BOIIPOCHL.
O6ygarommumMcess  IIPOJIEMOHCTPUPOBAH BBICOKHH  YpPOBEHB
OCBOEHUS KOMITCTECHITHH ‘

JUCILHMIITAHEL, B TOM YHCJIE JUIS peIleHNs MPpoheCCHOHANBHBIX 3a0au.
OTBeTel Ha BONPOCH! OIEHOYHBIX CPEINCTB CAMOCTOSTENBHEL,
HCYEPIBIBAOIINE, CONEepKaHUE BOIPOCA/3aJaHUSA  OLIEHOYHOTO
| CpelCTBa PAcKPHITO IIOJHO, HPO(ECCHOHANBHO, IpaMoTHO. JlaHBI
OTBETHI Ha JOIIOIHHUTENHFHEIE BOIIPOCH.

OOy4aromyMcs TIPOAEeMOHCTPHPOBAH BBICOKHM YPOBEHB OCBOCHHS
KOMIETEHIHA '

IoBbinieHHBIA -
(OIIeHKa «XOPOIIIOY, «3a4TECHO)

3HaHUs U IPEACTABICHNS 10 TUCIUIUIHHE chOPMHUPOBAHH] Ha |

HOBBIIIEHHOM YPOBHE.

| B_ oTBerax_ Ha. BONIPOCHY/3afaHUs .. OUEHOYHBIX . CPEICTB.;

H3JI0KEHO ITOHUMaHKe BOIIPOCa, JaHO AJOCTATOYHO ITOAPOOHOEe
ONMCAaHKE OTBETA, IPHBEIEHBI U PACKPHITHI B TE3UCHOM (hopme:
OCHOBHEIE TIOHATHS.

Oteer oTpakaeT IIOJHOE 3HAHWE MaTepuana, a TakKe
HaTY@e, C He3HAuWTeNbHBIMH mpodenamu, yYMeHHH |
HaBBIKOB IO HW3ywaemoli muciamumee.  JlOmycTHMEI
eIMHUYHBIe HerpyOBle OIHOKH.

O6yuaromumMces TPOIEeMOHCTPUPOBAH TIOBLIMIEHHBIH YPOBEHb

1 OCBOCHM KOMIICTCHITNK

CdopmuposaHsl B LIETOM CHCTEMHBIC 3HAHHSI U OPEACTABICHHS 110
TUCLUTIIHHE.

OrTpeThl Ha BONPOCHL-OLEHOYHBIX.-CPECTB TOMHbIC; FPAMOTHEIE, — -~

IIponeMoncTprpoBaH [IOBBIIIEGHHBIIH YPOBEHB
TIPaKTHYECKHMU YMEHISIMH ¥ HABBIKAMY. *
- JlomyCTHMEl eAMHMYHbIE HerpyOble ODIMOKM N0 XOOy OTBETa, B
IPUMEHEHUU YMEHU} 1 HABBIKOB.

BiIaJCHHA

Obyuaronuiics BlageeT 3HAHAIMK OCHOBHOIO MaTepHas Ha 6a30BOM

Bazoserii OrBeT OTpakaeT TeOpeTHUYECKHE 3HAHUS  OCHOBHOIO

(omeHKa  «yNOBICTBOPHUTENHHOY, | MaTepuana AUCIMIUTMHBEL B oOBeme, HeoOxomumom s | yposHe. OTBeTH Ha BOIPOCHI OLEHOYHBIX CPENCTB HEMOJIHEIC,

«3aUTEHO») JanpHedmero ocsoenus OIIOIL JOITyLIEHBI CYIecTBeHHbIe oIMOKH. IIponeMOHCTprpoBan Ga30BhIi
O6yuaromuiics OMycKaeT HETOUYHOCTH B OTBETE, HO 00JIaaeT | ypOBEHb BIAJCHUS INPAKTHYCCKHAMH YMEHWSIMH M HABBIKAMH,
HEeoOXOIMMBIMI 3HAaHUSAMH AJIS UX YCTPAHSHHS. COOTBETCTBYIOINMH MHHUMAJIBHO HEOOXOJUMOMY YPOBHIO IUIA
OOywaromumMmcss TTPONEMOHCTPHPOBAH 0a30BBI  YPOBEHB | pelleHHs IpoecCHOHATBHBIX 3a1ad
OCBOSHHMS KOMITCTCHIIHN ' '

Huskwuii JIeMOHCTPHpYeT IOJIHOE OTCYTCTBHE TEOPEeTUIeCKHX 3HAHMI MaTepyalia TUCIHILTHHEL, OTCYTCTBUE MPAKTHYECKIX YMEHUH i HABBIKOB

(oneHKa , - o




Yposens

Yunsepcansuple KoMneTeHinn

Obmenpodeccuonabubie/
npogdeccnonaNsubIe
KOMUETEHIHY

«HE 3aUTEHOY)

TTokasarenn yposHeH c(popMUPOBAHHOCTH KOMIIETEHIMH MOTYT OBITh H3MEHEHEI, TOTIOJHEHE] ¥ afalTHPOBAHBI K KOHKPETHOM pabouell porpaMMe JTUCHUATUIHHEL.

o
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2.2.2. Onncarﬂ{ue KA ONEeHNBAHAA

| .
B ®I'bOY BO «AI'TY» BHenpena Mo;[ynLHo—‘peﬁTHHTOBaﬂ CHCTeMa OLCHKH Y4eOHOH JesaTeTbHOCTH

CTyAeHTOB. B cooTBeTcTBHM € 3TOM crcTeMOit HpHMeHSIIOTCSI narubanbasd, Jpaanarubanbuas i cTobanbHas

LKAkl 3HAHKUH, YMEHHUH, HABBIKOB.

Mixajni onennBannsg

OsaTrbabHAS
IBafaTHOAThHAS
crobampuas

Kpurepun onenupanus

!
i
4
f

«Ornuanoy - 5
«Ormvuno» - 18-20
OamoB
«O1imgnoy - 85 —
100 6amior

OaIIoB

TIoKa3bIBAET BHICOKHMN YPOBREHD C(POPMHUPOBAHHOCTH KOMIIETEHIHA, T.6.:

HPONEMOHCTPHPYET IITyGOKOE 1 MPOYHOE YCBOSHHE MATEPHAINA;
MCHEPIIBIBAIONIE, HETKO, MOCICHOBATEBHO, IPAMOTHO M TOTHHECKH
CTPOMHO HM3/IaTAET TEOPETHUECKHI MATEPHAT;

NPABHIHHO GOPMUPYET ONPEACTCHIS;

JEMOHCTPUPYET YMEHMsI CaMOCTOSTENBHOH paboTHl C HOPMATHBHO-
MPaBOBOM JIUTEPATYPOH;

YMEET JeNaTh BEIBOMbI 110 H3TAraeMOMy MaTepHally.

«Xopormoy - 70 - 84

«Xopomoy - 15 - 17
Ganos

«Xopomoy» - 4
Gamios

Bawos

ITokazpiBaeT JOCTATOYHBIA YPOBEHD CHOPMHUPOBAHHOCTH KOMITETESHITHH, T.€.:

JEMOHCTPHPYET HOCTaTOYHO IIOJNHOE 3HAHWE Marepuaia, OCHOBHBIX
TEOPETHIYECKUX TOJIOKEHUIA; _
JOCTATOYHO MOCNeNOBATEIIBHO, TPAMOTHO JIOTHYECKH CTPOHHO H3JIaraeT
MaTepurai;

JEMOHCTPHpYET yMEHH s OPHEHTHPOBATLCA B HOPMATLHOM IIHTEPaType;
YMEET JEeNaTh. JOCTATOYHO OOOCHOBAHHBIE BBIBOAKI IO H3NATaeMOMY
MaTepuany.

«Y IOBIETBOPUTEILHOY
- 3 BamioB

«V IOBJIETBOPHTEIBHOY
- 12 - 14 6amnon

«Y IOBJIETBOPUTEIIEHOY
- 56 — 69 damios

IlokazpiBaeT HOPOToBLI YPOBEHE CHOPMHUPOBAHHOCTH KOMITETEHITHIA, T.8.:

IEeMOHCTPHpYET o0liee 3HAHKE H3yJaeMOro MaTeprana;

YICTIBITHIBACT COPhE3HEIC 3aTPyIHEHHS IPH OTBETAX HA JONONHHATE/LHEE
BOIIPOCHI, :

3HACT OCHOBHYIO PEKOMEH/YEMYIO JTATEPATYPY;

YM€eT CTpOHTH OTBET B COOTBETCTBHH CO CTPYKTYpOH H3/1araeMoro
MaTepHana.

«HeynoBneTBOpUTENLHO

«HeynoBneTBOpUTEIHHOY
- 1-55 bamnos

«HeymoBIeTBOPUTENHHOY
- 1-11 Gayos

- 2 bamios

CraButes B cityyae:

HE3HaHuA 3H3HPITGIILHOI>1 HacTH IporpaMMHOro Marepualia;
HC BJIaACHWA HOHSITI/II/IHBIM anmnaparToM JUCUUININHEI,

JONYINeHNS CYIIECTBEHHBIX OMMOOK IpH M3JI0KEHUH yqe6Horo
marepuana; |

HEYMEHHE CTPOUTH OTBET B COOTBETCTBHH CO CTPYKTYPOH H3IIaraeMoro

BOIIpOCA;
HeyMEHHe JAENATh BBIBOIBI 10 U3JIardéMOMyY MaTepUaITy.
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3. Tunosrie KOHTPOJILHBIE 33/XaAHNS, HHbIE MATEPHAIBI K METOIUYCCKAE PEKOMEH IAIMH,

Heo0XoAMMbIe A OIEHKHU ¢()OPMHPOBAHHOCTH KOMIIETEHIUil
B npouecce ocsoenus OIIOIT
3agaHAst H BOIPOCHI /ISl BXOJHOr0 KOHTPOJISI
1. Kakue yrposs! 6e30T1acCHOCTH CeTeli Bb 3HaeTe?
2. Yro Takoe NpoKCH-CEPBEPHI? .
3. Kakue cucTeMbl BEISIBICHUS 1 HpCI[OTBpaH_[CHI/ISI YIpo3 B3JIOMa BHI 3HaeTe™®
4. Kakuie CHCTEMBI CETEBOI0 MOHUTOPHHTA BRI 3HACTE?
5. Kak obecnieurBaetcs 6€30MaCHOCTE epeaiy JaHHBIX O CeTSIM.

3.2. Onenounpie cpeacTBa M KpUTEpHd cPOPMHAPOBAHHOCTH KOMIIETEHITHI

Komunuzexr 3ananni piist KOHTpOJILHOH pa6oTh1 Nel s mepBoii arrectanum (Scem.)
Bpewms Bemonsenns 90 muH. ‘
* KonugecTBO BApUAHTOB KOHTPOJIBHON PaGoThI - 2__.}
* KonuuecTBo 3amanuii B KOKIOM BapHaHTE KOHTpOJIBHOI/I pabotei- 3
* ®opma paboThl — CaMOCTOSTENbHAS, UHAMBHTYAIBHASL.
BapnaHT 1
3amaunel. OcHOBHbIE TOHATHA O€30IIACHOCTH CeTei
3ananne 2. OCHOBHBIC BHJIBI AyIHUTA 6e3onaCHOCTHf
3amanawve 3. IIpoTOKONBI ayTeHUTHUKAITTI i
BapnaHT 2
3amanue 1. Tunei arak. ‘
3aganue 2. OCHOBHEIE ()YHKIMH KAHAIBLHOTO YPOBHSL
3aganue 3. IHCTPYMEHTABHBIN aHAIM3 3aIIUIICHHOCTH.
Komnaexr 3agannii nus KOHTpOJ‘lLHOI/I | paGoThI Ne2 ans BTOpOii aTTecTannu (Scem.)
Bpems pimonaenus 90 MuH. |
* KonuuecTBo BapHaHTOB KOHTPOJIBHOA paboTel - 2 . .
* KonuuecTBo 3ajaHuii B K&KJOM BapHaHTe KOHTPONBbHOH paboTsl - 3 |
 Mopma paGoThl — CAMOCTOATENbHAS, HHAUBH/TY ATIbHAL
BapnaHT 1
3amanue 1. DMZ —cucTeMEl
3ananue 2. Yto Takoe cucTeMBl OOHAPYKEHHUS BTOp}KeHI/II/I (IDS).
3amanme 3. Ceresrle ISD (NIDS) |
Bapuanr 2
Bamanue 1. DPI- cucremsl ’
Saganue 2. WAF-ciacTeMEL. :
3amanwue 3. [IpOTOKOIIBI CETEBOM ayTEHTH(PUKAIIAH
KommiekT 3aganumii 119 KOHTPoIbHOI padorst Ne3 s sTopoii arTectamuu (Scem.)

i

Bpewmst BpimonHeHus 90 muH.

* KonuvecTBo BapHAHTOB KOHTPOJIBHOM pa0oThI - 2

* KoyuecTBo 3a/1aamii B K&XKOM BapraHTe KOHTPOIBHOM paboThI - 3
» ®opma paboTbl — caMOCTOATENbHAS, HHIUBUyaNbHAs.

Bapuanr 1
3anmanue 1. Ataka vHa Tabmumy MAC. Lo
Sananwme 2. Ataka Ha cetd VLAN. :
3amanue 3. Araky, cBasapHeie ¢ DHCP, |

Bapuawnr 2

3amanue 1. ARP araxu.
3aganue 2. ATaku ¢ IOOMEHOW afpeca.
3amanme 3. Ataxu, cBsa3anasie ¢ DHCP.
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KommurexT 3axanmii xia KOHTpom,Hoﬁ padorni Nel st nepBoii arrecranun (6¢cem.)
Bpewmst pomonuenus _ 90 mu.
« KoNHUeCTBO BAPHAHTOB KOHTPOIBHOM paboTs - ;5__-%
* KonugecTro 3a8a0uil B KAKAOM BapuaHTe KOHTpOJIBHOH pabotei- 4
. (DopMa pa60T51 — CaMOCTOATCIIbHA, I/IH,I[I/IBI/I,IIyaJIBHaSI
Bapuant 1
3ananue 1. 3amuTa HEe UCHIOIB3YEMBIX IIOPTOB. |
3ananne 2. Hefitpanmm3aus atak Tadbmumsr MAC- a/:xpeCOB
3ananue 3. Orparmaenne u n3yderue MAC- aI[peCOB
3aganve 4. Pexxumbl HapyIueHus: 6€30IaCHOCTH HOpTa
BapnaHT 2
3amanue 1. 3ammra JocTyIa K YCTPORCTBAM. !
3ananue 2. Haznagenve aqMuBUCTPATABHBIX poneﬂ
3anmanue 3. IIpoctoit mpoTokon ceTeBoro yupasneaus SNMP.,
3amanue 4. OnpenenecHnue THIIOB MEKCETEBBIX BKpaHi‘pB.
Bapuant 3
3ananme 1. PazpaboTka KOHPHUTYpAIK MEXKCETEBOTO SKPaHa.
3apmanue 2.IJocTpoenre Habopa IPaBUII MEKCETEBOIO SKPaHa.
Sananve 3. BhIBIICHAE PA3IHAYUMH MEXIy MEXKCETEBBIMHE SKPAHAMH PA3JTIHEIX THIIOB
3ananve 4. KoHedHbIe TOUKH ¥ CETEBHIC THAITOIH. '
Bapunanr 4

3aganue 1. BrisBnenue Hanbonee aKTUBHBIX CETEBBIX Y3JIOB ¢ MOMOINBIO KOHEYHAIX TOUEK K JHUAIOTOB
3aganue 2. O0meAOCTYITHEIE CAThI, KOTOPHIE MO)KHO HCIIONTB30BATh I cOOpa HHQOPMALIHH O IIEICBOM

IOMEHE.
3ananue 3. Madopmarasa 0 perucTpaiuu JoMeHa.
3apanue 4. Amamu3z DNS. L
demiHT 5
3amannel. SSTI. |
3amanne 2. XXE-araxa.
3amanwme 3. XSS-araku.

3amanre 4. CHIDKEHHE PUCKA aTaK MEeXCaHTOBOIO CKpHHTHHra (XSS) ¢ momomsro helmet.xssFilter.

KomnuiexkT 3agannii Jjist KOHTPOILHOH paGOTbl Ne2 nas Bropoi arrecrannn (6cem.)
Bpewms semonsenus 90 muH.
» KonmyuecTBO BapuaHTOB KOHTPOIBHOM paboTei - 5 . |
* KonrgecTro 3a7aHuii B KAXKHOM BapHaHTe KOHTponLHOB pabotsl - 4
» ®opma paboThl ~ CAMOCTOATEIbHAS, HHIUBHIYAJIbHAS. ‘

BapHaHT 1
3ananue 1 BruteForce. .
3amanne 2. TecTupoBanue HA IPOHUKHOBEHHE C IIOMOI]IBIO Burp
3ananwe 3. SQL mABEKINN.
3amanue 4. Cookie. ;
Bapuan’r 2
3amanue 1. [Ipuanun atakn Baeaperns SQL. '
3amanwme 2. Tumsr SQLA. ‘
3aganue 3. 3amuTa ot SQLI. o
3anamue 4. Union injection. :
Bapuant 3
3amanne 1. MHTepdelic BUpTyanbHbIX TyHHEeH [Psec.
Bamanue 2. Ilpenmymiectsa u Henoctarkn NAT, |
3ananue 3. BapuaHThI OAKIFOUECHUS K I/IHTepHeT IIpOBaI/II[epy
Bapuant 4 3
3amanue 1. @ynxrms mysql(i)_real escape string
3apmanye 2. Vcronp30Banne apammsaropa sqlmap.
3ananue 3. 3axBaT YUETHBIX 3aITUCEit
3amanue 4. Ataka nmpotokoia oTnaaku Java Debug Wire Protocol
Bapuanr 5

i

i
H
1



3amganne 1. Beb-ys3Bumoctu g
3ananue 2. ConpanbHas WHKEHEPHUL. f
3ayanue 3. MeToonorust TeCTUPOBaHTs Ha HpoHHKHOBeHHe Meropx geproro smmwka (black box), Merox
Genoro smuka (white box), Merox ceporo suka (gray box)

3ananue 4. AHamu3 3aMUIEHHOCTH BCG-HpI/IJIO}KeHI/II/I IyTEM BHEIIHHX IIPOBEPOK (ABTOMATH3HPOBAHHBIX 1 u
PYIHBIX). |
Ne3 nns Tpedeﬁ aTrecranud (6 cem.)

Bpems BemonHenns _90_ MuH.

* KomiyecTBo BapHaHTOB KOHTPONBHO#H paboTei - 3 . |

» KonnuecTBo 3a7aHuii B KaXKXOM BapraHTe KOHTpOJIBHOI/I paborer - 4

* ®opma paboThl — CAaMOCTOSTENNbHAS, HHAMBAYATbHAS. |

Bapuanr 1

3amanne 1. Pa3enka caiitos. [lomck Karamoros u (i)aI/IJIOB Dirb, Dirhunt, DirBuster. |
3aganue 2. dirsearch —WHCTPyMEHT KOMAHAHON CTPOKH, Tpe/IHa3HAYCHHALHA T opyt-dhopca (Honcxa oyTéM
moIHoro nepebopa) aupexropuii u daitnos B BeO- camax
3anmanne 3. DVCS-Ripper
3ayanue 4. SQLmap
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Bai)naHT 2
3ananue 1. ApToMarideckoe CKAHMPOBAHHE C HOMOIIIBIO Striker.
3ananwe 2. CoxphitHe ¢ ToMothio Nipe. |
3aganue 3. IloHIMaHWe COKETOB H cos/anme TCP- cepBepa
3ananue 4 Cosnanue TCP-xnmeHTa |
3apanue 4Pa3paboTka ckanepa Nmap [:

Baf)naHT 3
3amanane 1. WEP-araku Ha KOHQHISHIHAIBLHOCT HpOBO)lHHx cerel
3apanue 2. [Iporoxons WPA u AES
3apanue 3. 3abmyxnenus o 6e301acHOCTH GGCHpOBOI[HOI/I IceTH
3aganue 4. becnpoBoAHbIE aTakW U 3aIUTa OT HUX

i -

Kpurepun orieHk# ypoBHs ChHOPMUPOBAHHOCTH KOMnéreHuHﬁ TIPU NIPOBESHUY KOHTPOJIBHOH paboThL:

- OLEHKA OTIMYHOY: IPONEMOHCTPHPOBAHO - TPAMOTHOE [IOCIENOBATENBHOE DElleHHe 3anad (3ajlaHmii) mf
NPaBHIBHO BHIOpaHHOM anroputMe. J[aHbl BEpHBIE OTBETH! HA BCE BONPOCH M yCIOBKS 3324 (3aanuit). Ipu neoGxoammoc)
CHenaHbl TOSCHEHWs ¥ BBIBOABI (COAEPIKATENIBHEIE, JIOCTATOYHO TIONHBIE, NPABUIBHBIC, YYMTHIBAIONINE CHEL(HE |
npobIEMHOM CHTYaIliY B 3a/ia4e WIH C He3HAYNTENEHBIMY OLIMOKAMA); ?

- ONEHKA «XOPOILIO»: IPaMOTHOE IOCHCNOBATEIBHOE PeIleHUe 3aiad (3ajaHuil) MpA NpPaBMILHO BHIGPAHHO|
anroputMe. OfHaKo, OTBETHI HA BOHIPOCHI U YCIIOBHMS 3a7a4 (SaI[aHI/II/I) CoflepsKaT He3HAYHTENbHble omuOKy. [loscHenus |
BBIBO/IBI OTCYTCTBYFIOT HITH JJaHBI HEBEPHO; |

- OLIEHKA «yIOBIIETBOPHTEIHHO»: 00y UaIOIHICS OPHEHTUPYETCS B MaTEPUAIe, HO IPUMEHSET ero HEBEPHO, BHIOHpat|
HETIPABWIBHBIN ATOPUTM PEIeRHs 3ajay (HeBepHbIE HCXONHbIE JIaHHble, HEBEPHAS HOCIEOBATEBHOCTE PEIICHIS 1 T
OUOKHM), JOMYCKACT BEIMUACTUTEINbHBIC OINUOKH. I10SCHEHNS U BRIBOIBI OTCYTCTBYIOT HUIH JAHBI HEBEPHO; 1

- OllEHKA «HEYIOBJIETBOPHTENBHOY: OOyYarOIMics ciabo OPUEHTHPYETCS B MAaTepHUasIe, BHIGHpAET HenpaBHanb‘
AITOPUTM pElleHHs, TOITyCKaeT 3HAaUUTENLHOE KOJIMYECTBO BEUHC/IATENBHBIX OIMOOK. [TosicHeHNs 1 BRIBOABI OTCYTCTBYIO}
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3.3. 3amanus AN MPOMEKYTOUHOH aTTecTANNA (3a4era N (AJId) SK3aMeHa)

Chnncox BonpocoB K 3a4ery (Scem)

KomuuexT 3aganuii st KOHTPOJibHON padorsl Nel auist nepBoii arrecranun (Scem.)
OcHOBHBIE TOHATHS 0€30II1aCHOCTH CeTeil
OcHOBHBIE BUIH ayiATa 0€30IacHOCTH t
IIpoTOKOJIE Ay TeHUTHUKALUH o
THns! arax. |
WucTpymeHTanbHEI aHAA3 3aIMUIICHHOCTH., |
DMZ —cucreMst ‘
Uro Takoe cuCTeMbI OOHAPYKEHHS BTOPIKSHU I (IDS)
Cetenrie ISD (NIDS)
DPI- cuctemsr
10 WAF-cuctemsl.
11. IIpoTokonisl ceTeBol ayTEeHTHGUKAITAN ;
12. Ataxa ra Tabuiy MAC. C ' |
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