3

[loKyMeHT NoAnucaH NpocToit 3NeKTPOHHOM NOAMUCHI0

NHbopmaumsa o Bnagenbue: :

®NO: banammp3oes Hasum JinopnHosmy (OﬁhgaT

[omkHocTb: U.0. pekTopa ‘

[lata nognucanus: 09.1\]712023 16:06:46
H

Hpunoscenue A

eqpHOE K pabodeli mporpaMmMe JUCHMILIHBI)

WHHCTEPCTBO HAYKH | BbICIIero oGpazosanus Poccniickoi denepanun

YHUKanbHbIMA NPporpamMmHbIn KJi

2204bb882d7edb 7/, g}ﬁ)@ag%dégggmgmﬂmnﬁ rocyapCTBeHHBI TEXHAYECKUl YHIUBEPCHTET

®OHJ OLIEHOYHbLIX CPEICTB

o JUCIMILINHE <<BeBOHaCHOECTb BBIYTHCANTEABHBIX cereiy

Yposetb 06pasoBa-

GakanaBpuar
Husd (GaKanaBpHAT/MarnCTpaTypa/creLNainTeT)
10.03.01 NudopmarnmonHas 6e301aCHOCTh
HanpaBneHHe (x01, HaMMEHOBAHWE HATIPABJICHNA HOATrOTOBKW/CIICHHANBHOCTH)
«be3zomacHOCTD aBTOMaTHSHbOBaHHBIX CHCTEM»
HpO(i)I/IJII: ‘ (HaMEHOBAHHE)
Pazpadoraux Mupsemaromenosa M. M..K.T.H., IOLEHT

OWﬁ‘ll-iCL i (OHO yu. creneHs, y4. 3BaHHE)

®onx ONEHOYHBIX CPEACTB 00CYKIECH HA 3acez(annnixca(1)enpbl nb
«20 » cenrsaops 2021 r., mporokoa Ne <

[

2 &

3aB. kadenpoit Vb Kauaesa 1., k.5.1.

!

. Maxaqxaﬁa 2021 r.




Oraasjenne

1. O6nacTe MPUMEHEHNS, LIETX 1 38Ja498 (POHIA OLEHOHHBIX CPEICTB...vivririireiriirririirisinsneiiesresireesnenes 3

2. Onmcanue IoKa3aTeseil 1 KPUTEPHEB OLICHUBAHUS KOMIIETEHIUH, (HOPMUPYEMEIX B TIPOLECCE
OCBOCHMS TUCTIMILTHHET (MOJLYTIST) +eevvvvereninreanneeennnionrenes eevercotesronnatassernareoiesnesananessassansanasessantsnpssresasssensens 4

2.1. Tlepeuens KOMIIETEHITHH ¢ yKa3aHHEM 9TamnoB uX Gopmuposanus B mponecce ocsoenus OITOIT

................................................................................... beererreeeeirreeeeeestarreesanrarreeasarsrressrrreeesasrreesaserseeaess O
2.1.2. Orarsl OPMUPOBAHUS KOMIETECHITHH .. cvvcvihvieinivvcic e freeeeree et e et s reeeerbesabereeane 7

2.2. Ilokasarenu ypoBHEH cPOPMUPOBAHHOCTH KOMII€TCHIH Ha STamax ux GOPMUPOBAHHS,

OTIHCAHHE TIKAT OLUEHUBAHM ...coivvvveenrieenieeeireeeieens PSPPSR 9
2.2.1. Ilokazatenun ypoEHeﬁ chOPMHUPOBAHHOCTH I;(OMHCTGHU;I/II\/'I Ha 3tarax ux QOpMHUpPOBaHUA..... 9
2.2.2. Onucadue KA OLEHUBAHUS ..ocoovvverreeennen. e e e see s ses e st e soe et snrenes T 11

3. Tunopsie KOHTPOJIBHBIC 3aJaHKs, HHBIC MaTePHAalIbl ¥ MCTOOWICCKUC PEKOMCH/IAlINH, H606X0,Z[I/IMBIG

JUIS OleHKH cOPMUPOBAHHOCTH KomileTeHIwit B porecce ocBoeHHS OIIOI. ..., 12
3.1. 3aganus ¥ BOITPOCHE IJISL BXOIHOTO KOHTPO c.heeveeiiriviriiteririrearesiessresseessonsssrnsessassesresassasseneenns 12
3.2. OueHOYHEIE CPEeNCTBA U KPATEPHU CHOPMUPOBAHHOCTH KOMIETECHIHM 1.vvcvvverevrevnicirsier i 12
3.3. 3amaHus A IPOMEKYTOUHOH aTTeCcTallul (3arieTa A (AITA) IK3AMEHR) «.vvvvvverrevveiserinessersussrennns 14




1. O61acTs NpuMeHeHMs, NeJId B 3273494 (OHIA OLEHOYHBIX CPEICTB

®omny; oneHounbx cpencts (POC) sABAAETCS HEOTBEMJIEMOM YacThi0 Pabodell pOrpaMMe! Iuc-
HHIUTHHBL «Be30TACHOCTS BEYHCTUTEBHBIX ceTell |

» W IpelHasHaYeH [Jiss KOHTPOJIA ¥ OLEHKH o6pa3OBaTen5me JOCTIKEHUHU 0oOyuaromuxcs (B
T.4. 110 camocToATenbHON pabore crygentos, nanee — CPC), ocBOUBIIMX HPOrpaMMy JaHHOM
JICTTUATUTAHEIL. 1

[enpio donma OHEHOTHBIX CPEICTB SBISIETCS yCTaHoianeHHe COOTBETCTBUS YPOBHS IIOJrOTOBKA 00Y-
gajormuxcs Tpebosarusim GIOC BO 1o HampasieHHIO TOATOTOBKE/CIIEHUATBHOCTY (YKA3bLEAEMCA
KOO U HAUMEHOBAHUE HANDAGIIEHUS noéeomoez\u/cnez;uaﬂbHocmu)

PaGoueit mporpamMmMoll nucnuIuinHbl «be3onacHoCTs oeTeH OBM» mpermycMoTpeHo (popMUpOBa-
HUE CIIEAYIOMIUX KOMIIETEHITHIA;

HK-1 CrrocoGHOCTh BEIIONMHATE PaboThl IO YCTAHOBKE, HACTPOHKE M 00OCITy)KMBAHHUIO TIPO-
TPAaMMHBIX, ITIPOrPaMMHO-ANNAPAaTHBIX (B TOM YHCNE KPHOTOTPaQUUecKux) ¥ TEXHUYSCKUX
CPEICTB 3aIIUTHl HHPOPMAIIUH. !

[TK-2" CriocoOHOCTh MPUMEHATDH [IPOrpaMMHLIE Cpe}ICTBa CHCTEMHOTO, IIPUKIA[HOTO ¥ CIELH-
aNPHOTO HA3HAYEHUS, HHCTPYMEHTAIBHBIC CPEACTBA, 513511(1/1 ¥ CUCTEMbI IPOTrPaMMUPOBAHUS I/
pelnenus TpodeccHOHATBHBIX 38134

IK-3 CrocoGHOCTh aIMUHUCTPUPOBATE TOCHCTEMBI HHPOPMAIMOHHOM (6e30T1acHOCTH 00beK-
Ta 3aLLUThI :

[TK-4 Crioco6HOCTh ydacTBOBaTh B paboTax [0 pealu3alyy MONUTUKH MHPOPMAHOHHOH 6e3-
OTIaCHOCTH, IIPUMEHSITH KOMIUICKCHBIH MOAXO[ K o6ecnequHfo uHPOpMAITMOHHON 6€30aCHOCTH
00BEKTA 3aUTUTEI




2. Onmcanye noKazaTeeil § KPUTepUes ONEHHBAHUS KOMIIeTeHIM, GOopMHpPYeMBIX B IIpoIecce 0CBOCHUs TUCHUIIIAHE] (MOXYJIsA)
2.1. Ilepeuenns KoMIeTeHIUH ¢ YKa3agueM 3Tanos ux Gpopmuposanus B nponecce ocsoenus OIIOII

Ta6anna 1

Kon n HamMeHOBaHME
dhopmUpyeMOH KOMIIETESH-
bays1ct

Korn 1 HauMeHOBaHUe UHINKATOPA JOCTHKEHUS
dopmupyeMoll KOMITETEHIAH

Kpurepun ouennpanmi

HanmeroBanue KOHTPOIHpYe-
1
MBIX pa3JesioB U TeM

IK-1 CnocoOHocTe BbI-
NonHATL ~ paboThl 1O
YCTaHOBKE, HaCTPOWKe M
0bCTyKHBAHUIO po-
rPaMMHBIX, TPOrPaMMHO-
annapaTHeIX (B TOM 9HC-
Jie  KpunTorpadryecKix)
U TEXHHWYECKHX CpEICTB
3a1KTH HHPOPMALIUA

IK-1.1. 3naet nopanoK YCTaHOBKH, HACTPOUKHU
1 00CIYKUBAHKS TMPOrpaMMHOTO obecreueHus,
cHCTEM YyrpamlieHus OazaMu JaHHBIX, CPEACTB
3J1eKTPOHHOIO J1OKYMEHTOODOpOTa M CPENCTB
3aIUTEI HHPOPMALIUH.

[IK-1.2. Brnameer HaBbIKAMEM 110 YCTaHOBKE,
HacTpoiike W OOCIYKMBAHMIO [POrPAMMHOTO
obecneueHus, NPOrpaMMHO-AIINAPATHRIX H TeX-
HUYECKHX CPEJCTR 3aiUThi HHQOPMAIHK ¢ CO-
GmopeHuem TpeboBanuii Mo 3aiuTe MHMOpPMAa-
LY.

-HK-1.3. -YMmeeT. ycTaHABNIMBATL.. IPOrPAMMHOE

obecrneyeHue B COOTBETCTBUU € TEXHMYECKOH
NOKyMEeHTallle#l, BBINONHATE HACTPOHMKY Iapa-
MeTpoB paboThl MPOrpaMMHOrO obecreyeHus,
BKJTIO4As CHCTeMbl YNpaBiieHus 0a3aMu JaHHBIX
W CPeACTBA BJIEKTPOHHOTO JOKYMEHT000O0poTa,
dhopmyaupoBaTh NpaBuiia 6e30MacHoOR IKCIUTya-
Taluu

- 3HAeT MOPSAIOK YCTAHOBKM, HACTPOHKH 1 06-
CITYKMBAHUS TPOrPAMMHOI0 00eCTedeHu s, CHi-
cTeM yrpapneHus 6a3amMy JaHHBIX, CPEICTB
3MEKTPOHHOTO HOKYMEHTOOGOPOTA M CPeCTB
3alUThl MHGOPMALIMY Ha YROBJIETBOPHTEILHO.
- 3HAeT MOPAJOK YCTAHOBKY, HACTPOHKHU M 06-
CITYIKMBAHHS TPOrPAMMHOIO 0BecTeueHH s, Chi-
cTeM yrparieHus 6a3aMy JaHHbIX, CPEICTR
3MEKTPOHHOTO TOKYMEHTOOBOPOTA H CPENCTB
3aUTUTEN HHOPMALIMY Ha XOPOIIO.

- 3HAeT MOPSIOK YCTAHOBKM, HACTPOHKY U 06-
CIYKMBAHHS TPOFPAMMHOTO 00eCedeHH s, Ch-
CTeM yrpasieHus 6a3aMH JAHHBIX, CPENCTB
3MEKTPOHHOTO JOKYMEHTO0B0POTa U CPEACTB
3AIUTH MHGOPMALIHH HA OTIHYHO.

Jlexuyst Nol. Bpenenue B ce-
TeByiO 6Ee30I1acHOCTh

Jlexuus Ne2 Aynwt undopma-
LHOHHOH 0e30TacHOCTH
Jlexnust Ne3 Iporokonst cere-
Boif ayTenTuduKarmyu. Moje-
JIY pasrpaHudeHMs JOCTYIA.
BpenonocHoe rporpaMMHoe
obecnieyeHye.

Jeximmsa Ned Crctembl
NpeIOTBPAIICHUS YTEeUEK HH-
dbopmatiii. Cucremsl aHaTHN3a
Tpadrika. @afipson ped-

TIPUJIOKESHHH

JHekums Ne5 Crcrembl 00Ha-
PYKEHUsI ¥ TIPEAOTBPALICHUS
sropskenui (ISD/IPS)
Jexuus Ne6 Yrpossl 6e3orac-
HOCTH Ha KaHAJIbHOM ypPOBHE
2

' Haumenosanus pasdenoe u mem OONiCcer COOmEEmcmaeosamy paboueil npoepamme OUCYURTIUHBL.
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[MK-2 CriocoOHOCTh TpH-

MEHSITB  TIPOrpaMMHBbIC
CpelCTBa  CHCTEMHOrO,
NPUKIAAHOrO M CIIeLH-
ANIBHOTO Ha3HAYCHMUS,
UHCTPYMEHTATBHBIE

CpencTBa, S3BIKM H CU-
CTeMBbI MPOrPaMMHpPOBa-

HUst JUIS peLIeHMS Ipo-
(heccroHanbHBIX 337124

[IK-2.1. 3marp apxuTekTypy U IIpUHLHATEI [1O-
CTPOCHHUSI OTEPaLMOHHBIX CUCTEM, MOACHCTEM
3aUTEl MHGOPMAaLFK, COCTAB THIIOBBIX KOH(H-
rypaimil nporpaMMHO-aniapaTHEIX CPenCcTE 3a-
IATBI HH(GOPMAUMH, A3bIKM U CHCTEMBI fIpO-
rpaMMUpPOBAHMUS.

[IK-2.2. Ymeer npoTHBROJEHCTBOBATH YIrpo3am
0e30nacHOCTH WHPOPMALIMHU C HCIIONB30BaHHEM
BCTPOEHHBIX CPEICTB 3aIUUTHl HHPOPMALIUY.
ITIK-2.3. Bnageer KOHTpONEeM KOPPEKTHOCTH
(GYHKIMOHMPOBAHMSA TPOrPaMMHO-AMIIAPATHBIX
CPeACTR 3aLIUTHl HHPOPMALIUH B ONEPAIIHOHHBIX
cucTemMax

- 3HACT APXUTEKTYPY U DPUHLMIIB! IIOCTPOCHHS
ONePalMOHHBIX CUCTEM, MOACHCTEM 3aLHATHL
HHQOPMALMH, COCTAB THITOBBIX KOHGUryparyi
NPOrpaMMHO-AIIIAPATHBIX CPEACTB 3AIMUTHI HH-
dopmanuu, FIBIKY ¥ CHCTEMBI IPOrpaMMHpOBa-
HHS Ha YAOBJETBOPHTEILHO.

- ApPXUTEKTYpPY W NPUHLHIIEI HOCTPOSHHS Onepa-
[[HOHHBIX CHCTEM, TIOACHCTEM 3aLIUTE MHPOp-
MaLMH, COCTaB TUITOBBIX KOHGUTypalumil Ipo-
IPaMMHO-arapaTHeIX CPeICTB 3aIMTHl UH-
thopmanuy, A3bIKA U CHCTEMbI IPOrpaMMHPOBa-
HUSI Ha XOPOMIO.

- aPXUTEKTYPY ¥ MPHUHLHIEI [IOCTPOSHHS Ofiepa-
[TMOHHBIX CHCTEM, NOJACHCTEM 3aLUThI HHPOP-
MalliM, COCTaB THTIOBBIX KOHQHUIYpaLUi Tpo-
IpaMMHO-aMIapaTHBIX CPEJICTB 3AIMUTH HH-
dopManmy, S3BIKH ¥ CUCTEMBI IPOIPAMMHPOBa-
HUsl Ha OTJIHYHO.

Jlexnms No 7 Hactpoiika na-
pamMeTpoB 6€30MacHOCTH
KOMMYTaTOpPa CiSco.

Jexuma No8  ObGecrieuenue
0e30ImacHOCTH CEeTEeBBIX
YCTPOUCTB

Jlexupu  Ne9  Mexkcetenpie
SKPaHBI

Jeximsa 10 JornonaHuTtenbHBIE
BoamoskHocTH Wireshark mast
rpaduyecKoro rmpeacTaBIeHUs
NOTyHaeMbIX Pe3y/16TaToB.
Jlexuus Nell Metoner cbopa
MHPOPMALIHH.

Jexuusa Ne 12: VasBumoctn
0 TIPUIIOKEHHAM

IMK-3 CpocobHocTh  aj-
MHHUCTPHPOBATH HONICH-
cTeMbl HHQOPMALOHHOH
6€30MacHOCTH

3alrTbL

obbexTa”

[IK-3.1 3Haet TpeOOBaHUS K BCTPOECHHBIM CpEl-
CTBaM 3allUThl HHQOPMAIMH IIPOrPaMMHOro
obecrneueHns

TIK-3.2 Vmeer aHANM3MPOBATE Yrpo3sl Oesorac-
HOCTH HMHQOpPMAIMH IPOrpaMMHOro obecneue-
Hus, GopmysinpoBaTh 1 0OOCHOBBIBATE IIPaBHIIA
OezomacHOM  9KCIUTyaTallk¥  MPOrPaMMHOTO
obecnieueHys, NPOU3BOIUTH NPOBEPKY COOTBET-
CTBUS pealbHbIX XapaKTePHCTUK IPOrpaMMHO-
annapaTHbIX CPEHCTB 3aHIUTH MHMOPMALMU 3a-
SBJICHHBIM B UX TEXHUYECKOM JOKYyMEHTaUMu
JIK-3.3 Bnazmeer HaBbIKaMM JHKBMIALMK OOHa-
PY)KEHHOIO  BPEJOHOCHOIO  IPOrpaMMHOro
obecneyeHuss U TOCAEACTBUN ero (QYHKLHOHU-
POBaHUA

- 3HAaeT TPEOOBAHHS K BCTPOCHHBIM CPEACTBAM
3aLUUTH! MHGOPMALMHK [IporpaMMHOro obecrie-
YSHUST HA YIOBJIETBOPUTELHO.

Jlekuus Nel3: Ataka Ha cep-
BEp KOMIIbIOTEPHOM CeTH
Jlexumss Neld: Cpnocobsl 006-

 XOJia ABTOpU3ALIH

3alUTEl HHGOPMAIMK TPOrpaMMHOTo obecne-
YEeHUsI Ha XOPOLo. ,

- 3HaeT TpeOOBAHHS K BCTPOSHHBIM CPEICTBAM
3aliuThl HHGOPMALHH IIPOrpaMMHOro obecre-
YeHHUS HA OTTHYHO.

Jlexims No15: Sql urbexuum
Jlexuust Nel16 Sql nabexuyu
Jlekuus Nel7: 3awmra OT
SQL-uanekuunii

Jleks  Nel8  AnropurMel
B3JI0Ma KOPIIOPATUBHOMN CETU

Hexnug Ne 19: Ananmz 3a-
UIIEHHOCTH BeO-
NPUIOXKSHUH




T1K-4 CriocobHOCTE
Yy4acTBORATH B paboTax
Mo peamm3zalyu TMOJK-
THKH ~ WH)OPMALIHOH-~
HOH 0e30IIaCHOCTH,
MPUMEHATH KOMIUIeKC-
HbI} noaxon kK obecne-
YeHUIO HHQOPMALOH-
HOIH 6e3011aCHOCTH
0OBEKTA 3aIUTHI

ITK-4.1 3uaeT BUAbl TOJNUTHK O€30TIACHOCTH M
ux QopmupoBanue, pazpaborka npodunei 3a-
LMTHL M 3aJaHAN 110 0e30MacHOCTH, PELIEHHs O
HeoOXOUMOCTH 3aLIUTHl HHPOPMAUUH, COAep-
Kauieics B HHPOPMALMOHHOH cHCTeMe
[K-4.2 VYmeer ¢GopMupoBaTh IIOIUTHKH 0€3-
OIaCHOCTH, AHAJTU3HPOBATh CHCTEMY C LENbIO
onpesieneHus HeoOXOAUMOTO YPOBHs 3allHILESH-
HOCTH U NOBEpHs
ITK-4.3 Bnaneet HaBbIKaMy pa3pabOTKH PyKo-
BOILIMX JJOKYMEHTOB I10 3alUTe MHPOpPMALUH
B opraanauhm

- 3HAeT BUIHBI MOJUTUK Oe30ITaCHOCTH U UX Gop-
MUpOBaHue, pa3zpaborka npouneH 3amuThl 1
3aaHui o 6e30MaCHOCTH, PEILEHHUS O HEOOX0-
JTUMOCTH 3aIIMTHI MH(POPMALIMK, coaeprkalneiics
B MHPOPMALIMOHHOH CHCTeMe Ha YAOBJIETBOPH-
TeJbHO.

- 3HAET BHIBI MOJUTUK 0€30IacHOCTH U UX (op-
MUpOBaHHe, pa3paboTka npoduiiel 3auTe! 1
3a/aHui o 6e30MacHOCTH, PerIeHrs 0 HeoOXxo0-
JUEMOCTH 3aIIUTHI HHpOpMaruy, coneprralleiics
B MHPOPMALIMOHHOH CHCTEME Ha XOpollo.

- 3HAET BUJIBI TOJIUTUK OE30ITaCHOCTH U WX (op-
MUpOBaHue, pazpadorka mpod el 3auThl 1
3a7aHu# 10 0e30HaCHOCTH, pelIeHys 0 Heo0Xo0-
JIIMOCTH 3aIUTHI HHQOPMALUH, CofepKalneiics
B MHPOPMALMOHHOM CHCTEMe Ha OTJIMYHO.

Jeximg Ne 20: MHeTpyMeHTH]
Kali Linux.

Jlexus Ne 21: Meroasl cka-
HUPOBAHMS M YKIOHEHUS B
Kali Linux

Jdexums Ne 22: HMHcTpymeH-
TaIbHBIC CPEICTBA KOMAaHIHOM
CTPOKHY JJI aHaJIM3a [IAKETOB
Jlexumsa Ne 23: Ilponecc BBI-
SBJIGHUA M aHajgM3a KpUTHYC-
CKHX HEZOCTaTKoB Oesomac-
pgocty B Kali Linux

Jlexups Ne 24: Python s te-
CTHUPOBaHHUS Ha TPOHHKHOBE-
HHE

Jlexuus Ne 25: Hccenenosanue
ceteili ¢ Python

Jlexums Ne 26: besonacHoCTh
0ecrnpoBOJHEIX ceTeit




2.1.2. OTans! popMUpPOBAHAS KOMIIETEHIMA

ChopMHPOBAHHOCTH KOMIIETEHIM 1O JUCHHITIUHE «Be30NacHOCTh BHIUMCIUTENBHBIX CETEWY ONPEAeIeTCs Ha CeYIOHX dTanax:
1. DTan Texymux aTrecramuii (/[ns nposedenus Mmexyuux ammecmayuii Mozym Geiims UCNONb306GHbl OYeHOUHbLE CPEOCHEA, YKA3aHHbIE 6 pasoene 2)
2. DTal HPOMERYTOUMBIX aTTecTanuii (/s nposedenusn RPOMEIHCYMOHHOH AMmeCmayu MO2yn Oblinb UCRONL306aHb OPY2UE OYEHOUHBIE CPEOCTNEA)

Tabauna 2
Iransl hopMupoBanng KoMierennuu (6cem, 7 cem)
Jran opo-
o MeKyTOY-
ITan TERYIIEX aTTecTAmuil .
HOMH aTTe-
Kon u naumenoBadue o
. Koj u HauMeHOBaHWe HHARKATOPA HOCTIKEHHS (POpMUpYEMOi CTAIHM
dhopMEpyeMo# KoMrie-
KOMIIETeHIIMHA 1-5 nene- 6-10 11-15 ne- 18-20 nene-
TCHIUH 1-17 aegens
Jas HeeIs AeJist JIst
Texymas | Texymas | Texymas CPC KP/K TIpomenxy-
arrecra- | arrecTa- | aTTecTaiys 11 TOYHAS aTTe-
s Nel st Ne2 Ne3 CTALHS
1 2 3 4 5 6 7
TIK1 CriocobHOCTH BBI- [IK-1.1. 3Haer MOpsAOK YCTAHOBKHM, HACTPOMKU M OOCTyKMBa- Kon- Kon- Konmponv- HET | gompocul Oas
TOJIHATE PabOThI MO | Hus AporpaMMHOro obecriedeHts, CUCTeM YyrpasieHus Gazamy | "POTOHdL | MpoRbidd Haa paboma nposedenus
o paboma paboma - - DK3aMEHA
YCTAHOBKE, HACTPOMKE W | AAHHBIX, CPEACTE 2JEKTPOHHOIO JOKYMEHTOO0DOpPOTa U CPelCcTB ~
O0CITYKUBAHUIO IIPO=. _3aLUMTHL THPOPMALIUK. e
IpaMMHBIX, IPOrpaMM- [IK-1.2. Bnageer HaBbIKAMH [0 YCTaHOBKE, HAcTpoiike U 00-
HO-anmapaTHLIX (B TOM CIYXKMBAHMIO  TPOrpaMMHOrO  obecriedeHus, TPOrpaMMHO-
YHCIIe KPUITorpagpuye- annapaTHbiX M TEXHUYECKHX CPEACTB 3aIUUThl MHpOpMaLyu ¢
CKHUX) M TeXHUYECKUX coboieHreM TPpeOOBaHuUI MO 3aLMTe UHPOPMALIUHL.
CPEeJCTR 3aLUTHl UH- [TK-1.3. Ymeer ycraHaBiMBarh NporpaMMHOe obecrieueHue B
dbopmanyu COOTBETCTBMM C TEXHMYECKOW JOKYMEHTalued, BBHINOIHATh
HACTPOMKY NapaMeTpoB padoThl MpPOrpaMMHOrO obecreueHus,
BKJIIOUAs CHCTEMBl YIpaBICHUS Oa3aMy JAHHBIX W CpeacTha
SNEKTPOHHOTO JOKYMEHTOOOOpOTa, (OpMYJIMpOBaTh NpaBuia
OezonacHol SKCILTyaTalyu
[K-2 Cnoco6uocts | TTK-2.1. 3HATh apXUTEKTYpY W NPUHLHILI MOCTpOeHUs omepa- | Kow- Kon- Konmpono- 80MPOCHL ONA
OPUMEHATE [POrPaMM- | LIMOHMBIX CHCTEM, MONCHCTEM 3alIMTbl MHpOpMaLuy, coctap | POTORAA | MPORGHAR | HAA padoma nposeoeHs.
paboma paboma SKZAMECHA

HBIC CPEACTBA CUCTEM-
HOI0, TIIPUKJIaaAHOro wu
cricuaibEoOro Ha3Ha-

TUNOBLIX KOH(HUIypalyii OporpaMMHO-aNMNapaTHLIX CPEACTB
3aLUTH HH(GOPMALINH, SI3BIKH U CUCTEMBI [IPOrPaMMUPOBAHHSL.
[TIK-2.2. VYmeeT npoTHBOOEHCTBOBATL yrpo3aM 0e30ImacHOCTH
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qeHud, WHCTPYMEH-
TaJILHbIE CpelCTRa,
A3BIKH U CHCTeMBI [Ipo-
rpaMMHpOBaHMA A

UHGOPMALMH € UCIIONB30BAHUEM BCTPOSHHBIX CPENCTB 3allUTHI
nHGOPMALFIM.

IIK-2.3. BrnajeeT KOHTPOJEM KOPPEKTHOCTH (GYHKLHMOHHPOBA-
HUS NpOrpaMMHO-AMAPaTHBIX. CPEACTB 3aUIMTH HHQOpMALMK B

peireHus  npodeccHo- | ONepanHOHHBIX CHCTEMAax
HaJIBHBIX 3a/1a4
[IK-3 Criocobrocth ag- | ITK-3.1 3maer TpeGoBaHHs K BCTPOEGHHBIM cpenctBam saiutel | Kow- Kon- Konmpone-
MUHUCTPUPOBATE Toj- | MHGOPMALMA TIporpaMMHOro obecreuenus MPONLHAR | MPONbHAR | Has paboma
cucremb  wHbopmauu- | [TK-3.2 Ymeer ananuzuposath yrposel 6e3onacHocTy HH(popMa- pacoma paboma
OHHOM  6e30macHOCTH | UMM [MPOrpaMMHOro obecneuenust, HOpMyTHpoBaTh H 0OOCHO-
00BEKTA 3aIIUTHI BbIBATH NpaBHja 0e30IaCHON SKCIUTyaTaluy MNPOrpaMMHOIO

obecneueHus, HPOU3BOJHUTE POBEPKY COOTBETCTBMS peanbHBIX

XaPaKTePUCTHK MPOTrPaMMHO-ArTapaTHbIX CPeJCTB 3alUMTHl UH-

(hopmaLyy 3asiBICHHBIM B MX TEXHHYECKOH TOKYMEHTALMA

MMK-3.3 Bnagéetr HaBbHIKAMM JIUKBUAALM OOHAPYKEHHOTO BpE-

JOHOCHOIO TPOrpaMMHOro obecrieyeHHs M TOCIHEeICTBHH ero

(hYHKIHMOHUPOBAHUA ;
[IK-4 Crnoco6HOCTh [IK-4.1 3Haer BHIBI TOIHTHK O€30MacHOCTH U WX (POPMUPOBA- Kon- Kon- Koumponw-
yuacTBOBAaTH B paboTax | HWe, paspaboTka mpoduiiel sammThl M 3a4aHUN 0o OesomacHo- | POTLHAA ) IMpORLHAL Has paboma

- paboma paboma

| mo  peanuzanuy _nONH-

TUKY WHGOPMALIMOHHOH
GesomacHocTy, TMpuUMe-
HAThH KOMITIEKCHBIM
MONXOH K 00ecredeH o
uHMQOpMaLMOHHOH Ge3-
onacHoCcTH OOBeKTa 3a-
IIHUTEI

CTH, PeLICHHUs O HEOOXOMMMOCTH 3allMThl MHPOPMALHH, COmep-
Kameifcss B UHQOPMALWMORHO clicTeme
TIK-4.2 Ymeer ¢opMupoBaTh IOIUTHKA 0e30TACHOCTH, aHaH-
3MPOBATH CHCTEMY C LEJIbIO OHpeAeieHHs HeoOXOIHMOIO ypOoB-
HS 3ALMINEHHOCTH U JOBEpUA
TIK-4.3 Bnazeetr HappikaMu pa3paboTKy PyKOBOISLINX XOKY-
MEHTOB 110 3aIuTe HHGOPMALY B OpraHH3allu

gonpocwt Onis
npogedenus
OK3AMEHA

gonpocel 0714
npogedeHus
IK3AMEHC

CPC — camocrosrenptas paboTa CTYASHTOB;
KP — xypcoBas pabora;
KII — kypcoBoii npoekT.




2.2. Iloxa3atenm ypoBHel ¢(popMUPOBAHHOCTH KOMIETEHIMI HA 3Tanax uxX GopMHPOBAHHS, ONHCAHIE KA Ol{eHNBAHNA

2.2.1. oka3zarean ypoBHel chopMHpPOBAHHOCTH KOMIIETEHINI Ha 3Talax MX (OpMHUPOBAHUS

Pe3y/IbTaToM OCBOEHUS TACUMILIMHEL «BE301acHOCTh BRIYUCCINTEIbHDBIX CETEHY ABIIETCS YCTAHOBIESHUE OHOIO U3 YPOBHEH cHOPMHUPOBAHHOCTH KOM-
NeTeHUui: BLICOKHH, [OBBIIIIEHHBIH, 0a30BbIH, HU3KHH.

Tabsmua 3

YpoBernb

YHI/IBepcaJIbHH)!e KOMIICTCHITHH

OGmenpodeccuonaasanie/
npodeccHOHANBHDBIE
KOMIIETEHITHHA

Bricokuit
(OLleHKa «OTIIMYHOY, «3aYTSHON)

CdopmMupoBaHbl YeTKHe CHCTEMHbIE 3HAHHUA U MPeACTaBIe-
HHA TIO JIUCLIMTUIHHE.

OTBeThI HA BOIPOCHI OLEHOYHBIX CPEACTB MOJIHBIC U BEpHBIE.
Jaus! pasBepHyThie OTBETH! Ha JOMOSHUTENIEHBIC BOTIPOCHL.
O6y4aromyMesi  [MPOAEMOHCTPUPOBAH  BBICOKHI  ypOBEHb
OCBOCHUSI KOMITETEHIIH

OO6yuarolmuMcsl yCBOGHA B3aWMOCBSI3b OCHOBHBIX MOHATHH AHCLM-
TUTMHBL, B TOM HHCIE A peleHns npodeccHoHanbHbIX 3aad.
OTBeTH! Ha BOMPOCH! OLIGHOYHBIX CPEJICTB CAMOCTOSTENbHEL, HCUEp-
ObIBAIOLINE, COAEPIKaHHE BOIPOCA/3aNaHMs OLCHOYHOIO CPEACTBa
PacKpBITO NOJIHO, ITPO¢ecCHOHANTBHO, rpaMOoTHO. JlaHbl OTBETHI Ha
JIOTIOSIHMTE b HBIE BOTIPOCKHL.

ObyyaroluMest IPOAEMOHCTPUPOBAH BBICOKUI YPOBEHb OCBOCHHSA
KOMIIETEHIIUH '

IoseiuenHnsIH
-(OLEHKa «XOPOLLOY, «3aYTEHOY)

3HaHMA U NPEACTABJCHUS [0 AHUCHMIUINHE C(HOPMHPOBAHBI
HAa [OBBLILIEHHOM YPOBHE. :
B oTBeTax Ha BOIPOCHI/33AaHMs OLEHOYHBIX CPEACTB H3JIO-

KCHO  TIOHUMAHHEC - BOTIPOCA; - HAHO - HOCTATOMHO- l'IO'D}pO6HO€“

OIMCAHME OTBETA, IPUBEIEHbI  PACKPBITHI B TE3UCHOM (op-
M€ OCHOBHBIE TOHSTHUS.

OtBeT OTpaskaeT MOJHOe 3HAHWE MaTepHalla, a TakKe HaJld-
que, ¢ He3HAYUTENLHBIMU NpobeaMu, YMEHUH | HABBIKOB 110
u3ydaemMoil aucuuiuiibe. JlonycTuMbl eHHIYHBIE HErpyObie
OIIHOKH.

OGy4aromuMcs IpOJAeMOHCTPUPOBAH MOBBIILECHHBIM YPOBEHb
OCBOEHUS KOMIIETEHLIMH

C(bOpMI/IpOBaHbI B LICJIOM CHCTCMHBIC 3HAHWUA M NPCACTaBICHUA MO
JUCIMIINTHUHC. . - .
OTBeThl HA BOMPOCH! OLICHOYHLIX CPEACTB MOJHBIE, TPAMOTHBIC.

- IiponemoHeTpnpoBaH- HOBBUHCHHEIN YPOBEHD -BAAACHHS - HPAKTHYE= |

CKHUMU YMEHHSIMH U HaBbIKAMH.
HomycTuMbl eIMHUYHEIE HEIPYObIe OIIMOKH MO XOAy OTBETA, B IpU-
MEHEHHH YMEHUH U HAaBBLIKOB.

basoewbiii
(OUeHKA  «YOBIICTBOPUTEILHON,
«3a4TEHO»)

OtBeT OTpaXkKaeT TEOPETUYECKHE 3HaHHsI OCHOBHOT'O MaTepH-
ajla TUCUUIUTMHEL B o0beMe, HeoOX0nuMOoM A JajibHeine-
ro oceoenus OlIOIL.

OOGyuyaromuiics OOMycKaeT HETOUHOCTH B OTBETe, HO 00Onaga-
eT HeOOXOAMMBIMH 3HAHUAMH JUIS HX YCTPAHEHHUS.
OOfyuarouuMcsi  ITPOIEMOHCTPUPOBAaH  0a30BBIl  ypOBEHb
OCBOCHHS KOMIICTEHIIHH

OG6yuarouiniics BlageeT 3HAHUSIMH OCHOBHOTO MaTepuan Ha 0azo-
BOM ypoBHE. OTBETBEI Ha BOTIPOCH OLIGHOUYHBIX CPEICTB HEIONHBIE,
JIOMYyLIEHBI cyllecTBeHHbIe omubku. IIponeMoHcTprpoBad 0a30Bblit
YPOBEHb BIIANCHHS MPAKTHYCCKUMH YMECHHSMH W HABBIKAMM, COOT-
BETCTBYIOLIMH MUHHMAJIEHO HEOOXOIMMOMY YPOBHIO AJISl pelieHHs
npoecCHOHATBbHBIX 33144




Ypogennb

YHnBepcaﬂbele KOMIOECTCHIIAHA

O6menpodeccuonansubie/
gpodiecCHOHAIBHbBIC
KOMIICTEHIIH

Huzkuii

(oUeHKA  «HEYHOBJIETBOPHUTENE- | KOB

HO»,
«HE 3a4TEHO»)

IIGMOHCTpI/IpyeT MOJTHOE OTCYTCTBUE TCOPETUUCCKUX 3HAHAH! Marepualia JHCUUINIMHBI, OTCYTCTBUC IMPAKTUHCCKUX YMGHI/Iﬁ " HaBbI-

TTokazaTeny ypoBHed cOPMHUPOBAHHOCTH KOMIIETCHLIAH MOTYT ObITh M3MEHEHBL, JOMOIHEHb! ¥ aAaNTHPOBAaHBI K KOHKPETHOH pabodeli nporpaMme AMCUMIIIHHBL.
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2.2.2. Onncaine MKAN OLEHHBAHAS

B ®I'bOY BO «AI'TY» BHeapeHa MOJYJIbHO-PEHTUHIOBAs CUCTEMA OLEHKY yueOHOM JeaTenbHOCTH
CTYIOCHTOB. B cooTBeTCTBUM € ATOH cucTemolt npumeHstoTes nistubanbHast, ABaauaTudanbpHas u crobalibHas
(IKAJbI 3HAHMH, YMEHWH, HaBbIKOB.

I kalibi OUEeHIBAHNA

o
s Kpurepun onenuBanus
=0
=
3 3
= O 3
2 = =
3 5 2
S 5 S
= = ©
& & =
= = Q
. [TokasbiBaeT BEICOKHIA YPOBEHE C(HOPMUAPOBAHHOCTH KOMIIETCHUHH, T.€.!
<
g Q [ ~  IpOJEMOHCTPUPYET INTy0OKOE M IPOYHOE YCBOSHHE MATepHAIa;
" bt % —  WCUEPTBIBAIOILE, YETKO, MOCIEHOBATENBHO, IPAMOTHO W JOTHYECKH
~ A A @ CTPOMHO W3/1araeT TeOpeTHIeCcKuii MaTepuan;
é § g g —  NpaBWIILHO (POPMHUPYET ONPEENCHH;
= = é Eé —  [IeMOHCTPHUpYET YMEHHA CaMOCTOSTENHLHOW paboThl ¢ HOPMATHBHO-
E m E £ o v ot
SRR SS MpaBOBOi JuTepaTypoi;
ye | vyw v - —  YMEET [eNaTh BLIBO/bI [0 U3/1araeMOMY MaTepHaly.
. =~ < IMokasbiBaeT IOCTATOUHBIN ypOBEHb COPMUPOBAHHOCTH KOMIIETEHLIH, T.€.:
— o0 !
‘5 , ; ~  JIEMOHCTpPHUpPYET AOCTATOUYHO [10JIHOE 3HAHHWE MarepHasa, OCHOBHbBIX
< 0 = TEOPETHYECKUX MONTOKSHHH,
. ’ : —  JIOCTATOYHO MOC/I8I0BATENLHO, TPAMOTHO JIOTHYECKH CTPOHHO H3jlara-
P2 oy = i
% % % €T MaTepuall; |
3 S é g E;; —  [EMOHCTPUDYET YMeHNs OPHEHTHPOBATLCA B HOPMAIILHOM JIUTEpaType;
S m | B S _ .
28| g 4 é YMEET JAenaTh J0¢TaTO4HO 0BOCHOBaHHBIE BBIBOJBI 110 M3JIaraeMOMy

MaTepHualty. |

IMoka3zbiBaeT NOPOroBbli ypoBeHb CHOPMUPOBAHHOCTH KOMIETECHLMH, T.€..

JNEeMOHCTPHUpPYeET 0fliee 3HAaHHE U3yUaeMOro MaTepuana;
HCIBITBIBAET CEPHE3HbIE 3aTPYAHEHHS TPU OTBETAX HA AOMOIHHMTEIb-

3 3 5
= z =
w0 »Q 0
= = =
58z |Es |
= e E g Hble BOMIPOCEL; |
Q. QA ja) !
S g g Q é —  3HAET OCHOBHYIO PEKOMEHYEMYIO JTUTEPATYPY;
@ | .
) S D - E 2 ~  YMEEeT CTPOWTH OTBET B COOTBETCTBHU CO CTPYKTYPOH M3J1araeMoro ma-
= B e |
23 g 2 Tepuana.
= \© H = o
moen | o >
N T ¥ o
2 2 2 CrasuTes B cilyuae:
Q (@] Q o
z = Z —  HE3HAHW 3HAYMTENLHOM YaCTH NPOTPaMMHOI0 MaTepuana;
5 o 5 —  HE BJIAASHMS TOHATHHHLIM arapaToM ANCLMIUIMHEL
=4 =4 & |
=) =3 = —  JIONYLIEHHs CYLECTBEHHBIX OLIMOOK MPH U3I0KEHHH y4eOHOTO MaTe-
S Ez |Be | pem
0| g % o % —  HeyMeHHWe CTPOUTh OTBET B COOTBETCTBUM CO CTPYKTYPO#t H371araeMoro
o :
8 = é’( S ‘é{ 8 BOMNpOCa,
% g - A —  HeyMEHHE [IeJIaTh BBIBOIBI [0 H3JIaraeéMOMYy MaTepHaty.
T | T~ = -
T D T
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3. THIOBBIE KOHTPOIbHbIE 3AAHNS, WHbIE MATEPHATLI i METOMYECKHE PEKOMEHAALIIN, HeODX0THMbI¢
IS ONEHKH ¢(hOPMHUPOBAHHOCTH KOMnéTeHmlii B mpoiuecce ocBoenns OIOIT
3.1. 3apanus U BONPOCHI mm BXO/IHOT0 KOHTPOJIA
1. Kakue yrpo3sr 6e30macHOCTH ceTeil Bbl 3HaeTe?
2. Yto Takoe npoxcu-cepeepbl?
3. Kakue cucTembl BbISABIEHHUS U [IPEAOTBPALICHUS YTPO3 Bsnoma BbI 3HaeTe™
4, Kaxue cuCcTeMb! CETEBOr0 MOHHTOPHHTA Bbl 3HAETE?
5. Kak obecneunsaercs 0e30NacHOCTh Nepeaayvu JAHHbIX IO CETSIM.

3.2. OueHo4HbBIE CPEACTBA U KpnTepI/m‘C(bopMupOBaHHOCTn KOMITETeHI Ui

Komnuaekr 3agaHuil AJs1 KOHTPOJBHON pa60Tbl Nel poist nepsoii arrectannu (Scem.)
Bpems Bemnonsenus 90 wmun.

» KonuyecTBO BApUAHTOB KOHTPONBHOH paboThl - 2
* KonuuecTBo 3a1aHMH B KKAOM BapuaHTe KOHTPOJIbHON paboTel ~ 3
» Dopma paboThl — CaMOCTOATEALHAsL, HHINBHIYATbHAS.
Bapuanr 1
3ananuel. OcHOBHEIC ITOHATUS OE30IIaCHOCTH ceTei
3ananue 2. OCHOBHBIC BB ayuTa Oe30aCHOCTH
3aganue 3. [IpoTokoss! ayTeHUT(UKALAN ‘
. Bapuanr 2

3ananue 1. Tuner atak. :
3ajianue 2. OCHOBHBIE (DYHKIIMH KaHAIBHOTO YPOBHS.
3ananue 3. IHCTpyMEHTaIbHBIA aHAIHS 3AIIHIICHHOCTH.

Kommnexr 3axanuii 1jis KOHTPOJbHOH paGorsl Ne2 nnis BTopoii arrecrannn (Scem.)
Bpemsa soinonHenns 90 muH.
* KosnuecTBO BapMaHTOB KOHTPOSIbHOH paboTsl - 2
* KonuuecTBo 3a1anuii B K&KIOM BapUaHTe KOHTPOIBbHON paboTel - 3
» ®opma paboThbl — CAMOCTOSNTE/bHAS, MHAHBH/YaIbHAM,
Bapuanr 1
3ananue 1. DMZ —cucrembl ‘
3amanwpe 2. Uto Takoe cucTeMbl OOHAPYIKEHHUS BTOp)KeHHH (IDS).
3ananue 3. Ceresrie ISD (NIDS)

Bapuanr 2

3amanve 1. DPI- cucTemsl
3amanue 2. WAF-crcremsl.
Baganwe 3. IIpoTOKOJIBI CeTeBOU ayTeHTHGUKAIIH

KommuieRT 3aaauuil 1 KOHTPojbHOoil padoTel Ne3 it BTopoii arrecranuu (Scem.)

Bpewms poimosnisenus 90 muH.

¢ KonuuecTBo BapHaHTOB KOHTPONLHON paboTel - _2

» KonuuecTBo 3aaHuil B KaxK/10M BapHaHTE KOHTPOIbHOW paboThl - 3
» ®opwma paboTst — caMOCTOSTENIbHAS, MHAWBAIYATbHAS.

Bapuanr 1
3ananve 1. Ataka Ha tabauuy MAC.
3aymanue 2. Ataxu xHa cetu VLAN,
Bapmanue 3. Ataxu, cBszagsbie ¢ DHCP.

Bapuanr 2

3amanue 1. ARP araxn.
3ananue 2. ATaku ¢ IOAMEHOH anpeca.
3amanue 3. Ataku, ceszanasie ¢ DHCP.




KoMmitneKkT 3aganuii 419 KOHTPOIbHOH paGoTnl Nel aus mepBoi aTTecTannu (6cem.)
Bpewms einoniaennst 90 MuH.

* KonMuecTBO BapuanTOB KOHTPOJILHOM paboTer - 5 |
+ KonnyecTBo 3a8aHui B KaXKAOM BapHaHTe KOHTPONLHOHU paboTel - _4
« (Dopma paboThi — CAMOCTOSTENbHAS, WHIHBHAYAIbHAS.

Bapuant 1
3ananne 1. 3amuTa He UCTIONb3YEMBIX TOPTOB.
3ananue 2. Hetitpanusanus arak Tabmuisl MAC-aapecos.
3axanme 3. Orpannyenne u n3ydenne MAC-anpecos.
3ananue 4. Pexxumbl HapyLieHHs 0€3011aCHOCTH TOPTa.

Bapuanr 2
3ananue 1. 3amuTa OCTYNA K yCTPOHCTBaM. |
3aganue 2. HazHaueHue aIMUHUCTPATUBHBIX POJICH.
3ananue 3. IIpocToii mpoTokon cereBoro ympasienus SNMP.
Bananue 4. OpeieIecHUE TUIIOB MEKCETEBBIX HKPAHOB.

Bapuanr 3
3anaunue 1. PazpadoTka KOHQUIypallii MEXKCETEBOTO IKpaHa.
3ananue 2.IlocTpoenne Habopa MpaBuil MEKCETEBOTO IKPaHA.
3ananue 3. BogBeHUe pazmuuuii MEX/TY MEKCETEBBIMU SKpaHaMy Pa3InYHbIX THUIIOB
3ananve 4. Kogeunnie TOYKH ¥ CETERbIE JHAJIOTH,

Bapnanr 4
3ananwe 1. Brianenue Hanboree aKTUBHBIX CETEBBIX Y3JIOB ¢ IIOMOIIBIO KOHEUHBIX TOUEK U IAATIOTOB
3amanue 2. OOUIeOCTYIHBIE CaHTHI, KOTOPBIC MOKHO HCITONIB30BATh sl cOOpa HHPOPMAINH O IIEIeBOM
JIOMEHE. :
3amanuve 3. UadpopmManus o perucTpanuy TOMEHa.
3amanue 4. Ananuz DNS.

Bapuanr 5
3amanmel. SSTL
Jaganue 2. X XE-araka.
3amanue 3. XSS-araku.
3ananue 4, CHmKeHHE PHCKa aTak Mexcalitoporo ckpunrunra (XSS) ¢ nomomsio helmet. xssFilter.

KomiuiekT 3aganuii 1/ KOHTPOJIbHON padoTnr No2 nist BTopoi arrecranuu (6¢cem.)
Bpems spimoniHenus 90 muH,
+ KonnuecTBO BApHAHTOB KOHTPOJBHOM paboThl - 5
* KonvgecTBo 3a/1aHuil B Ka&KI0M BapHaHTe KOHTPOJIBHO3 paboTel - _4
 Mdopma paboThl — CAMOCTOSTENbHAS, UHAMBULYalbHAs.
Bapmnanr 1
3ananme 1 BruteForce. ‘
3ajanue 2. TecTupoBaHue Ha IIPOHUKHOBEHUE C TOMONTHIO Burp
3ananue 3. SQL uHBEKIHH.
3aianue 4. Cookie.
Bapuant 2

3aganue 1. Tpunnun ataku BHeaperns SQL.
3ajganue 2. Tuner SQLIL
Bananue 3. 3anmra or SQLI1.
3amanue 4. Union injection.
Bapuanr 3
3amanue 1. Mutepdeiic BupTyansHbIX TyHHEneH [Psec.
3amanue 2. [IpenmymecTsa U HegocTatku NAT. :
3amanve 3. BapuanTh mokiIroueHus k ViHTepHeT-IpoBaiepy
Bapuanr 4
Bamanne 1. @yuxnus mysql(i) real escape_string
3apanue 2. Mcnonp3oBanue aHaimzaropa sqimap.
3aaHue 3. 3axXBaT YUCTHBIX 3anucel
3ananne 4. Ataka npoTokosa oTianku Java Debug Wire Protocol

Bapuanr 5
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Sananue 1. Beb-ysassumocTu

3ananue 2. ConuayibHas HHKEHEPUSL. ‘

3ananue 3. MeTomoNIorus TeCTHPOBAHNUS Ha MpoHMKHOBeHUE: MeToa uepHoro smmka (black box), Merton

Genoro sika (white box), Meroz ceporo simyika (gray box)

3ananve 4. AHanu3 3alMUIIIEHHOCTH BEO-PHITOKEHIH IyTéM BHEUIHUX IPOBEPOK (aBTOMATH3HPOBAHHBIX K

PYYHBIX). g

Ne3 nusia Tperneil arrectanuu (6 cem.)
Bpewms somontennst 90 Mun.

» KonuuecTBo BapManTOB KOHTPOIBHOM paboThl - 3 . :

» KonnuecTso 3aaaHuii B K&YKAOM BapHaHTe KOHTPOIBHOM pa60Tm - 4

i @opMa pa6OTbI — CaMOCTOATEC]IbHAA, HHAUBHUYa/lbHa.

Bapuanr 1

3amanve 1. Paspenka caiitos. [louck xaranoros u ¢aiinos. Dirb, Dirhunt, DirBuster.
3ananue 2. dirsearch —HHCTPYMEHT KOMAHIHON CTPOKH, MpeAHASHAYCHHbIN 1Jist OpyT-Popca (MoucKa myTéM
1I0JIHOTO Nepebopa) AupeKTopuit B Qailiios B BeG-caiiTax.
3apanue 3. DVCS-Ripper
3ananue 4. SQLmap

Bapuant 2
3ajanue 1. ABTOMATHUECKOE CKAaHUPOBAHHUE ¢ NOMOLILIO Strlkel
3ananue 2. CokpelTre ¢ ToMOLIBIO Nipe.
3anauue 3. INonumanue cokeros u cozpanue TCP-cepsepa }
Bananue 4 Coznanue TCP-kinenta :
3ananue 4Pazpaborka ckanepa Nmap

Bapuant 3
3ananne 1. WEP-ataku Ha KOHQUAGHLIMAILHOCTD MPOBOAHEIX ceTel
3ananue 2. [Iporokonsr WPA u AES
3ananue 3. 3a0ayxcieHus 0 0€30nacHOCTH GecnpOBonﬂon ceTH
3anaHue 4. becripoBoaHbIe aTaKK W 3aLIMTA OT HUX

Kpurepuu oteHkH ypoBHs chOPMHPOBAHHOCTH KOMTICTCHIMH MPH MPOBEIEHNH KOHTPOIBHOH paboThL:

- OLEHKA «OTJIIMYHO»: MPOJIEMOHCTPUPOBAHO IPaMOTHOE [10CIICAOBATEIbHOE PEIleHHe 3aiaq (3afaHnit) rpu npa
BIJILHO BBIGPAHHOM ajroputMe. JlaHbl BepHble OTBETHI HA BCE BOTIPOCH! U YC/I0BM: 3anad (3ajanui). [Ipn HeoGXoMUuMOCT!
cAeNaHbl NOACHEHHS U BLIBOALI (COAEPIKATENbHbBIE, JOCTATOYHO MOJHbIE, NPAaBWIbHbIE, YUYHTHIBAIOIIKE CHELU(UKY Mpo:
GIEeMHON CUTYaLMY B 3a1aU€ WK C He3HAUMTENbHbIMY OLLHOKAMN);

- OLEHKA «XOpOLLO»: TPAMOTHOE M0Ce0BaTe bHOE peLieHye 3ahad (3a]aHui) npy NPaBUIbHO BLIOPaHHOM airo
pur™me. OHAKO, OTBETHL HA BOMPOCH! K YC/IOBHA 3a1a4 (3a,uaHHH) cozeprkaT HesHaunTenbHbie olnoku. HoscHenns v BoIBO
OBl OTCYTCTBYIOT HJTH JaHbl HEBEPHO;

- OLIGHKA «yJIOBJIETBOPHUTENIBHON: 00yHaroIuics OpI/IeHTI/IpyeTCSI B MaTepHaile, HO IPUMEHSET ero HeBEPHO, BBIOH
paeT HempaBMIEHEIH anroOpuT™ pelleHus 3a/ad (HEBEpHBIE HCXOAHBIE JaHHbIC, HEBEPHAs TOCNEHOBATENEHOCTD PEIIEHHUS |
Jp. oMOKK), 10MYCKAeT BLIUUCIUTENbHBIC OlIKMOKM. [TosgcHEHNS 1 BBIBO/bI OTCYTCTBYIOT HIIK Aar{‘m HEBEPHO;

- OlEHKA KHEYNOB/IETBOPHUTE/ILHOY: obyualouuiicss ciabo OpUEHTUPYETCs B MaTepuase, BbIOMpAeT HEeIPaBUIIbHbIE
QITOPHTM pELIeHHUs, JOMYCKaeT 3HAUMTENbHOE KOJUUECTBO BbIYHCANTENBHBIX OLUINOOK. Hoxcner“ma ¥ BBIBOJbI OTCYTCTRY:

FOT.

Chnucox BonpocoB K 3a4ety (6¢cem)

Komuexr 3aganii A9 KOUTPOAbHOH pa@on Nel aoist nepBoit arrecTanuy (Scem.)
OcHOBHBIE TOHITHS 0€30I1aCHOCTH CETEH
OcHOBHEIC BH/IBI ayauTa OE30M1aCHOCTH |
[IpoToxossl ayTeHUThHKALUY ‘ "
Tune! atak. "
MHCTpyMEHTATBHELH AHATH3 3AHILEHHOCTH.

DMZ —cuctemsl

Yro Takoe cucTeMsl O6Hapy>KGHI/IH sropxxennit (IDS).
Ceressie ISD (NIDS)
DPI- cuctemsl

|

3.3. 3agaHns A/ NPOMEKYTOTHOMH aTTeCTauun (3a4era u (MWIM) YIK3AMEHA)
|
|

W XN R
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10. WAF-cuctemsl.
11. ITpoToKOJIBI CETEBOH ayTeHTH(PHKALUY
12. Araka Ha Tabnuiy MAC.
13. Ataku na cetu VLAN.

14. ARP artaxmu.

15. Araku ¢ TOAMEHOH ajipeca.

A A Al e

26.
27.
28.
29.
30.
31.
32.
33.
34.
35.

CucoK BOIPOCOB K :mjameﬂy (7 cemectp)
3amyTa He UCTIONb3YEMBIX IIOPTOB.
Heifrpanuzanus atak tabinuis: MAC-aapecos.
OrpannueHue u u3yderaue MAC-anpecos.
Pexxumel HapyieHust 6€3011acHOCTH TOPTa.
3ammTa I0CTyIa K yCTpOUCTBAM.

Hasnauenue aaMUHUCTPATHBHBIX POJICH.
[IpocToit IPOTOKOI CETEBOTO YIIPABIECHUS SNMP.

OrmipenieneHue TUMOB MEKCETEBBIX IKPAHOB. ‘

PaspaboTka KoH(pUTyparuy MeXKCeTeBOT0 SKpaHa.

[Mocrpoenue Habopa MPABHIT MEKCETEBOTO IKPAHA.

Brigsneunne paznuunii Mex1y MEXCETEBBIMU DKpaHaMI/I PAa3TMYHEIX THTIOB

KoneuHbIe TOUKH U CETERbIC JHAJIOTH,

Brisenervie HanOoiee aKTHBHBIX CETERBIX y3n013 C TIOMOIIBIO KOHEYHBIX TOUEK U JUATOTOB
OOIeOCTYIHbBIE CAlThI, KOTOPBIE MOYKHO UCTIONB30BATE IS cOOpa MH(QOPMAIMH O 1I€JIEBOM JOMEHE.
Ananuz DNS. :

XXE-araka.

XSS-ataxmu.

CHIKEHME PUCKa aTaK MeXCaiTOBOrO CKpI/IHTI/IHTa (XS S) ¢ rromotnsio helmet.xssFilter.
BruteForce.

TectupoBanye Ha MPOHUKHOBEHUE C [IOMOIIBIO Burp

SQL uabeKnmH.

Cookie.

Tuner SQLI.

Zamura 0T SQLI.

Union injection.

WuTepdeiic BupTyasibHBIX TyHHENeH [Psec,

IMpeumymectsa u HemoctaTku NAT. ‘

BapuamTel moaxmoueHust K IHTepHeT-1IpoBaiinepy

Oyuximst mysql(i)_real escape_string

Vicrionb3oBanue aHaimsaropa sqlmap.

.3axBaT YYETHBIX 3allUCEH

Araxa ipotokona otianku Java Debug Wire Protocol

Beb-ysa3BaMocTr

ConpanpHas HHXEHEePHU.

MeTo10I0THs TeCTHPOBAHKs Ha IPOHUKHOBeHKEe: Merto yeproro smuxa (black box), Merox Genoro

smwka (white box), Meton ceporo simpka (gray box)

36.
HBIX).
37.
38.

AHanu3z 3aMAMERHOCTY BEO-NIPUIOKEHHU Ty TéM BHENTHUX IIPOBEPOK (aBTOMATU3UPOBAHHBIX ¥ Pyd-

Paseeska caittos. Iouck katanoros u ¢aitnos. Dirb, Dirhunt, DirBuster.
dirsearch —HHCTPYMEHT KOMAHTHON CTPOKH, IIPEHA3HAUCHHBI] 11 OpyT-popca (moucka nyTéM

nosHoro nepebopa) pupexTopuit U Gaitos B BeO-caiTax.

39.
40.
41.
42.
43.
44,
45.
46.
47.

DVCS-Ripper

SQLmap ‘
ABTOMATHYECKOE CKAHMPOBAHKE C NOMOLUEK Str 11(@1
CoxkpbiTre ¢ nomoliubto Nipe.

[Nlonumanue coxeros u coznanue TCP-cepsepa
Coznanue TCP-kuenTa

Paspabotka cxanepa Nmap

WEP-araku Ha KOH(QHUASHIHANEHOCTE MPOBOJHBIX CETEH
[Iporoxossr WPA u AES

15




48,  3aGnyxzeHus o 6e3onacHoCTH GeCPOBOIHOM CETH :
49.  becrpoBoaHbie aTaKK 1 3aLIUTA OT HUX '

DK3aMeHbl MOTYT GbiTh [POBEACHDI B MHCHMEHHON (OpME, a4 TAKKE B NUCHMEHHON (OpMe ¢ YCTHEIM JIOMONHEHH-
&M OTBETA. ‘
DK3aMeH 110 JUCLMTIMHE (MOLYII0) CAYKUT Ul OueHKH paboTel CTYAEHTa B TeYeHUM cemecTpa (roja, BCero
cpoka oOy4eHusl ¥ Ip.) ¥ NPU3BAH BbIIBUTL YPOBEHb, KAYECTBO U CHCTEMATHYHOCTD ITOJYYEHHBIX UM TEOPETHYECKUX 1
TIPAKTHUCCKUX 3HAHKH, MPHOOPETCHUS HABLIKOB CaMOCTOSTENbHON paboThl, PA3BUTHS TBOPUECKOTO MBILLICHHUS, YMEHUS
CUHTE3UPOBATh MOTYHEHHbIC 3HAHMS M IPUMEHATh UX B PELieHUH NPaKTHUECKUX 3ajau. [1o WToram sk3aMeHa, B COOT-
BETCTBUM C MOAYJIbHO —~ PEATHHIOBOR CHCTEMOH YHMBEPCUTETd BBICTABIAIOTCS Oalibl, C MOCACAYIOWHM IEPEXOAOM 110
11Kaj1e OUEHOK HA OLCHKH: KOTIHYHOY, «XOPOLUOY, «YAOBICTBOPHTENBHO) U «HEY/IOBIETBOPHTEILHO», CBUAETENLCTRY -
FOIME O NPHOOPETEHHBIX KOMIIETEHUMAX WIH HX OTCYTCTBHH.

®opma IK3aMeHANUORBOT0 OnieTa (npumep odopmieHus)

MuHHCTEpCTBO HAVKH ¥ BhIcHiero odpazopanns PO

DOI'EOY BO "Jlarectanckuii roCyAapCTEEHHI TEXHHYeCK i VHUBepeHTeT"

Hucupmmnna (Monyis) «be30nacHocTh BLIMHCINTEILHBIX ceTely

Kon cneumansrocru 10.05.03 «Mudopmanmonnag 6e30nacHOCTE ABTOMATHINPOBAHHEIX
CHUCTEM»

CrienaibHoCTh _Be30nacHoeTh 0TKDBITHIX HHGODMANOHELIX CHCTEM

Kadenpa HB Kype 4  Cemectp 7

Dopma o0yueHus — QHHAad, QUHO-3aa04HAs

IK3AMEHATIMOHHBINA BUJIET Ne__1

1. Araka nporokosa otnanku Java Debug Wire Protocol
2. Beb-ysa3BumMocTH

DK3amMeHarop....... ..Mupzemaromeaosa M.M..
VYrBepikacH Ha 3aceqanun kadenps (nporoxoi N ot 20 1)
3as. kadenpoii (Hazpanue) Ub................. I"U. Kauaesa

Kpurepuu oueHKu yporHs ¢hOPMUPOBAHHOCTH KOMNETEHIMH 110 pe3ysbTaTaM MPOBEeACHUS 3a4eTa:

- OlleHKa «3a4TeHON: 00y4atoLUHCs JEMOHCTPHPYET BCECTOPOHHEE, CHCTEMAaTHIECKOE 1 IITy00oKOe 3HAHHE MaTe-
puajia, cBoGOAHO BLIMOMHACT 3a4aHMUS, IPELIYCMOTPEHHbIE NPOrPAMMON AUCUMIIMHbI, YCBOUBLUNH OCHOBHYIO M JIONOJ-
HUTELHYIO uTepatypy. OOyvatowuics BoINOAHACT 3a8aHMs, NPEAYCMOTPEHHBIC IPOrPAMMON JMCLUILIKHEL, HA yPOBHE
He Huke 6a30Boro;

- QUEHKA «HE 3a4TEHO»: 00YyUaroWuics AeMOHCTPUPYET He3HaHue MaTtepuana, He BBIMOJHAST 3afaHnud, npeay-
CMOTpeHHbIE NPOrpaMMOoit AnCLMLIKHbl, OOyualoluics He BbIMONHACT 3a/laHus, PEAYCMOTPEHHbBIC NPOrpaMMoi anc-
LAIUIMHBL, Ha yposHe Hwxe Gasosoro. [Manereiimee ocsoenne ONOIl He BO3MONKHO 6€3 NOMOTHATENBHOTO H3YHEeHHs
MaTepuana v MoAroTOBKHM K 3a4eTy.

Kpurepuu oLeHKH ypoBHS ¢)OpMUPOBAHHOCTH KOMIETEHIMH TI0 pe3ysibTaTaM MpoBeneH s AUGGepeHUHpOBaH-
HOTO 3auéTta (3a4eTa ¢ OLCHKON) / sK3ameHa:

-OLEHKA «OTJIMYHOY»: OOYYarOIMMICs Aan MOAHbIA, Pa3BepHyThIH OTBET HA MOCTaBJISHHLIH BONPOC, NPOSBUI CO-
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BOKYITHOCTb OCO3HAHHBIX 3HAHUH 00 00BeKTe, I0KA3ATENBHO PACKPBIT OCHOBHEIE TIONOKEHNs TeMbl. B oTeete mpocie-
JKUBAGTCA 4eTKas CTPYKTYpa, JOrnuecKas MOCneloBaTe/bHOCTh, OTPAKAIOLIAS CYLUHOCTb PACKPHIBAEMbIX MOHATHIL, AB-
neuri. O0yqarowuics NOAKPETUIAET TeOPETUUECKUH OTBET NpaKTUYeCKUMU npumepamu, OTeer chopMyIUPOBAH Hayu-
HBIM A3bIKOM, oB6ocHOBaHA aBTOpCKas NO3HUIUA 06yqarome}r0c5{.‘ MOF}/T OLITD JAOMYLUCHB! HEXOYETHI B ONPEHAC/ICHUN I10-
HfITI/II;'I, HCIIpAaBJ/iCHHbBIC CTYICHTOM CaMOCTOATEC/IbHO B npouecce OTBETA W/IM C MOMOLIBIO («HABOAAIINX) BOMPOCOR TIPe-
mopasatesid. Obyyarolmumces MPOAEMOHCTPUPOBAH BbICOKHH YPOBEHb BIaIEeHHs KOMITeTeHIIHeH(-IMHu );

-OLEHKA «XOpOLIO»: OOYYAIOWIMMCS aH TOMHbIA, pa3BepHyThiii OTBET HA TIOCTABJICHHBIM BOTPOC, MPOSBIEHO

YMEHUE BBIACNATE CYLICCTBEHHBIC W HECYIIECTBEHHBIC NPU3HAKHU, TIPHUUMHHO-CIIEACTBEHHBIE CBA3U. OTBET YETKO CTPYK-
TYpPUPOBaH, JIOTHYCH, HO €CTb HEAOUETHI B (POPMYTMPOBAHMH MNOHATHH, peleHny 3agad. [Ipi oTBeTax Ha AOTOJHUTEb-
HbIE BOIPOCH! AOMYLIEHbl HE3HA4YHTENIbHbIe OLKHOKH. O0yYarolUMCs IPOASMOHCTPUPOBAH [OBbILIEHHbIH YPOBEHb BJia-
IEHMA KOMIIETEHUMEH(-IMU); ' ‘

-OlleHKa «YJOBJIETBOPUTENLHOY: 00yHalOUMMes JaH H?enongu‘/'l OTBET Ha BOIPOC, JIOTUKA W TOCHeA0BaTS/ b~
HOCTb HM3JI0’KEHHMs HMEIOT CyLEeCTBeHHble HapylleHus. JonymeHbl rpybbie OlUMOKH TP OMPENENeHHH CYIHOCTH pac-
KPBIBAEMbIX TIOHATUN, dBAeHUMN, HapyLICHa JIOTMKa OTBETa, HE cAesanbl BBIBOJAL. PeveBoe odopmiieHue TpebyeT kop-
pexumu. OOyuaromuiics UCIIBITHIBACT 3aTPyAHOHHE NPH OTBETE Ha JOTIOJHUTENbHBIE BONPOCH. O0ydaomuMces npoje-
MOHCTPHPOBaH 0a30BbIH YPOBEHB BiTafieHUS KOMITETeHIMEH(-1MH),

-OLICHKH «HEYOBJICTBOPUTENLHOY: 00YUatOLMHCS UCIBITHIBACT 3HAYUTEIIbHbIC TPYJHOCTH B OTBETE HAa BOMPOC,
JIOTYCKAET CYLIECTBEHHbIE OLHOKH, HE BlIaJIeeT TePMUHOIOrMEH, HE 3HACT OCHOBHBLIX IOHATHH, HE MOXKET OTBETHUTL Ha
KHABOSIIHEY» BOMPOCHI MperoaBaTes. ObyqaronymMcs mpoeMOHCTPHPOBAH HU3KAN YPORESHDL BIAJCHUA KOMITETEHIU-
eti(-amn).
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