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1. O61acTb NpHMEHEHHS, eJH H 321a4M (POH/IA OLEHOUHBIX CPeACTB

@OHJ OLEHOYHBIX CPENCTB (d)OC) SIBJISIETCS. HEOTHEMJIEMOH 4acThio paboueid mporpammbl
mucuumuael - OGecnevenne  MHOOPMALMOHHON —0€30macHOCTH B MHOOPMALMOHHBIX — CETAX M
NpPEeAHA3HAYEH JUIsl KOHTPOJS M OLEHKH O00pa3oBaTeNbHBIX OCTHXEHMH OOydarommxcs (B T.U. 10
CaMOCTOsITeNbHOM paboTe cTynenTos, ganee — CPC), 0CBOMBLIMX MPOrpaMMy NaHHOMN JUCLUILIHHBI.

Llenbto hoHNa OLEHOYHBIX CPEACTB SIBISETCS YCTAHOBJIEHHE COOTBETCTBMS YPOBHSI MOATOTOBKH
obyuaromuxcst Tpebosanusam @I'OC BO no creunanbHoctn 11.05.01 PagnosnekTpoHHbIE CHCTEMBI U
KOMILIEKCBL.

PaGoue#t mporpammoii aucummuiebl - OGecrievenre  MHQOPMAIMOHHON — GE30MacHOCTH B
MHPOPMAIMOHHBIX CETSIX IPEAYCMOTPEHO (OPMUPOBAHHE CIEYIONIEH KOMIETCHLIHH:

IIK-1. Crioco6eH oCymecTBNATh aHANK3 COCTOSHHS HAYYHO-TEXHHYECKON MPOBIEMbI, OMPeNeNsTh
LIEJIM U BBIMNOJIHATH MOCTAHOBKY 33124 MPOEKTUPOBAHMS.

2. OnucaHne nokasaTesiell H KPHTEPHEB OLEHHBAHHS KOMIETEHUHH, (POPMHPYeEMbIX B mpouecce
OCBOCHHS AHMCUHILIHHBI (MOYJIs)
Onncanne mokasateneii M KpUTEpHEB OLEHHBAHHS KOMIETEHLWH, GOpPMUPYeMBIX B mpouecce
OCBOEHHS AIMCLMUILIMHBI (MOZYJIA), M UCTIONIb3yeMble OLIEHOUHbIE CPENCTBA MPUBENEHBI B TAOMHIE 1.
Ilepeuens oyenounvix cpeocms, pexomenoyemovix Onsi sanoanenus mabmuys:r 1 (6 POC ne
NPUBOOUMCSI, UCRONB3YEMCS MONBKO OISl 3aNOAHEHUs. Mabiuyst)
o Koumponsnas paboma
o Vemmnuwiii onpoc

® Bonpoce 0isi BPOBeOeHUs IK3AMEHA
Ilepeyens oyenounvix cpedcms npu HeOOXOOUMOCHIU MONHCEm ObiMb OONOIHEN.



2.1. llepeueHn KOMIETEHUHH ¢ yKAa3aHHEM ITanoB HX ¢popMupoBanus B npouecce ocsoenusi OIOII

TIK-1. Crioco6en

3a7a4 NMPOCKTHPOBAHUA

TIK-1.1. 3Haer craguu

3HATh. - METONOJIOTHYECKHE U TEXHOJOIMYECKHE OCHOBBI
KOMILIEKCHOTO obecnieuenust 6esonacHoctu AC, - yrpo3sl 1

OCYLIECTBJIATh aHAJIU3 NPOEKTUPOBAHHS
COCTOSIHUSI HAyYHO- [IK-1.2. Ymeer MeTobl HapyeHust 6esonacHoctu AC, - popmanbHbIe
TEXHUUYECKOH npobnemMsl, | paspabaTeiBaTh MOJIENH, JIeXKAIne B OCHOBE cHCTeM 3authl AC, - cTaHIapTh
OTpeNeNsATh Ueu 1 TEXHUYECKOE 3a/JaHNe Ha 1o oueHke 3amuieHHoCTH AC U UX TEOPEeTHYECKHUE OCHOBBI, -
BBITMIOJIHATD TIOCTAHOBKY | POEKTHPOBaHHE METObI U CPEACTBA peanu3aluny 3amuieHHeix AC, - MeTozbl U

cpencTsa BepuUKaLMU U aHAIN3A HATEKHOCTH 3aIHLIEHHBIX
AC;

yMETb: - MPOBOAUTH aHamu3 AC ¢ TOUKH 3peHus oOecreueHus
KOMIIBIOTEPHOM 0e30MaCHOCTH, - pa3pabaTeiBaTh MOJEH U
MOJIUTHKY O€30MaCHOCTH, UCIIOJIb3Ys H3BECTHbIE NOJ-XO/B,
METOIbI, CPEJCTBA U UX TEOPETUYECKHUE OCHOBBI, - IPUMEHSATh
CTaHJapThI M0 OLeHKe 3aiuimeHHocT AC npu aHanm3e u
NPOEKTHPOBAHUH CUCTEM 3aluThl HHpopmanuu B AC, -
peanr30BbIBaTh CUCTeMBI 3amuThl HHGOopManuu B AC B
COOTBETCTBUH CO CTAHAAPTaMH IO OLeHKe 3aumeHHocTH AC;
BJIaJIeTh HaBbIKaMH: - paboTbl ¢ AC pacrpeneneHHbIX
BBIUMCIIEHUIT 1 00paboTKH HHbOPMaLUH; - paboThI C
nokymenrauueid AC, - UCIIOJIb30BaHUs KPUTEPHEB OLIEHKH
samumeHHocTd AC, - moctpoeHus: GopMaIbHBIX MOJENei
cucrem 3aumthl HHGopmanun AC.

NeNel-9

2.1.2. dranbl (pOPMHPOBAHHSA KOMIETEHLHH
ChopMHPOBAHHOCTb KOMIeTeHImil 10 aucuuruiHe Obecnedenne HHOOPMALMOHHOI Oe30nacHOCTH B MHOPMALIMOHHBIX CETSX ONpPENeNseTcs

Ha CIeNYIOIIHX JTanax:
1. DTan TeKymuX aTrecTauuii (/[is nposedenusi meKyuux ammecmayuii Mo2ym Ovime UCHONb306AHBI OYEHOUHbIE CPEOCMEA, YKA3AHHbIC 6

pazoene 2)

1 "
Haumenosanus pazoenos u mem 00JiceH COOMEemcmeosams paboyeil npozpamme OUCYUNIUHbL.



2. JTan npoMeRyTOYHBIX aTrecTauuil (/s nposedenus npomexncymoynoli ammecmayuu mozym 0vimes UCHONb306AHbI Opy2Ue OYeHOUHbIE
cpeocmea)

Tabauua 2

ITK-1. Criocoben IIK-1.1. 3naer cranuu Koutponsnas | Kourtponenas | KonrponeHas | KonTtponeHas Tecr. verHbi OMbOC
OCYLLECTBJISITb AHAJINU3 | MPOEKTUPOBAHUs pabora Nel pabota Ne2 pabora Ne3 pabota - P
COCTOSIHHSI HAy4HO-
TEXHUYECKOH
npoOieMbl, ONpenessiTh Kourponwshast | KourponeHas | Kontponenas | Konrtponsnas -

_ Tecr, ycTHBIH ompoc
LI€JIH U BBINIOJHSTD IIK-1.2. Ymeer pa3pabaTbiBaTh pabota Nel pabota Ne2 pabora Ne3 pabora
MOCTAHOBKY 3a/1a4 TEXHUUYECKOe 3aJaHNe Ha
MIPOEKTHPOBAHUS MIPOEKTUPOBAHUE

CPC - camocrosTenbHas paboTa CTyA€HTOB;
KP — xypcoBas pabora;
KII — xypcoBO# ITPOEKT.
2.2. Iloka3aTe/ s ypoBHeii ¢(popMHPOBAHHOCTH KOMIIETEHIIHH HA 3Tanax HX (P)OPMHPOBAHHS, ONHCAHHE IIKAJI OLEHHBAHHS
2.2.1. Tloka3areu ypoBHeii ¢c(hopMHPOBAHHOCTH KOMIIETEHIHH HA 3Tanax HX (OPMHPOBAHHS

PesynbTaToM OCBOeHMsi aucUMIUIMHbI ObGecneuenne MHGOPMALMOHHONW 0e30MacHOCTH B UH(GOPMALIUOHHBIX CETSAX SBJIAETCS YCTAHOBJIEHHE
OIIHOTO M3 yPOBHEH C(OPMUPOBAHHOCTH KOMIIETEHLINH ! BHICOKHI, IOBBIIIEHHBIH, 0a30BbIi, HU3KHIA.

Tab 3

Beicokwuii CopmupoBaHsl  YeTKHE CHCTeMHble 3HaHus | | OOydarommMmcss — yCBOGHA — B3aMMOCBS3b  OCHOBHBIX

AOEQ.:AN «OTJIMYHO», AAuNJHOIOUv TNPCACTABJICHHUS IO JHCLMITIIHHE. MOHSATUH JUCLMIUIMHBI, B TOM 4YHCIE s PCIICHUA

>
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OtBeTHl Ha BOIIPOCHI OLICHOYHBIX CPCACTB IIOJIHBIC H

BEPHBIC.
JlaHbl pa3BepHYTHIC OTBETHl Ha JONOIHHUTEIBHBIC
BOIIPOCHI.

O6yuarorumcst TPOACMOHCTPHPOBAH BBICOKHE

YPOBCHDb OCBOCHHUSI KOMIICTCHIIUHA

npoeCCHOHATBHBIX 3a4ad.

Ortsersl Ha BOIPOCH OLICHOUHBIX cpeacTs
CaMOCTOSITC/IbHBL, HCYEPIIBIBAIOIINC, coaepKaHHe
BOIPOCa/3aaHHsI OLIEHOYHOTO CPEACTBA PACKPBITO MOTHO,
npodeccHoHaTbHO, rpamMoTHO. JlaHbl  OTBETHI  Ha
JIOTIOTHUTEIBHBIC BOIIPOCH.

O6yuaromumes IPOACMOHCTPHPOBAH BBICOKHH YPOBCHB
OCBOCHHSI KOMITICTCHLIMA

[NoBbimeHHBIH
(OLICHKA «XOPOLIOY», «3aYTCHO»)

3HaHHA W TNPEACTABACHHS MO  AHCLMILIMHE
c(hOopMHUpOBaHbI HAa MOBBILIICHHOM YPOBHE.

B orBerax Ha BONPOCHI/33ahaHHs OLICHOYHBIX CPEACTB
M3JI0KEHO TIOHMMAHHE BOINPOCA, JAHO JOCTATOYHO
MOAPOOHOE ONHMCAHHE OTBETA, MPUBEACHBI H PACKPBITHI
B TE3UCHOM (POPME OCHOBHBIC ITOHSTHSI.

OtBer OTpakaeT MOJHOE 3HAHHE MATEPHAIA, & TAKXKE
HAJIMYHE, C HE3HAYHUTEIbHBIMHU MPOOETaMH, YMEHHH U
HaBBIKOB MO HM3y4acMOH AUCUMIUIHHE. JIOmyCTHMBI
€AMHUYHBIC HETPYOBIE OIIHOKH.

OOyuaromuMess TPOASMOHCTPHPOBAH ITOBBIIICHHbIH
YPOBEHb OCBOCHHsI KOMIICTCHLIHH

ChopmupoBasbl B LEIOM CHCTCMHBIC 3HAHHS H
MPEACTABICHHUS 110 AUCLHILIHHE.

OTBeTsl Ha BONPOCH OLCHOYHBIX CPEACTB IOJHBIC,
IPaMOTHBIC.

ITposEeMOHCTPHUPOBAH MOBBHIIICHHBIH YPOBCHb BIIaACHHUS
MPAKTHYCCKUMH YMCHHSAMH H HaBBIKAMH.

JlonyCTUMBI  CAMHHYHBIC HErPyOBIC OIIMOKM IO XOAY
OTBETA, B IPUMCHCHUH YMCHHH 1 HABBIKOB

Bazosbiit
(OLICHKA «Y0BICTBOPUTEIBHOY, «3AUTCHO)

X

OTBeT OTpaXkaeT TCOPETHYCCKHE 3HAHHSI OCHOBHOTO
Marepuana AMCLMILUIHHBL B 00beMe, HEOOXOAUMOM ISt
nmansHedmero ocsoenus OITOIL

OO6yuyaroruiicss JOMyCKaeT HETOYHOCTH B OTBETE, HO
obnagaer  HEOOXOAMMBIMH  3HAHHUSIMH IS HX
YCTpPaHEHHS.

OGyuarommmest MPOACMOHCTPUPOBAH 6a30BbIit
VPOBEHb OCBOCHHSI KOMIICTCHLIHH

OOyuaromuiicss BIaAeeT 3HAHUAMH OCHOBHOTO MaTepHal

Ha 6a30BOM YPOBHE.
OTBeTHl Ha BOMPOCHI OLICHOYHBIX CPEACTB HEIOIHBIC,

JOMYLIEHBI CYIIECTBEHHBIC OLIMOKH.
INpoxemoHcTprpoBaH  0a30BBIM  YPOBEHb  BIAJCHHA
MPAKTHYECKUMU YMEHHSAMH u HaBBIKAMH,

COOTBETCTBYIOLINI MHHUMAIBHO HEOOXOIMMOMY YPOBHIO
JULSL pelieHUs TpOdeCCHOHATbHBIX 3aa4

Huskuit
(OLICHKA «HEYAOBICTBOPUTEIBHON,
«HE 3aYTCHO)

JIGMOHCTPHUPYET MOIHOE OTCYTCTBHE TEOPETHUECKHUX 3HAHMH MaTepHasia AMCLUILIMHBL, OTCYTCTBHE NMPAKTHYECKUX

VMEHHH U HABBIKOB

TMokasatenu ypoBHell c(OPMHUPOBAHHOCTH KOMIETEHLMI MOTYT ObITb H3MEHEHbI, NOMOJHEHbl M aJAaNTHPOBaHBI K KOHKPETHOH paboueit

nporpaMme OUCLUIIUHBI.
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2.2.2. OnucaHue WKAJ OLeHHBAHHUS

B ®I'bBOY BO «II'TY» BHempeHa MOIyJNbHO-PEMTHHIOBAs CHUCTEMA OLEHKH Y4eGHOl
ACATENBHOCTH CTY[EHTOB. B  COOTBETCTBMHM C 3TOH CHCTEMOIl NPUMEHSIOTCS NATHOANbHAS,
nBanuaTubanpHas U crobasnbHas MIKAJbl 3HAHUMN, yMEHUI, HABBIKOB.

IIkanb1 oueHuBaHus

§ Kpurepun ouennBanus

£
T S 8
I E -]
& s =
& g ]
E g |%
2] R 5

IMoxaseiBaeT BHICOKHI YPOBEHb CHOPMUPOBAHHOCTH KOMIIETCHLIHIA, T.C.:

(=]

o | —  IPOAEMOHCTPHPYET rIyGOKOE U MPOYHOE YCBOCHHE MAaTEPHAa;
“ & 2 ~  HCYEPNBIBAIOLIC, YETKO, MOCICAOBATEIBHO, IDAMOTHO M JIOTHYCCKH
A A X & CTPOMHO M3/1aracT TCOPCTHYCCKUI MaTepHa,
E é:? E g —  TpaBUIBHO (POPMUPYET ONPEICICHHS,
E8| 8 E g — JIEMOHCTPHPYET YMEHMsS CaMOCTOSTCIbHOM pPabOThl ¢ HOPMATHBHO-

1 8 8 5 .

5 5 5 5 5 = MIPAaBOBOH JIUTEPATyPOH;
¥ig | =% A —  YMEET JAeNaTh BHIBOJbI 110 H37aracMOMy Martepuaiy.

~ 3 TNoxa3biBaeT JOCTATOUHBIH YPOBEHD CHOPMUPOBAHHOCTH KOMIICTCHLIHIA, T.C.

=

: ; ~ JIEMOHCTPHpPYET AOCTATOYHO MOJHOC 3HAHMC MATEpHana, OCHOBHBIX
< 15 = TCOPETHUYCCKHUX MOJIOKCHHUI;

ad
¥ ) o — JIOCTaTOYHO MOCJIEAOBATEIBHO, FPAMOTHO JOTHYECKH CTPOMHO M37aracT
g g <E3 MaTepuar,
88|88 g 3 — JIEMOHCTPHMPYET yMEHHsI OPHCHTHPOBATCS B HOPMAIIBHOM JHTEPATypE;

B = =

S 9 S — YMEEeT AenaTh AOCTATOYHO OOOCHOBAHHBIC BBIBOABI TO H31AracMOM
RalRa |23 y y

MaTepuay.

IMokaseiBaeT MOPOroBeIit ypoBEHH CHOPMUPOBAHHOCTH KOMIIETEHLIHIH, T.C.

2 2 2 —  JCMOHCTPHUPYET OOLIEE 3HAHUE U3Y4AEMOr0 MATCPHAIIA,
a ) & ?
°§ “E - E 5 — MCHBITBIBACT ~ CEPbE3HBIC  3aTPYAHCHMA  0OpPU  OTBETAX  Ha
= = 8 g8 JOTIOJIHUTCIIBHBIC BOTIPOCHI;
2 = 2
] ] é ] é —  3HAET OCHOBHYIO PEKOMCHAYEMYIO JIUTEPATYPY:
m ~
E 9 q:) -+ § 2 — YMEET CTPOMTh OTBET B COOTBETCTBHH CO CTPYKTYPOM H31araeMoro
= 2 = ~
25| 8. g, marepuana.
= O A = o
el | 2R
=0 | "= T
2 2 2 CraBurcs B ciiydae:
(=] (] o ~
- £ Z ~  HC3HAHMs 3HAYUTEIBHON YaCTH MPOrPAMMHOrO MaTepHana;
o o 5 —  HC BJIaJCHHS NOHATHHHBIM ANNapaToM AUCLHUILIHHEL,
= =] =
=S 5 5 ~ JONYWICHHS CYIICCTBCHHBIX OWHMOOK MNPH H3NOKEHUH yueBHOTrO
{é g 8 lg ) Marepuana;
@ wm| 2E g E — HEYMEHHE CTPOHThb OTBET B COOTBETCTBHH CO CTPYKTYPOI M3IaracMoro
§ 2 §( é § é BOIPOCA;
5 ,§ = 2 ~  HEYMEHHC JE/aTh BBHIBOABI [0 M3IAracMOMy MaTepHay.
T~ | T T —
T T ¥
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3.

Tunosbie KOHTPOJIbHbIE 321AHHS, HHbI€ MATEPHAJIbI H METOAHYECKHE PEeKOMEeHJauMu,

Heo0XoMMbIe 1151 OLleHKH c(POPMHPOBAHHOCTH KOMIETeHUHii B mpouecce ocBoenust OTIOTI

S T b

IR

W

3.1. 3apaHus 1 BONPOCHI /IS BXOJHOrO KOHTPOJISI
Iousitue nadopmanmu. :
Cucrema ynpasneHunst THQOPMALIMOHHOMN GE30MacHOCTHIO.
INomtrka nHbOPMALMOHHON GE30MaCHOCTH.
HudpactpykTypa HHPOPMALHOHHOM 6€30MaCHOCTH.
Dusnueckas 6€30MacHOCTb U GE30MACHOCTb OKpPYIKAroIIei cpesbl.
VrpapneHue HOCTYIIOM K CHCTEMaM.
3.2.1. ATTecTanMoHHasi KOHTPOJIbHAsA pa6oTa Nel
OcHOBHBIE IOHATHST HHPOPMALMOHHON GE30MaCHOCTH.

ABTOMaTH3MpOBaHHas cuctema 06paboTku uHdopmaumn. Ilpencrasnenue unbopmannu B
AC.

ba3zoseie cBoiicTBa nHpOpManuu
Jonyck x uadopmauuu. bazossie moHsTHS
Onpenenenue yrpossl 6esonackoctu aist AC. IIpoTuBoneicTBre yrposzam 6e30MacHOCTH
Knaccubukauus BO3MOXHBIX yrpo3 uapopmaiuonHoii 6esomacHoct AC. BaxHble cBoiicTBa
HUHPOPMALIUK U CHCTEM ee 00paboTKu.
Vposuu noctyna k nHGopMaLuu. AHanu3 yrpo3 MHPOPMALMOHHOH 6e30MacHOCTH.
ba3oBas 3TanoHHas Moesb B3auMOJIEHCTBHSI OTKPBITBIX CUCTEM
Iportokoa. Cerb kKak HAGOP MPOTOKOJIOB
Crex npotokonos TCP/IP. Cootsercrsue yposreii creka TCP/IP ypousam moznenu OSIL.
IP anpecauus. Knmaccer IP cereit. Xapakrepuctuku knaccos IP-anpecos. Boinenenusie IP-
azpeca.
3.2.2. ATTecTALHOHHASI KOHTPOJbHAsi paboTa Ne2

[lnro3b1 1 MocThL. Macka noaceru. [loaceru ? nepsblii GaCTHOH 3aLUTHL.
Hnreprer npotokonst: Ipotokon nepecwinku aiinos FTP; Ipotokon Telnet; IIpotokon
SNMP; Ilporokon SMTP; Ceresas daiinosas cucrema NFS; Ilporokon mnepexaun
runeprexcra (HTTP); Cepsuc DNS.
Cxema uHKanCyIsILMK JaHHBIX B cTeke npoTokosoB TCP/IP. ARP-tabnuna.
IIpobnembl GesonacHocTu IP-ceteii. Yrpossl GesonacHoctu IP-ceteil. Ananus yrpos ceresoii
6e3omacHOCTH.
Ceresbie ataku: [Toncnymupanue; H3MeHeHne naHHbIx; AHanus cetesoro Tpaduka; [loamena
nosepeHHoro cybobekra; IlocpennmuectBo; Artaka man-in-the-middle; Tlepexsar ceanca;
IMaponbueie araky; VYraapiBanue Kmo4a;, ATakd Ha ypOBHe mNpumoxeHuit; OTkas B
obcnyxusanuu (Denial of Service, DoS); Ceresast passenka, 3noynorpebnenue noseprem.
Yrpo3el U ysI3BUMOCTH MPOBOJHBIX KOPIIOPATUBHBIX MHPOPMALIMOHHBIX CHCTEM.
Yrpo3sl W ys3BUMOCTH OecnpoBOmHBIX ceTell. TOukM 10CTyna B GECTPOBOIHBIX CETSIX.
Bemanue paguomasika.

3.2.3. ATTecTalHOHHASsI KOHTPOJbHast paGoTa Ne3
CnocoObr  obecnieuennss  HHOOPMALMOHHON — Ge30macHOCTH.  KOMIEKCHBIA — MOAXOJ.
HeobxomuMocTb MpUMEHEHHUs! CTaHIaPTOB
Kpunrorpapus. Iupposanne ¢ sakpeiteiv kiaouom. Ioustne anddysuu u koudysuu.
Ctpyktypa anroputma cummerpuuHoro wudposanus. Kpunroanamus. Hcnosbsyembie
KpuTepuu npu paspaborke anropurmos. Cers Deiiurens. [TousiTue cnaboro kioya.
Acummerpuynoe mudposanne. OCHOBHBIE NPHUHUMIBI MOCTPOEHHS KPUMTOCHCTEM C
OTKPBITHIM KJI04OM. OCHOBHbIE aJTOPUTMBI IOCTPOSHHS CUCTEM C OTKPBITBIM KJIIOUOM.
OnexTponHas 1mdposas noanuch. Llenb ayTeHTHOUKALMM BNEKTPOHHBIX JIOKYMEHTOB.
@opmar snexTpoHHOH uwudposoit moamucH. Xow-¢dyHkuus. ONHO HampasleHHble X3Ii-
bynxin. OCHOBBI MOCTPOEHUS! XOLI-(PYHKIIUHN.

23



N —

ONf S 29

— = \O 00

13k

14.

15.

16.

174
18.

19.

20.

21.

22.

23,

24.

25.

3.2.4. CnHCOK BONPOCOB K IK3aMeEHy
OcHOBHBIE MOHSITHSI MHPOPMALMOHHOM GE30TaCHOCTH.

ABTOMaTH3upoBaHHas cucteMa obpaboTku mudopmaumn. Ipencrasnenue unpopmanuu B
AC.

@
BasoBble CBOICTBA HH(BOPMALIN

Jonyck k nadopmaunu. basosbie nousTus

Onpenenenue yrpossr 6esonacHoctn amst AC. IpoTuBozeiicTBre yrpo3am 6e30macHocTH
Knaccudukauus Bo3MoxHbIX yrpo3 uapopmauronHoii 6esonacHoctu AC. BaxHble cBoiicTBa
nHOpManHu 1 cucteM ee 06paboTKH.

VpoBru noctyna k nHGopMauuu. AHanu3 yrpo3 HHPOPMAIMOHHOM 6e30NacHOCTH.

basosas sTanonnas Moaenb B3aMMOAEHCTBHSI OTKPBITBIX CUCTEM

IIporokosn. Cerb kak HaGOp MPOTOKOJIOB

Crex npotoxonos TCP/IP. Coorsercrsue ypoheii cteka TCP/IP yposHsim Mozmenu OSI.

IP ampecaums. Knaccer IP cereit. Xapakrepuctuku knaccos IP-aapecoB. Beinenennbie IP-
azpeca.

[lnro3bl 1 MocThl. Macka noaceru. [loaceru ? nepsbiii 6aCTHOH 3aIIATHL.

Hureprer npotokosst: Ipotoxon nepecwuiku ¢aiinos FTP; IIpotokon Telnet; TIpotokon
SNMP; Ilpotokon SMTP; Ceresast daitnosas cucrema NFS; Ilporoxon mnepenaun
runeprexcra (HTTP); Cepsuc DNS.

CxeMma uHKanCyIsALMH JaHHBIX B cTeke poTokojos TCP/IP. ARP-tabnuua.

IIpoGaemsr Gesomachocty IP-ceteii. Yrpossi GesonacHocTu IP-ceteil. Ananus yrpos cereBoii
6e30macHOCTH.

Cereseie ataku: [Toncnymupanue; H3MeHeHne naHHbIX; AHanu3 ceTeBoro Tpaduka; [loamena
nosepeHHoro cyOwekra;, Ilocpennuuectso; Artaka man-in-the-middle; ITepexsar ceanca;
[NaponbHble aTaku; VYranplBaHHe KIO4a; ATakM Ha YpOBHE TNpHUIoxkeHmii; OTkas B
obemyxusanuu (Denial of Service, DoS); Ceresasi passenka; 310ynorpedienue 10BepreM.
YTpo3bl U ysI3BUMOCTH HPOBOAHBIX KOPIIOPATHBHBIX HH)OPMALIHOHHBIX CHCTEM.

Yrpo3el U ysi3BUMOCTH OecrpoBOAHBIX ceTell. Todku mocTyna B GeCTPOBOJHBIX CETSIX.
Bemanne pannomasika.

Crocobbr  obecneuennss nHGOPMAUMOHHON  GezomacHocTH. KOMIIEKCHBI  MOAXON.
HeobxomuMocTs MpUMEHEHHs CTaHAapTOB

Kpunrorpapus. Iludposanne ¢ 3akpbiteiv kmouoM. [lonstue mudbdysnn u koudysun.
Crpykrypa anroputva cumMmeTpuuHoro mupposanus. Kpunroananus. Hcnons3yembre
KpuTepuu npu pazpaborke anroputmos. Cerb Deiiturens. [MousTue cnaboro kirova.
Acummerpuunoe mudposanue. OCHOBHbIE NPUHLMIBI MOCTPOEHUS KPHUITOCHCTEM C
OTKPBITHIM KJ04OM. OCHOBHbIE aJTTOPUTMBI IOCTPOEHHSI CUCTEM C OTKPBITBIM KITIOUOM.
OnextponHas uubpposas noamuck. Ilemb ayTeHTHUKALMM DNEKTPOHHBIX [OKYMEHTOB.
@opmar snekTpoHHOH wudpoBoit noamucu. Xsw-GyHkuks. ORHO HampasieHHble X3Ii-
byskumn. OCHOBBI HOCTPOEHUSE XOUI-PYHKLIUIHA.

Texnonorun mexceresbix skpanoB. ®ynkuuu MD. Knaccubmkaums MD. @unsrpaums
Tpapuka. Kpurepuu ananmza MHGOPMALMOHHOrO NOTOKAa. BbimonHenne — dyHKLMit
nocpenHniecta. CrocoObl pasrpaHUUeHH st IOCTYIIA K PECYPCaM BHEIIHEH/BHYTPEHHeH CeTH.
Kouwmposanue nanneix. OcobenHoctn (yHKUMOHMpOBaHMS MD Ha pPa3sIMYHBIX yPOBHSIX
monenu OSI. Bapuantel ucnonnenuss M. Cxembl ceTeBoii 3amuThl Ha 6Gaze MD.
@OpMUPOBaHHE MOJUTHKH MEKCETEBOrO B3aMMONEHCTBUs. OCHOBHBIE CXEMbI TTOIKIIOUYEHHS
MD. IlepcoHanbHble 1 pacmpesieNieHHbIE CETeBbIE SKpaHbl. IIpobaembl GesonacHocT MD.
Bupryanbubie samumennsie cetu (VPN). Tynnens VPN, VPN-kiuent. VPN-cepsep. [1lmo3
Gesonacsoct VPN, BapuanTel MOCTPOEHHS BUPTYaNbHBIX 3aIHIIEHHbIX KAHAJOB.
Hocrounctsa npumenenust TexHonorun VPN. IIpotokonbl GOpMHUPOBaHMS 3aIMIIEHHBIX
KaHAJIOB Ha KaHaIbHOM ypoBHe. IIpoTokoibl (HOPMHPOBaHMS 3ALIMUIEHHBIX KAHAJIOB HA
CEaHCOBOM ypoBHe. 25. 3amuTa 6eCripOBOAHBIX CETEM.

®usuyeckuii yposeHs crannapta [EE 802.11. Craunapr WPA.
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3amura Ha ceresom ypore. IIpotokon IPSec. ApxutexTypa cpencts Gesomacnoctu IPSec.
3ammTa nepenaBaeMbIX JaHHBIX C MOMOIIBIO NpoTokonoB AH u ESP. IIporokon AH.
TIpoTokon unkancynupyomeit amursr ESP. AnroputMer ayTenTudukaniy 1 w1dpoBaHus B
IPSec. Crpykrypa anroputma  HMAC. Tlpotokon ynpasnenus kpuntokaodamu IKE.
Ycranosnenne GesonacHoi accouunamu SA. Basbl nanueix SAD u SPD. OCHOBHbIE cXeMbl
npumeHenus IPSec.

UndpacTpykTypa 3ammuThl Ha NPUKIATHOM YPOBHE. VYnpasnenne uneHtubukauueii u
noctynom. OcobeHHOCTH ynpaBieHHs 0CTYNOM. DYHKIMOHHPOBAHHE CHCTEMBI yIpaBleH st
mocryniom. CpencTBa ympasiieHust CeTeBbIM aocTynmom. Cpencrsa ynpasienust Web-
nocrynom. OpraHu3alyus 3aUIIEHHOTO YAAIEHHOTo 1ocTyma. [IpoToKOb! ayreHTuGuKauum
YAQIEHHBIX MOJb30BaTeNe. LIeHTpalIn30BaHHbINH KOHTPOIIb YAAJIEHHOTO I0CTYNA Ha IPUMepe
TACACS.

KoHuenums anantusHOro ynpasnenus Ge30MacHOCTbIO. DTarbl OCYLIECTBAECHUS aTakH Ha
MHpOPMaLMOHHYI0  cucTeMy. KOHLENUMS aJanTMBHONO yIPAaBIEHHS GE30MACHOCTHIO.
Obnapysenne atak. AJANTUBHBIN KOMMOHEHT. Moeb afaNnTHUBHON GE30MACHOCTH CEeTH.
Texnonorus amanusa sammmenHocTH. CpencTBa aHANM3a  3AlMIIEHHOCTH  CETEBbIX
npoTokoJioB u cepBucos. Cpencrsa ananusa sawmumerHoctd OC. MeTonbl aHanm3a ceTeBoi
undopmarmn. Knaccudukauus cucrem obHapykenus atak. CHCTeMbl oOHapysKeHusl aTak.
MeTtonb! pearupoBaHusi.

KomnbroTepHpie  BupyChl M NpOONEMbl  aHTHBMPYCHOH  3aIUTBL Knaccudukauust
KOMIIbIOTEPHBIX BUPYCOB. JKM3HEHHbIH LMK BUPYCOB. BpenoHOCHbIE mporpaMMbl mpyrux
THIIOB. AHTHBHPYCHBIE TPOTPAMMBI H KOMIUIEKCHl. BHEINHHE NpH3HAKH AESITeIbHOCTH
BUPycOB. Meronsl o0HapyxeHus BUPYCOB. Bumbl aHTHBHpYCHBbIX mporpamm. Kputepuu
Ka4eCTBa aHTMBUPYCHOH mnporpammbl. IlpodumakTuyeckne mepbl 3amuthl TTocTpoeHue
CHCTEMbI aHTUBUPYCHOM 3aIUThI KOPTIOPATHBHOM CETH.

3ajauum  ynpaBneHuss CHCTeMOil CeTeBOii (e30macHOCTH. ApXHTEKTypa yIpaBleHust
cpencTBamu cereBoi GesonacHocTu. KoHuenuust riobaibHoro ynpasieHns 6e30MacHOCTBIO.
I'no6anbras nonutrka GesonacHocTu. JlokanbHas MOTUTHKA 6E30MACHOCTH.

TpeGosanust 1o 3ammure MHGOPMALMM OT  HECAHKIMOHHPOBAHHOIO J0CTyna st
aBTOMAaTU3UPOBAHHBIX CUCTEM.

KomruiexkcHbrit mosxon k 3amure urdpopmaniu. Cpesnctsa 3amuthl MHGOpMALIH.
DLP ? cucremsi.

3a4eThl M 5K3aMeHBI MOTYT ObITh IPOBENEHDI B MMCHMEHHOI (hOpPMe, a TAK)KE B TUCHMEHHOI

(opMme ¢ yCTHBIM TONONHEHNEM OTBETA. 3a4eThl CITy*kaT (OPMOiT POBEPKH KAYECTBA BINOTHEHHUS
CTYACHTaMH JIaGOPATOPHBIX PaboT, YCBOGHHs CEMECTPOBOrO y4eGHOTO MaTepHana Mo JUCLUILIUHE
(MOZ1y110), MPAKTHYECKMX M CEMHHAPCKHX 3aHSITHIA (IIPM OTCYTCTBUH 3K3aMeHa 10 IUCLIMILIHHE).

ITo utoram 3ayera, COOTBETCTBUM C MOAYJILHO — PEHTHHIOBOI CHCTEMOI YHUBEPCUTETA,

BBICTABJISIFOTCS  OaJlibl C NOCHEeAYIUM MNEPEXOA0M IO IIKaJie Oanbl — OLICHKH 3a 3a4eT,
BBICTABJISIEMbIN KaK MO HaMMEHOBAHUIO «3a4YTEHO», «HE 3a4YTECHO», TaK U HH(b(l)epeHLIMpOBaHHO
T.C. C BBICTABJICHUEM OTMETKH II0 CXEME — «OTJIMYHOY, «XOpOoLIO», «YOOBJIETBOPUTEIBHO» U
«HEYAOBJIETBOPUTEJIBHO», OMNpenensieMoe peueHueM YuyeHoro cosera YHUBEPCUTETA U
MpONUChIBAEMOIO B y‘leGHOM nJjiaHe.

Kpumepuu  oyenxu  ypoens  cpopmuposannocmu  komnemenyuii - Onsi  nposedenus

oK3aMEHa/Ouhpepenyuposannozo 3avéma (3avema c oyenxoi) 3asucsm om ux opm nposedenus
(mecm, sonpocsl, 3a0anus, pewenue 3a0ay u m.o.).



