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1. O6nacTe npuvMenenus, ue/ M 1 3332494 GOHIA ONEHOIHBIX CPEICTH

@oHJ OEHOYHBIX cpeacTB (POC) ABIAETCS HCOTHEMIEMON HacThIO paGoueii 1IPOTPAMMEI
IOUCOMIUIMHEI 3aIliTa IAaHHBIX B ceTsx DBM u 1peinasHaued 11 KOHTPOIS M OLEHKH 0bOpa3oBaTeIbHBIX
JOCTIDKCHUH 06yyarommxcs (B T.4. TI0 CaMOCTOSITENILHOM paboTe CTYIEHTOR, jaiee — CPC), ocBouBIIIX
porpaMMy JaHHOM JWCIIHILIAHBI.

Lenpio GpoHma OUEHOUTHBIX CPEIICTB SBISETCS YCTAHOBJIEHHE COOTBETCTBHS YPOBHS IIOJNOTORKH
obyuaroruxcs TpeboBanmsM OI'OC BO mo nampaenenwro 09.04.01 MudopmaTika u BEMHCTHTEILHAS
TEXHHKA.

PaGoue#i mnporpaMmoil aumcHMIDIMHLI 3allUTa MAaHHBIX B ceTsx DBM IIPENYCMOTPEHO
(GOpMHpPOBAaHHKE CIICAYIONIEH KOMIIETCHIIVH:

YK-1 CrnocoGeH OCymecTBIATh KPHTHUECKHH aHalu3 IPOGIICMHBIX CUTyallMii Ha OCHOBE
CHCTEMHOTO I101X0/1a, BeIpabaTsiBaTh cTpaTeruio qeicTBHi.

2. Onucanue noKkasare/iell 1 KPHTEPHEB OLCHHBAHUS KOMIIETEHIIHH, JOPMHPYEMBIX B npoiecce
OCBOCHMS JUCHHIIIHHBI (MO/IyJI51)
Omnucanne nokasarenedl W KpUTEPHEB OLCHUBAHWA KOMIETEHIHH, (BDOPMUPYEMbIX B nporecce
OCBOCHUS TUCIUTTTWHEI (MO/IyJIsl), M MCIIOJIb3YEMBIE OLICHOYHEIE CPECTBA MIPUBEICHLI B Tabmume 1.

Ilepeuenv oyenounvix cpeocms, pexomendyemvix Ons 3anonuenus mabuuyor | (6 ®OC mne
NPUBOOUMCSL, UCNONb3YEMCS MONBKO OISl 3ANONHEeHUs mabiuybi)
e Koumponvuas paboma

e  Vcemmuoiii onpoc

® Bonpocel 0na nposedeHus 3x3amena
Ilepeuenv oyenounvix cpedcme npu Heobxodumocmu Modicem bvimo ONONHENL.
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2.2.2. Onncanue MKaJI OleHWRAHMUS

B ®I'bOY BO «/II'TY» BHempeHa MOJIYIbHO-DEHTHHIOBAs CHCTEMa OIEHKH yueGHOMN
ACATEIIbHOCTH CTYIEHTOB. B COOTBETCTBHH C »TON CHCTEMOIL NPUMEHAIOTCS TIATHOAILHAS,
JBAIITATHOANLHAS U CTOOANBHAS IIIKATIbI 3HAHWI, YMEHU, HAaBBIKOB.
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3.

Tunosbie KOHTPOJJbHDIC 3alaHus, HHbhIe MaATEPUHAIBI M METOJUUECKH e PEeROMEHJAIIHH,

HE00X0AMMbIE /IITsl OIeHKH cPOPMHPOBAHHOCTH KOMIIETEHIHI B npouecce ocsoennna OITOII
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3.1. 3aganus B BONPOCHI 1S BXOAHOI'0 KOHTPOJIS
Hate onpeneneHue uHOOPMAIIH.
OcHOBHBIE aAJIrOPUTMbL KOJupOBaHus.
CucreMbl cuuciaeHus.
AmnnapatHoe obecliedeHne KOMITBIOTEPOB.
Co3nanume u 3aBepllleHEEe mpoIecea.
Mogens moToka.
Peanusanys noTokoBs B IOJIB30BATENECKOM TIPOCTPAHCTEE.

3.2. OueHo4HbIE CPEICTBA M KPUTEPHHT chopMEpOBaAHHOCTH KOMITETEHIIHIi

3.2.1. ATTecTaHOHHAN KOHTPOJILHAs paGora Nel
Mogens OSI.
Crek npotokoios TCP/IP.
IIpo6neme! 6e3omacnoctu IP-cereii.
Knaccudukanms mexxceTeBbIX 5KPaHOB.
PuibTpanms TpadukKa.
DYHKIHUH IOCPETHUYECTBA MEKCETEBBIX SKPAHOB.
IIpo6iieMBI 6€30ITaCHOCTH MEMKCETEBBIX YKPAHOB.

3.2.2. ATTecTanIMOHHAA KOHTPOJbHAsA padoTa Ne2
OcHoBHbIe moHATHS VPN,
Cpencrsa obecnieucuus 6e3onacrocta VPN.
Knaccuduxanms cereit VPN,
OcHOBHBIC BapHaHTHI apXUTEKTYpsl VPN.

3.2.3. ATrecTanHoHHAT KOHTPOJILHAsi paGoTa Ne3
Ilporokoner PPTP u L2TP.
IIporokoiusr SSL/TLS.
IIporokon SOCKS.
ITpoTokon IPSec.
Metonbl ananm3a ceTeBoi HH(OPMAIIHH.
Kraccubukamus cucreM o6HapyKeHMs BTOPKEHHIA.
KommnonenTs! u apXuTeKTypa cucTeM OGHAPY KEHHS BTOPIKEHHUH.

3.2.4. CnmMcoK BOIPOCOR K 3a4eTy
Mogens OSIu crex nmporokxonos TCP/IP.
IIpo6nemsr 6e3o0macuoctu IP-cereii.
YTpo3bl ¥ yA3BUMOCTH IIPOBOJIHBIX KOPIIOPATHBHAIX CEeTel
YTpO3bI B yS3BEMOCTH GECIIPOBOIHBIX ceTelt
Knaccuduxanus MexceTeBLIX 3KpaHOB.
QunbTpanus TpaduKa.
DyHKIUY NOCPeTHIYECTBA MEXKCETERBIX SKPAHOB.
ITpoGiteMBbI 6€30ITACHOCTH MEKCETEBBIX SKPAHOB.
OcHoBHble ToHsATHs VPN,
CpencrBa obecrieuenus 6e3omacHoctd VPN,
Knaccudukarms ceteit VPN.
OCHOBHBIE BapraHTBI apXuTeKTypsl VPN,

22



13.  IIporoxonst PPTP u L2TP.

14.  IIporoxomur SSL/TLS.

15.  TIIporokom SOCKS.

16. IIporokon IPSec.

17. Mertons! aHammza cereBoi uHPOpMALKH.

18.  Kuaccupukanms cucreM 0GHAPYKECHHS BTOPKEHHL.

19.  KoMMOHEHTHI M apXHTeKTypa cucTeM OGHAPY KEHHS BTOP>KCHHUH.
20. IIporokoin Kerberos.

21. WPA/WPA2-mmmdposanme.

22. Wndpacrpykrypa oTKpeITHIX KiTIoueit PKI.

3.2.5. Bommpoce! 1151 IPOBEPKM OCTATOYHBIX 3HAHMIA

Mogens OSIu crex nporokonos TCP/IP.
MexceTeBBle SKpaHEI.

BupryansHble yacTHLIe ceTH.
ITpoToxkoner SSI/TLS.

Cucrempl OGHapyKeHUsE BTOPKEHHIA.
IIporoxon Kerberos.

Ot B e B

3a4eThl ¥ 3K3aMEHBI MOTYT GBITh IPOBEJICHB! B THCEMEHHOM dopme, a TaKikKe B MHUCEMEHHOMN
(dopMe ¢ yCTHBIM JIONOJIHEHAEM OTBETA. 3aYeThI CITyKaT (POpMON MPOBEPKU KAYECTBA BBHITONHECHHS
CTYASHTAMHM JTabOPaTOPHBIX PaboT, yCBOGHMS CEMECTPOBOIO YIeGHOTO Marepuana 1o JTHUCIHILINHE
(MOJIyJIf0), MPaKTHYECKUX M CEMUHAPCKUX 3aHSTHI (IIpH OTCYTCTBHHM SK3aMeHa 1O JUCIUILIMHE).

ITo uToram 3adeTa, COOTBETCTBHH C MOIYJTHHO — PEHTHHTOBOM CHCTEMOW YHHUBEDCHTETA,
BBICTABIIAIOTCS OaiNibl ¢ MOCIENYIOIMM II€PEX0JIOM MO IIKaie Oaulbl — OLEHKH 3a 3ayer,
BBICTABIACMBIA KaK 110 HAUMEHOBAHHUIO «3aYTE€HO», «HE 3a4TEHOY, TaK U aubdepeHupoBaHHo
T.€. C BBICTABJIICHHEM OTMETKH IO CXEME — KOTIHYHO», «XOPOINO», (YAOBIECTBOPHUTEIHHO» H
HCYNOBJICTBOPUTEILHO», ONPE/IENIEMOE DCIICHHCM YYEHOTO COBETa YHMBEPCHTETA W
TMPOIHCEHIBAEMOTO B YYSOHOM ILIaHE.

Kpumepuu  oyenxu ypoens cgopmuposannocmu  komnemenyuii  Ons nposeoeHus
OK3aMeHa/OuPPepenyupoeannozo 3auéma (3awema ¢ OYeHKo) 3a6UCIm Om ux gopm nposedenus
(mecm, 60npocti, 3a0anus, peuwienue 3a0ay u m.o. ).
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