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1. ObnacTs npaMenenns, e | 3312491 $onIa oneHOYHBIX cpeacTB

@oHp oneHounsix cpeacts (POC) sBusieTcs HEOTHEMIEMON YAaCTHIO paboydeli mporpaMMeI
JMCIHIUTHHBL 3ammTa WHQOPMAUMH M TNpeIHA3HAYEH JUIs KOHTPOJIsI ¥ OLECHKH 06pa3oBaTeIbHbIX
AOCTIXEHHH 00ydalommxcs (B T.4. 10 CAMOCTOSTENBHOM paGoTe CTYAEHTOB, Manee — CPC). ocBomBImmX
nporpaMMmy JaHHOH JAMCHUILIHHEL

ensio Gonna ONEHOYHBIX CPEACTB SBISETCS YCTAHOBICHHE COOTBETCTBHS YPOBHA NOATOTOBKH
obydarormuxcs TpeboarnaM ®I'OC BO no manpasiennio 09.03.04 IIporpammuas wrxkeHEpHS.

Pabodelt nporpammoli mucimmimMEsl 3ammra ME(OpMAIMHA NpeIyCMOTPEHO (opMHupoBaHHE
CIIEAYIOIIEH KOMIICTEHIHH:

YK - 1 - CnocobeH oCymecTBIATH TOMCK, KPHTHYECKHH AHATAZ W CHHTE3 uHbOpMaIHH,
NPUMEHATH CHCTEMHBIN [OIXO/ VIS PEIICHHS OCTABICHHBIX 3a/1a4;

[IK — 2 - BnageHue MeTofiaMH KOHTDOJS NPOEKTA ¥ TOTOBHOCTHIO OCYIIECTBIATH KOHTPOJIb
BEPCHIA.

2. Onucanne nHoKa3aTesell H KPHTEPHEB OLEHUBAHAS KOMITETEHIMI, JOPMHUDYEMBIX B npomecce
OCBOCHHS AHCHHILTHHLI (MOLYJIis)
Ommcanve mokasatenelt W KpHTEDHEB OLEHMBAHHMS KOMIETEHIHH, (OPMEpYeMBIX B mporecce
OCBOEHHS JINCIHMIUIMHEI (MO/YIIsl), H HCIIONB3YEMBIE OLEHOYHBIE CPE/ICTBA IIPHBEAEHHI B Tabmme 1.
Ilepeuens oyenounwix cpedcms, pexomendyemwix Ona 3anonnenus mabauywi 1 (6 ®OC ne
NPUOOUMCS, UCNONb3YEMCS MONLKO ONLA 3ANOHEHUS mabauybl)
e  Koumponvuas paboma
o Vemnwiii onpoc
® Bonpocwl 01a npogedenus K3amena
Ilepeuens oyenounvix cpedcme npu neobxodumocmu mosicem 6uims OONOTHEH.
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2.2.2. Onucanye MKAaJ ONeHHBAHHS

B ®I'BOY BO «/ITTY» BHeapeHa MOMYNHHO-DEHTHHIOBas CHCTEMA ONEHKH y4uebHoi
ACATENLHOCTH CTYACHTOB. B COOTBETCTBHH C 5TOM CHCTEMOH NpPHMEHSIOTCS NSTHGATHHAS,
neajuaTubanbHas ¥ crobanbHas Kbl 3HAHUH, YMEHHH, HABBIKOB.

ixaas! oneHHBaHAS
g Kpurepan onennsannn
g 5
5 =
& \S 5
: 2 |B
. IToka3sbiBaeT BLICOKHH ypoBeHb CHOPMHPOBAHHOCTH KOMIETEHIINA, T.e.:
:\g u|~. — TPOJIEMOHCTPHPYET ITybOKOE M NMPOYHOE YCBOCHHE MaTepHaa:
v o o — HCYEPNBIBAIONIE, YETKO, MOCIENOBATENBHO, IPAMOTHO M JIOTHYECKH
é é é - CTPOHHO H3/IAraeT TeOPETHIECKHI MaTEPHAT;
% — TNpaBHIBLHO (OPMHUPYET OTpe/ie/IeHHS;
g g S g E 3 — JIeMOHCTPHPYET YMEHHS CaMOCTOSTeNbHOW paboTel ¢ HOPMAaTHBHO-
5 g 5 E 58 TIPaBOBOM JIATEPATYpPOi;
TW | v 3 Y — _yYMEeT Jie/iaTh BHIBOJBI 110 HIaraeMoMy MaTepHaiy.
~ 3 [Noka3spiBaeT OCTATOYHBIH YPOBEHb CHOPMHPOBAHHOCTH KOMIIETEHIIMIA, T.€.:
' ' — JEMOHCTPHPYET [OCTATOYHO MOJIHOE 3HAHWE MaTepHalla, OCHOBHBIX
-+ s, 2 TEOPETHYECKHX TIOJIOMKEHHIA;
X b 3 — JIOCTATOYHO MOCJIE/I0BATENIbHO, FPAMOTHO JIOTHHYECKH CTPOMHO M3JlaraeT
g g g Marepuan;
28|88 28 — JIEMOHCTPHpYET YMEHHS OPHEHTHPOBATLCS B HOPMaJIbHOM JIMTEepaType:
2 E 2 E 2 E — yMeeT Jenarh JOCTATOYHO OOOCHOBaHHBIE BBHIBOIBI 110 H3/IaraeMoMy
o | 2O 0 Matepuany.
8 & ~ ITokassiBaeT NOPOroBkil ypoBeHs chOPMUPOBAHHOCTH KOMIIETEHLIUMH, T.€.:
& E 2 — JIEMOHCTpHpYeT 00l1ee 3HaHHE H3y4aeMoro MaTepraa;
@ @ —  HCINBLITHIBACT CepbeSHble 38’l'py)J,HCHHﬂ npH oTBETax Ha
e 2 JIOTIOJIHHTEJIbHBIE BOTIPOCHI:
& g 5 & § — 3HAET OCHOBHYIO PEKOMEH/IyEMYIO JIHTCPaTypy:
E g E — é 2 — yMeeT CTPOMTh OTBET B COOTBETCTBHM CO CTPYKTYPOH H3/araemoro
2 5 g 2 | MaTepHana.
= O A S o
e | e e n
~ ' ~ T
2 2 2 CraBuTcs B CiTyuae:
g % g — HEe3HAHWA 3HAYHTENILHOH YaCTH MPOrpaMMHOr0 MaTepHaia:
é g é — He BJIaJSHHs NOHATHHHLIM aNMNapaToM JHCLUTIHHEL
= s = — JONyWeHWs CyIIECTBEHHbIX OWMMOOK NpH HIOKEHHH ydeGHOro
2 E = E & Marepuania;
E a| 2 E 2 E — HEYMEHHE CTPOHMTb OTBET B COOTBETCTBHHM CO CTPYKTYPO#H H3/1laraeMoro
=) E g© g0 BOMpOCa,
E» S| = 20 — HEYMEHHE JIeJIaTh BBIBOJIBbI M0 H3/1araeMoMy MaTepHay.
T | o — T —
¥ ¥ ¥




3. THNOBBIE KOHTPOIBHBIE 32JAHNS, HHbIE MATEPHATBI H METOHIECKHE PeKOMeH/JaIHu,
He00X0 MBI ISl OUEHKH chOPMHPOBAHHOCTH KOMIIETEHIHI B nponecce ocsoenns OITOII

3.1. 3ajaHAs B BONPOCHI LIl BXOAHOr0 KOHTPOJIS
Hate onpenenenne urdopmanuy.
OCHOBHBIE AITOPHTMEI KOJTHPOBAHHUS.
CucreMbl CYHCIICHHS.
IIpaBuna anre6psi oruxw.

BN

3.2. Ouenounbie CPEACTBA H KPHTEPHH CPOPMHPOBAHHOCTH KOMIIETEHIMH

3.2.1. ArrecTanHoHHAS KOHTPO/ILHas pabora Nel

1. OcHoBHBIE TMOHATHS W ONpeneNeHAs MH(pOPMANMORHOMH 6Ge30NaCHOCTH: ATAKH, YS3BHMOCTH,
NOTHTHKA 0E30MaCHOCTH, MEXaHH3MBI H CepBHCH Oesomacmoctn.  Knaccuukanms arak.
Mozenu cetepoit GezonacHocTH 1 6e30naCHOCTH HE(POPMAITHOHHON CHCTEMEL.

2. Knaccudeckas 3amada Kpuntorpaduu. Yrpossl co CTOPOHEI 3MOYMBIILIEHHAKA ¥ YIACTHHKOB
npouecca HHHOPMAITHOHHOTO B3aUMOICHCTBHSL.

3. lla¢psr 3amMeHBl W TepecTaHOBKH. MOHO- ®  MHOroaipasuTHbie mozcTaHOBKH IITudpsi
Lle3aps, Bmxenepa, Bepuama. Meroas: nemudposanns.

4. Knaccudpukanms Merosnos aemmudposanus. Mozens npeanonaraeMoro NpoTHRHEKA. [Ipasmia
Kepxxodda.

S. Cosepmennas cexpetHOCTh 1o IllenHoHy. IIpuMepsi coBepiieHHO cexpeTHbiX cucteM. I1Indp
Bepnawma. ITorsTe 06 ynpaBieHu# KIIOYaMH.

6. 6 Brnounsle KpUNTOCHCTEMBI € CeKpeTHhM KmouoM. Asroputv DES. Ommcanme DES.
OcHOBHBI€ 3TAIBI AITOPATMA.

3.2.2. Coucok BOIPOCOB K 3a4€Ty

1. OcHOBHBIC TMOHATHSA H onpejeNeHHs HWHGOPMAMOHHOH GE30MACHOCTH: aTaKH, YA3BHMOCTH,
NOJIMTHKA 0e30MacCHOCTH, MEeXaHW3Mbl M cepBHCH GesomacHoctH.  Knaccmdukanms arak.
Monemn cereBoii 6e3onacHocTr 1 Ge30nacHOCTH HHOOPMAITHOHHON CHCTEMBIL.

2. Knaccuyeckas 3ajaya Kpunrorpaduu. Yrpo3bl CO CTOPOHBI 3JI0yMBIIUICHHAKA W YYaCTHHKOB
npornecca HHGOPMATHOHHOTO B3aUMOICHCTBHS.

3. Illudper 3amensl U nepectaHoBKH. MoHO- H  MHoroaiudasutHble mozacraHoBKH IlIndpsi
Ile3aps, Buxenepa, Bepaama. Meros nemmdposanus.

4. Knaccuduxamms meronos aemmbposanus. Mozaens npeanojaraeMoro nporupHuka. [Ipasuia
Kepxxodda.

5. Cosepmennas cexperHocts no Illennony. IIpumeps! coBepmenHo cexpeTHbIX cucreM. [ugp
Bepnama. [loastre 00 ynpasicHAR KIIO9aMH.

6. 6 brnouHble KpHUNTOCHCTEMBI C ceKpeTHbiM KmodoM. Asroput™M DES. Omucanue DES.
OCHOBHBIE 3Tallbl AIrOPATMA.

7. Cxema anmropurma DES. Paynn anropurma. [IpeobpazoBanue ximoua.

8. Amroput™ DES. IToncraroska ¢ momomsio S-6iiokoB. Pacnmdposanue B DES.

9. BloYHBIE KPHNTOCHCTEMEI C CEKpeTHHIM KmodoM. Pexwmel pabore. 'OCT 28147-89 B
PEKHUME IPOCTOH 3aMEHBI.

10. IToro4nsie KPHIITOCHCTEMEI c CEKPETHBIM KIIFOYOM. CHHXpPOHHBIE U
CaMOCHHXPOHH3HMpYIonmecs morTo4ynsie KpunrtocucTeMsl. Ilpumepesl. I'OCT 28147-89 B
peXuMax raMMHpPOBaHHUA.

11. Cranmapr xpuntorpaduueckoit zammurer 21 Bexa(AES). Amnroputmer Rijndael u RC6.
MaremaTrdeckue IOHATHS, Jexanme B ocHoBe anropatMa Rijndael. Crpyxrypa mudpa.

12. Teopus crnoXHOCTH BeMUCIIeHHH. Kitaccuukanus aaropaTMoB.

13. Anropur™ RSA. Maremarrgeckas Mozensb anropaT™a. CTORKOCTS anroparMa.

14, Kpunrocucrema 2ib-I"amains.



15. If?nempom[as NOANHKCh. BapuaHTHI 31eKTPOHHOM MOAMMCH HA OCHOBE anropuT™MoB RSA u Dnp-
amais.

16. X5m-¢pynxmun 1 ux npumererue. Xem-dynxuus MD2.

17. OpnonanpagnenHsie (0XHOCTOPOHHRE) yHKIMH ¢ CEKPETOM U HX IPHMEHECHHE.

18. OGo6mennas Mozelb EKTPORHON MA(POBOH moxmicH. Cxema HMuddu-Xemvana, cxema
One-T'amans.

19. [fudposast moxmucs Ha ocHOBE anmroputma RSA.

20. Craumapr mudposoit moxmacu DSS. I'enepanmus uupposoit nommucH. [Tposepka mudpposoit
IO/IIIHACH.

21. OcHOBHBIE IPOTOKOMBI ayTEHTH(HKAIMA W OOMEHA KTIOUeH C MCIIOIBIOBAHHEM TpeThei
AOBEPEHHOH CTOPOHBL. [IPOTOKOIBI ayTEHTH(HUKAIMK C HCIIONB30BAHHEM NONCE W BPEMEHHEIX
METOK.

22. Kpunrorpapuueckue npotokonsl. [lonstue KpunTorpahuyeckoro IPOTOKOJIa U 0DOCHOBaHHE
HEOOXOMMOCTH MX HCHONB30BaHMs. IIpOTOKON OOMEHa CEaHCOBBIMM KIIOYaMH. BcekpriTie
"yenosek-B-cepeuue”. IIpotokon "xepxack 3a pyxu".

23. Cepruduramus kmodedf ¢ moMommio mudpossix mommmceit. Pasnenenwe cekpera. Merku
BpemenH. [Ipumep npoTokona 3amuTel 623kl JaHHBIX.

24. OcnoBbl KpunToanamusa. OG30p BO3MOXHBIX BapHaHTOB KPHITOAaHATH3a. MeToj BCKPBITHS
«BcTpeya mocepesmHe». Bekpeitme co  cnoBapeM. BcekpeitHe cHcTemsl  Bmkwumepa,
ucnons3ytomei mpocroit XOR.

25. Meron Gecxmouesoro urenus RSA. Araka na nogmucs RSA o BriGparHOMy mmdpoTexcty.
BekphiTHe Xom-(yHKIMI ¢ HCTIONE30BaHAEM T1APAJIOKCA JIHS POKICHHS.

26. KpunTocHCTeMBI Ha JUTANITHYECKAX KPHBBIX.

3a4eThl ¥ 3K3aMEHbI MOTYT OBITh IPOBEJICHEI B THCHMEHHOM (JOPME, a4 TAKKE B MUCHMEHHOMN
(opme ¢ yCTHBIM JIOTIONHEHHEM OTBETA. 3a4eThl CIyXkKaT (GOpMOi IIPOBEPKH KAYECTBA BHITONHEHHS
CTyJleHTaMH 1abopaTopHEIX paboT, yCBOCHHS CEMECTPOBOrO y4eOHOIO MaTepHala 10 AMCIHILIHHE
(MOymIO), MPAKTHYECKUX ¥ CEMHHAPCKAX 3aHATHH (TPH OTCYTCTBHM 3K3aMEHA 110 TUCIHILIHHE).

ITo uToram 3agera, COOTBETCTBHH C MOJIYJIBHO — PEHTHHIOBOM CHCTEMOM YHHBEPCHTETA,
BBICTAB/IIOTCH Galibl ¢ IOCHEAYIONMM TEPEXONOM IO ImKane Gamibl — ONEHKH 3a 3a4er,
BBICTABJIAEMbIA KaK 10 HAWMEHOBAHHIO «3a9TEHOY, «HE 3a4TEHO», TaK U Au(depeHInpOBaHHO
T.€. C BBICTABJICHUEM OTMETKH IO CXEME€ — OTIMYHO», «XOPOLIO», «YIOBJIETBOPHUTEILHO» H
«HEY/IOBJIETBODHTEIILHOY, OINpeeNseMoe pEIIeHHeM Y4YeHOro COoBeTa YHHBEPCHTETa W
MPONHCHIBAEMOI0 B y4ECOHOM ILJIAHE.

Kpumepuu oyenku ypoeHs copmupoéannocmu KoMnemenyuii ONA  NPOGeOeHUs
aK3aMeHa/OughghepenyupoeanHozo 3auéma (3avema ¢ OyeHkol) 3aeucam om ux Gopm nposederus
(mecm, 6onpocel, 3a0anuA, pewienue 3a0ay u m.o.).






