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1. Ob0sacTh NpUMEHEHHUs, HeJU U 32124 POHIa OLIEeHOYHBIX CPEACTB

®onx oneHouHbix cpeactB (POC) sBIIeTCS HEOTHEMIIEMOW 4YacThio paboyeil mporpaMmbl
JTUCIUIUIMHBL 3amuTa nHQOpPMAlUd B CHCTEMaxX Iepelady JaHHBIX W MPEeJAHa3HAueH I KOHTPOJIS U
OLICHKH 00pa30BaTeNIbHBIX JOCTH)KEHUN 00ydaromuxcs (B T.4. IO CAMOCTOSITENIbHON padoTe CTYAEHTOB,
naiee — CPC), ocBOMBIIMX IPOrpaMMy JTaHHOW JUCIUILINHBL.

Lenbto GoHIa OLEHOYHBIX CPENCTB SIBISIETCS YCTAHOBJIEHHE COOTBETCTBHS YPOBHS MOJTOTOBKHU
obydaromuxcst TpedoBanusm GI'OC BO mo cnenuansHocTy 11.05.01 PangnosnekTpoHHBIE CHCTEMBI U
KOMILJICKCHI.

PaGoueii mporpammoii AUCHMIUIMHBL 3amuTa HHPOpPMAIMM B CUCTEMax Mepenayd JaHHBIX
peayCMOTPEHO (OpMUPOBaHUE CIETYIONIEH KOMIETEHIINH:

ITIK-1. CnocoGeH oCymIecTBIATh aHAIU3 COCTOSTHHS HAyYHO-TEXHUYECKOW MPOOIEMBI, OIIPEICTIATh
L[EJIU ¥ BBIMOJIHATH MOCTAHOBKY 3a]1a4 MPOESKTUPOBAHMUS.

2. Onucanue moka3aresieil U KpUTepreB OLEHUBAHUS KOMIIETEHIUIi, popMuUpyeMBbIX B Ipoiecce
OCBOCHMS AMCUUIJIMHBI (MOXYJIS)

Onucanue mMokKaszareje W KPUTCPUEB OICHUBAHUS KOMIICTCHIIMH, (HOPMHUPYEMBIX B TIPOIECCE
OCBOGHUS AUCIUILTUHBI (MOJYJIs), U UCIIOJIb3yEeMble OIIEHOYHBIE CPEICTBA IPHUBEICHBI B Tabmnuiie 1.
Ilepeuenv oyenounvix cpeocms, pexomeHnoyemuvlx Oas 3anonnenuss madauyvt 1 (6 ®OC He
NPUBOOUMCSL, UCTIONIL3YEMCsL MOIbKO 05 3aN0IHeHUs madauywl)
e Koumpoavhas paboma
e Yemmuwiti onpoc

® Bonpocul 01151 NpoBedeHUs: IK3AMEHA
Ilepeuenv oyenounwvlx cpedcmes npu HeobX0OUMOCmU MOodcem Obimb ONOIHEH.



2.1. IlepeyeHb KOMIETEHI Ui ¢ yKa3aHHeM 3TanoB ux popmupoBanus B npouecce ocsoenus OIOII

Taoauma 1
Koa n HaumeHoBaHue
Kox m HamMeHoBaHne HanmenoBanmue
. MHAMKATOPA J0CTUKEHUS
(opmupyemoii . Kpurepun onennBanus KOHTPOJHMPYEMBIX Pa3aeaoB H
¢dopmupyemoii 1
KOMIIETCHIIUHN TeM
KOMIICTCHIINH
IIK-1. Ciocoben IIK-1.1. 3uaer craguu 3HATH: - METOJOJIOTMYECKUE U TEXHOIOTNYECKHE OCHOBBI NoNel-9
OCYIIIECTBIISATH aHAIU3 IPOEKTUPOBAHHUS KOMIUIeKCHOTro obecnieueHus 6ezonacHoctu AC, - yrpo3sl U
COCTOSIHUSI HAy4YHO- NK-1.2. Ymeet MeTo/1bl HapyieHus 6e3onacHoctu AC, - popmanbHbIe

TEXHUYECKOH MPOOIEMBI,
OIIPEACTATh LETH U
BBITOJIHATH TIOCTAHOBKY
3a7a4 MPOSKTUPOBAHHUS

pa3pabaTbiBaTh
TEXHUYECKOe 3aZaHue Ha
NPOEKTUPOBaHMe

MOJIENH, JIeKAIME B OCHOBE cucteM 3auThl AC, - cTaHIapTh
1o oneHke 3amuueHHocTd AC 1 UX TeOpeTUYECKUE OCHOBBI, -
METO/JIbl U CPEJICTBA peanau3auuu 3auuieHHbXx AC, - METOIbI U
cpezAcTBa Bepu(UKaLUKU U aHATIN3a HAIS)KHOCTH 3alLUIIEHHBIX
AC;

YMETb: - IPOBOAUTH aHau3 AC ¢ TOUKH 3peHHsI 00ecieueHHs
KOMITHIOTEPHOM 0€3011aCHOCTH, - pa3padaThiBaTh MOJEIHU U
MOJUTUKY 0€30IaCHOCTH, MCII0JIb3YS U3BECTHBIE OI-XO/IbI,
METO/Ibl, CPEJICTBA U UX TEOPETUUECKUE OCHOBBI, - IPUMEHSITh
CTaHJapThlI IO oLleHKe 3aiuiieHHoctd AC npu aHanuze u
MIPOEKTUPOBAHUM CUCTEM 3aIUThI MHPopMaryu B AC, -
peann30BbIBaTh CUCTEMBI 3aIuThl HHpopMaruu B AC B
COOTBETCTBHUU CO CTaHJIaPTaMH IO OlleHKe 3auuieHHocTd AC;
BJIaJIeTh HaBbIKaMHU: - paboThl ¢ AC pacrpeieleHHbIX
BBIYUCIICHUH 1 00paboTku nHpopMaIuu; - paboThl C
nokymMmeHTtanueit AC, - UCIIOJIb30BaHUsl KPUTEPUEB OLICHKU
3amumieHHocTH AC, - moctpoeHus (opMaIbHBIX MOJeNel
cucreM 3amuThl HHPopmarun AC.

2.1.2. Dransl popMHUPOBAHMA KOMIIETeHIM I

CdopMUpOBaHHOCTh KOMIETEHIIUNA IO AUCIMIUIMHE 3ammTa WHPOPMAIMK B CHCTEMax Mepeaadd JaHHBIX OMpPENeNseTCs Ha CIEeIYIOIINUX

oTamax:

1. Jran Tekymux arrecrauuil (/[nsa npogedenus mekywux ammecmayuii Mo2ym Obimb UCHNONb308AHbI OYEHOUHbIE CPeOCmBd, VKA3aHHble 8

pazoene 2)

! Haumenosanus pazoenoe u mem 0014ceH cOOMEEMCME06ams paboyeti npospamme OUCYUNIUHbL.




2. JTan NMpoMeXKYTOUYHBIX aTTecTauuid (i nposedenus npomexncymoyHou ammecmayuu Moeym Oblmb UCNOAb3068AHbL Opyeue OYEeHOUHbLE

cpedcmea)
Tabauua 2
JT1ansl GOPpMHPOBAHHS KOMIIETEHIIHH
Jran
JTan TeKylmux aTTecTamui NMPOMEKYTOTHOM
Kon 1 HaumeHoBaHKe Kon 1 HauMeHOBaHKe HHANKATOPA aTTecTaluu
OpMHpYEMOH oCTHXeHHsI HopMHUpyeMoi 6-10
ORIy A Ty 1-5 nHeneast 11-15 Henens 1-17 nepens 18-20 nenens
KOMITCTEHIINT KOMITCTEHIINT Heess
Tekymias Tekymas Tekymias KP/K
yi yu yu CPC [TpomexyTounas
aTTecTanus aTTecTanus aTTecTarys
Nel Ne2 Ne3 arrectatt
1 2 3 4 5 7
[TIK-1. Cnocoben [1K-1.1. 3naet craguun Kontponsnas | Kontponsnas | Kontponbnast | Kontponbhas .
Tecr, ycTHBII ompoc
OCYIIECTBJISATh aHAIU3 | IPOCKTUPOBAHUS pabora Nel pabota No2 pabota Ne3 pabota
COCTOSIHHSI HAy4YHO-
TEXHUYECKOU
poOJIEMBI, ONIPEACIATD Konrtponsnas | KontponeHas | Konrponbnas | KonTponabHas N
Tecr, ycTHBII ompoc
LIE€JI U BBIIOJIHATH [TK-1.2. YmMeer pa3pabaTbiBaTh pabota Nel pabota No2 pabota Ne3 pabota

IMOCTAaHOBKY 3aJ1a4
IMPOCKTUPOBAHUA

TCXHUYCCKOC 3aJaHNEC Ha
IMPOCKTUPOBAHUC

CPC — camocrosTenbHas padoTa CTyJE€HTOB;
KP — kypcoBas pabora;
KII — xypcoBo#1 IPOEKT.

2.2. lloka3zaTesiu ypoBHell ¢(popMUPOBAHHOCTH KOMIIETEHIIMI HA dTaNaxX UX (JOPMUPOBAHUS, ONUCAHHE IIKAJI OLIEHUBAHUSA
2.2.1. Iloka3aTesn ypoBHeil cGoOpMHUPOBAHHOCTH KOMIIETEHIIHI HA 3Tanax ux ¢popMupoBaHUA

PesynbpratoM OCBOCHMS MUCHMIUIMHBI 3aniuTa UHPOpMAlUM B CHUCTEMaX Iepefadyd JaHHBIX SIBISETCS yCTAaHOBJIICHHE OJHOTO W3 YPOBHEH
c(hOpPMHUPOBAHHOCTH KOMIIETEHIINI: BHICOKHIA, TOBBIIIICHHBIN, 0a30BbIi, HU3KHUH.

(OI_IGHKa «OTJIMYHO», <<33‘lTeH0»)

MIpPECTaBIECHUS 110 UCIUILUIMHE.
OTBETHl Ha BOMPOCHI OLIEHOYHBIX CPEACTB IOJHBIE H
BEpHBIE.

Tadauna 3
Oo6menpodeccuoHaIbHbIE/
YpoBennb YHuBepcajJbHbIe KOMIIETeHIHH npogeccuonaibHbIE
KOMIIETeHIIM U
Bricokuii ChopmupoBaHbl 4YeTKHE CUCTEMHble 3HaHus u | OOy4aroIIMMCsS ~ yCBOGHA  B3aMMOCBSA3b  OCHOBHBIX

MOHATHM JMCLUMIUIMHBI, B TOM YHCIE JUIsl pEIIECHUS
po¢eCCHOHANBHBIX 3a/1a4.
OTBeTHl Ha BOIIPOCHI

OICHOYHBIX CpEACTB




Oo6menpodgeccuoHaIbLHbIE/

YpoBennb YHuBepcajibHble KOMIIETEHIMH npodeccuoHaIbHbIE
KOMIIETeHIIM U
Jlanpl pa3BepHYThIC OTBETHI HA JIOTIOJHHUTEIBHBIC | CAMOCTOSTEILHBI, WCYEPIIBIBAIOIIHE, COJICpIKaHUC
BOTIPOCHI. BONpPOCa/3aaHuUs OLEHOUYHOT'O CPEICTBA PACKPHITO MOJHO,
OO6yygarommmcst MIPOIEMOHCTPHPOBAH BBICOKWH | mpodeccrmonanpHo, TpaMoTHO. JlaHBI  OTBETHI Ha
YPOBEHb OCBOCHHS KOMIICTCHIIUU JIOTIOJTHUTENIBHBIC BOITPOCHL.
OOyyarommMcsi MPOJCMOHCTPUPOBAH BHICOKHUN YPOBEHB
OCBOCHUS KOMITETEHITHH
[ToBbImeHHBII 3Haams W mpencraBineHuss 1o guciuiuiHe | ChopMupoBaHBI B IENIOM  CHUCTEMHBIE 3HAaHHA W

(oLIeHKa «XOPOIIIOY, «3aYTCHOY)

c(hopMHPOBaHBI HAa TIOBHIIICHHOM YPOBHE.

B orBeTax Ha BOIPOCHI/33/IaHUsI OLIEHOYHBIX CPEICTB
M3JI0’)KEHO TOHUMAaHHME BOIIPOCAa, NAaHO JOCTATOYHO
MoJIpoOHOE OMHCaHHUE OTBETA, MPUBEACHBI U PACKPBITHI
B TE3UCHOU (hOpME OCHOBHBIC TIOHSITHSI.

OTBeT oTpakaeT MOJHOE 3HaHME MaTepHhala, a TakkKe
HAJINYKE, C HE3HAYUTENBHBIMY NPOOeIaMy, YMEHUH U
HAaBBIKOB MO H3y4aeMON JUCUHUIUIMHE. JlOmyCTHMBI
eMHIYHBIE HETPYOble OIIHOKH.

OOyJaromuMcsi TIPOJIEMOHCTPUPOBAH  TTOBBIIICHHBIH
YpOBEHb OCBOCHHSI KOMIIETEHLIUU

MIpeICTaBICHUS IO JUCLHUILUIMHE.

OTBeTsl Ha BOMPOCH OIIEHOYHBIX CPEACTB IOJHEIE,
TPaMOTHBIE.

[IponemMOHCTpUpPOBaH MOBBIINIEHHBI YpPOBEHb BIaJECHUS
MPAKTUYECKUMHU YMEHUSMHU U HaBBIKaMH.

JonycTuMbl eAMHUYHBIE HErpyOble OWIMOKH IO XOAy
OTBETa, B IPUMEHEHHN YMEHUIN 1 HaBBIKOB

bazoBrrit
(omIeHKa «yIOBIETBOPUTEIHHOY, «3aUTEHO)

OTBeT OTpaxaeT TEOPETUYECKHE 3HAHHUS OCHOBHOTO
MaTepuaia JUCHUIUIHHBL B 00beMe, HEOOXOIUMOM IS
nanpHelmero ocsoenus OITOIN.

OOyyJaromuicsl OMyCKaeT HETOYHOCTH B OTBETE, HO

obnmajaer  HEOOXOAWMBIMH  3HAHMSAMH Ul UX
yCTpaHEHWUSL.
Ob6yuarommmcst IPOJEMOHCTPUPOBAH 0a30BBIi

YPOBEHb OCBOCHUS KOMIIETECHITNH

OOyyaromuiicsi BJIaJeeT 3HAHUSIMH OCHOBHOT'O MaTepuasl
Ha 6a30BOM YpOBHE.
OTBeThl Ha BOIPOCHI OIIEHOYHBIX CPEJCTB HEMOJHBIE,

JIOTTYIIE€HBI CyILIECTBEHHBIE OIINOKH.
[IponemoHcTpupoBaH  0a30BbI  YPOBEHb  BIIAACHUS
MPaKTUIECKUMHU YMEHUSIMH 51 HaBBbIKaMH,

COOTBETCTBYIOIINH MUHHUMAIBHO HEOOXOJUMOMY YPOBHIO
JUISL pelIeHust MpodecCHOHANBHBIX 3a/1a4

Huszkuii
(OLIEHKA «HEYIOBIETBOPUTEILHOY,
«HE 3aYTEHO»)

ﬂeMOHCTpI/IpyeT IMMOJIHOC OTCYTCTBHUC TCOPECTHUCCKUX 3HAaHUH Marepuajia JUCHUIIIMHBI, OTCYTCTBUC MPAKTHICCKHUX

YMeHI/Iﬁ 1 HAaBBIKOB

Ilokazarenu ypOBHCﬁ C(I)OpMI/IpOBaHHOCTI/I KOMIIETEHIIUH MOTYT OBITH HU3MCHCHBI, JOIOJIHCHBI W aAallTUPOBAHBI K KOHKpCTHOﬁ pa6oqel71

mnmporpamMmMe IMCHUITIINHEIL.




2.2.2. Onucanue MIKaJ OeHUBAHUSA

B ®I'bOY BO «AI'TY» BHempeHa MOIyJIbHO-PEUTHMHIOBAas CHCTEMa OLEHKH Y4eOHOI
NEeSITeIbHOCTH CTYIEHTOB. B cooTBeTCTBMM ¢ 3TOH CHUCTEMOM NPUMEHSAIOTCA MATHOAIbHAS,
nBaauaTrOanbHas U cro0abHAs KAl 3HAHWN, YMEHHA, HABBIKOB.

I xajabl oneHuBaAHUS
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IToxa3biBaeT BEICOKHIA yPOBEHD C(HOPMHUPOBAHHOCTH KOMITETEHITHH, T.€.:

o

N | — IPOAEMOHCTPHUPYET IIyOOKOe M IIPOYHOE YCBOCHUE MaTepHaa,;
o 3 Y — HCYEpHBIBAIOIIE, YETKO, IOCIENOBATENbHO, IPAMOTHO W JIOTHYECKH
A A A m CTPOMHO H3J1araeT TeOPETUYECKHI MaTepual
] ] o
= = = % — OpaBWIBHO (GOPMHUPYET ONpPEEICHUS;
= é B é E8 — JIEMOHCTPHPYET yMEHHS CaMOCTOSTENBHOW pabOThl C HOPMATHBHO-
B E E o i e
S = S = c8 MIPaBOBOI TUTEPATypPOH;
ye | yw ¥ —  yMeeT JeJ1aTh BBIBOJIBI 110 H3JIaraeéMOMY MaTepHay.

~ 3 [ToxazpiBaeT JOCTATOYHBIN YPOBEHH CHOPMHUPOBAHHOCTH KOMITETSHIIUH, T.€.:

«—

' ' — JIEMOHCTpHUpYET [OCTaTOYHO TOJHOE 3HaHME MaTepHalia, OCHOBHBIX
< © R TEOPETUIECKUX MOI0XKECHH;
R R R — JIOCTaTOYHO TMOCJIENOBAaTENbHO, TIPAMOTHO JIOTMUECKH CTPOMHO
g CE]) g W3J1araeT MaTepuan;
S § g § S § —  JIEMOHCTPHMPYET yMEHHUS OPMEHTUPOBATLCS B HOPMAIILHOMN JINTEPATYPE;
25| %25 2 5 —  yMeeT JenaTh JOCTATOYHO OOOCHOBAHHBIE BBIBOJBI MO H3IAaraeMOMy
M) M) M)

MaTepHuany.

IToka3bIBaeT NOPOTroBBIN YPOBEHb CHOPMHUPOBAHHOCTH KOMIIETCHLUH, T.€.:

% % % — JIEMOHCTpHpYeT o0IIee 3HaHUe H3y4aeMOro MaTepHaa;
E “E - E 5 —  HCHBITBIBAET CEpbE3HbIE 3aTpyIHCHHUS npu OTBETax Ha
= = S = E JIOTIOJTHUTEJIbHBIE BOIIPOCHI;

= .
é . g 8 g 8 — 3HAeT OCHOBHYIO PEKOMEHAYEMYIO JIUTEPATYPY; }
2 S ey 2 2 — yYMEET CTPOUTHh OTBET B COOTBETCTBHUM CO CTPYKTYPOH H3IaracMoro
g2 3 2 . g2 Marepuaia.
X \© AN X ©
2o | 2 2 ®
~ 1 ~ 1 ~ 1
A A A CraButcs B cilyyae:
S S S N
= = z —  HE3HaHWs 3HAYUTEIBbHOW YacCTU IPOTPaMMHOI0 MaTepuaa;
E E E — HE BJIAJICHUA NOHSATUHHBIM aIlapaToM JUCUUIUINHBL
g = = — JIONMYIICHUs CYIIECTBEHHBIX OIIMOOK TIPH W3JIOKEHUH Y4eOHOTrO
é é @ é @ MaTepuana;
% o % E % E — HEYMEHME CTPOUTbH OTBET B COOTBETCTBUM CO CTPYKTYPOM H31aracMoro
g( % g{ O g( O BOIIpOCa,

— Lo
8 5 = 50 — HEYMEHME JeJIaTh BbIBObI [10 U3JIaraeMOMY MaTepHaiy.
janilo\| T - T
I N I




3.

TunoBbie KOHTPOJIbHBIC 3aJaHUA, HHbIC MaTE€PHUAJIbl H METOAHYECCKUEC PEKOMEHAAIIUHA,

Heo0XoaMMbIe 1JIs1 OlleHKH ¢(pOPMUPOBAHHOCTH KoMIleTeHIMid B ipouecce ocBoeHuss OITOIT
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3.1. 3agaHus ¥ BONPOCHI 1JIsl BXOJAHOT0 KOHTPOJISA

[TonsTre nHGOpPMAITHH.
Cucrema yrpaBiieHUs THPOPMAITMOHHOW 0€30TTaCHOCTBIO.
[TommTrka MHPOPMAITMOHHONW OE30TTACHOCTH.
HNudpactpykrypa nHOOpPMAIMOHHON 0€301TaCHOCTH.
®duznveckas 6€30MaCHOCTh U 0€30MACHOCTH OKPYIKAIOMIEH CPeIbl.
YHpaBHCHI/Ie AOCTYIIOM K CUCTCMaM.
3.2.1. ATrecTallMOHHAsi KOHTPOJILHAsA padoTa Nel
OcHoBHbIE TOHATUSA UHGOPMAITMOHHON 0€30M1aCHOCTH.
ABTOoMaTH3upoBaHHasg cucteMa oOpaboTku uHpopmarnuu. IIpencraBienune mHGOpPMAUU B
AC.
bazoBeie cBoiicTBa nH(pOpMAIIH
Jonyck k nndopmanuu. bazoBbie moHATHS
Omnpenenenne yrpossl 6e3omacuocta 1isi AC. [IpotuBojeiicTBre yrpo3am 6e301macHOCTH
3amuTa TaHHBIX B CHCTEMax repeaadn nHhopMaIuu.
IIpakTHka yTeuek.
[Ipobnema naeHTUGUKAITIN THDOPMAITHH.
OcHOBHbIE KaHaJIbl YTEUKH.
Ananu3 yrpo3 nHhopMaluoOHHON 6€30MaCHOCTH.
CpenctBa U CUCTEMBI KOHTPOJISL U YIIPaBJIEHUS JOCTYIIOM

11.2.1. ATTecTaniMOHHAsI KOHTPOJIbHasi padoTa Ne2
3amMra JaHHBIX B CUCTEMax Nepeaadu HH(popMarum.
IIpakTHKa yTeuek.
[Ipobnema naeHTUUKAITIN THDOPMAITHH.
OcHOBHbIE KaHaJIbl YTEUKH.
AnHanu3z yrpo3 HHQOpPMAaLMOHHOM O€30MaCHOCTH.
Yrpo3sl U ySA3BUMOCTH O€CHpOBOAHBIX ceTeil. Touku goctyna B OECHpOBOJHBIX CETAX.
Bemanue paguomasika.
3.2.2. ATTecTallHOHHAs KOHTPOJILHasi padoTa Ne3
3ammTa JaHHBIX B CUCTEMax Nepefadyn HHPOpMaluu.
[IpakTHka yTeuexk.
[Ipo6nema naeHTUGUKATUN HHPOPMAITIH.
OcHOBHbIE KaHaJIbl YTEUKHU.
AHanu3 yrpo3 nH$popMalnoHHON O€30MaCHOCTH.
VYrpo3bl KOHOUAESHIUATBLHOCTH, ILEJIOCTHOCTH, JOCTYMHOCTH HWH()OPMAIUHN, pPaCKPBITHS
napaMeTpoB HH(POPMAILIMOHHOM CUCTEMBI JaHHbBIX.
OcHoBHble Buab! aTak Ha AC.
Krnaccudukanus ocHoBHbIX aTak Ha AC ¥ BpeJJOHOCHBIX MPOTPamMM.
ANTOpUTMBI 3aIIUTHI COOOIIEHUH B KaHaJax nepenayu nHpopManun
Cpenctsa 3amuThl HHGOPMAIIHH.
OnexkTpoHHas nudpoBas Noanuch. llenb ayTeHTH(UKALUU HIEKTPOHHBIX JTOKYMEHTOB.
®opmar 31eKTpoHHOM nudpoBoit moamnucu. Xom-¢pyHKuus. OAHO HampaBiIeHHbIE XOIII-
¢yHkunun. OCHOBBI MOCTPOEHUS XAII-(DYHKIIUH.
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3.2.4. CniucoK BONMPOCOB K IK3aMEHY
3amuTa JaHHbIX B CUCTEMax epeaadyu nHGHOpMaIUH.
IIpakTHka yreuek.
[Ipobnema uaeHTHUUKAITTN THHOPMAITHH.
OcHOBHbIE KaHaJIbl YTEUKU.
AHanu3 yrpo3 nHhopMalnoOHHON O€30MaCHOCTH.
YTpo3bl  KOHOUACHIUATBLHOCTH, IIEOCTHOCTH, JOCTYMHOCTH HWH()OPMAIUHN, pPaCKPBITHS
napamMeTpoB UH(POPMALIMOHHOM CUCTEMBI JaHHbBIX.
OcHoBHEbIe BUAEI aTak Ha AC.
Knaccugukanus ocHOBHBIX atak Ha AC U BpeJOHOCHBIX IPOTPAMM.
AJTOpUTMBI 3aIIUTHI COOOIICHH B KaHalaX Mepenayu nHpopmauu
CpencTBa 3amuTsl HHGOPMAIIH.
MexceTeBoe s3KpaHUpPOBaHUE
MeTob! 32U Thl HH(POPMAIHH ¢ TTOMOIIBIO AITOPUTMOB CTeTaHOTpadUH U PEUEBOM MOANNUCH
MeTo/b1, CpeCTBA U TEXHOJIOTUH 3alIUTH HHpOpMaIiK B ceTu MHTepHeT.
CpenctBa U CUCTEMBI KOHTPOJIS U YIIPABJIEHUSI TOCTYIIOM.
CnocoOsl  obecnieueHuss MHPOpMAIMOHHON  Oe3omacHOCTH. KOMIUIEKCHBIH — MOAXO..
Heo6xonuMocTs IpUMEHEHHUsT CTaHIapTOB
Kpunrorpadus. udpoanue c 3akpbiTeiM KitodoM. [lonstue nuddysun u koHdysuu.
CrpykTypa anroputMa cuMMeTpuuHoro mudpoBanus. Kpunroananus. Mcnonb3zyembie
KpuTepuu npu pazpabotke anroputmon. Cerp Deitmrens. [lonstue cnaboro kiroya.
AcummerpuyHoe mudpoBanue. OCHOBHBIE NPUHIMIIBI MOCTPOCHHUS KPHUIITOCUCTEM C
OTKPBITHIM KJIF0UOM. OCHOBHBIE aJITOPUTMBI IOCTPOEHUSI CUCTEM C OTKPBITHIM KIIFOUOM.
OnektpoHHass uudpoBas mnoanuch. lLleap ayTeHTH(UKAUU SIIEKTPOHHBIX JTOKYMEHTOB.
@dopmar 3aeKTpoHHOM nHudpoBoit moamucu. Xom-¢pyHKuus. OAHO HampaBiIeHHBbIE XOIII-
¢bysakunrn. OCHOBBI TOCTPOCHUS XAII-()yHKITHH.
Texnonorun wmexcereBbiXx 5kpaHoB. Dynkiuun MD. Knaccupukaums MD. Dunbrparus
tpaduka. Kpurepun anHanm3a WHOOPMANMOHHOTO IMOTOKA. BEINMOMHEHWE QYHKITHA
nocpenHudecTBa. CrocoObl pa3rpaHUUYEHHs 1OCTYIa K pecypcaM BHEUIHEH/BHYTpEHHEH CeTH.
KammpoBanue nanHbiX. OcOOEHHOCTH (PYHKIMOHHpOBaHUS MDD Ha pPa3IUYHBIX YPOBHSX
mozenu OSI. Bapuantel wucnonnenus MD. Cxemsl ceTeBod 3ammTel Ha 0aze MD.
®opMupoBaHUE MOJUTUKHA MEXKCETEBOr0 B3auMoieicTBUA. OCHOBHBIE CXEMbI MOJAKIIOUEHUS
MD. IlepcoHanbpHbIe U paciipeielieHHble ceTeBble SKpaHbl. [Ipobaemsl 6ezonacHoctn MD.
Bupryanensie 3amumenssie cetd (VPN). Tynnens VPN. VPN-knuent. VPN-cepsep. 11nro3
6esomacHoct  VPN. BapuanTbl TOCTpOCHHS BHUPTYAIbHBIX 3alllUIICHHBIX KaHAJOB.
HocrounctBa npumeHneHusi texHojsoruu VPN. IlpoTokosnsl ¢opMupoBaHHS 3alIUIIEHHBIX
KaHaJIOB Ha KaHalbHOM YypoBHe. [IpoTokonbsl (opMHupOBaHMS 3allMIICHHBIX KaHAJIOB Ha
CEaHCOBOM YpoOBHeE. 25. 3amuTa OeCIpOBOIHBIX CETEH.
®usznyeckuil yposens cranaapta IEE 802.11. Cranmapt WPA.
3amurta Ha cereBoM ypoBHe. [Ipotokon [PSec. Apxutektypa cpeactB 6ezomacHoctu [PSec.
3ammMra nepenaBaeMblXx JaHHBIX ¢ nomombio npotokosoB AH u ESP. Ilporokon AH.
[Iporokon nnkancynupyromei 3amutel ESP. Anroputmel ayTeHTHGUKAIUN U H(pPOBaHUS B
IPSec. Crpykrypa anroputMa HMAC. Ilportokon ymnpasienus kpuntokmodamu IKE.
VYcranosnenne OezomacHor accouranuu SA. basel ganueix SAD u SPD. OcHOBHBIE CXEMBI
npumenenus [PSec.
WndpactpykTypa 3ammurhl Ha MPUKIAAHOM YpOBHE. YTpaBieHHEe UACHTHUPUKALUEH u
noctynoM. OcoOeHHOCTH yrpaBiieHUs JoCcTynoM. OYyHKIIMOHUPOBAHNE CUCTEMBI YITPABICHHUS
nocryriom. CpenctBa ympaBieHHs ceTreBbiM jgoctynoMm. CpenctBa ympaBieHus Web-
noctynoM. Opranu3zamus 3alMIIeHHOT0 yAaleHHoro goctyna. [IpoTokosbl ayTeHTU(UKAITIH
yAaJleHHBIX ToJib30BaTenel. [leHTpann3oBaHHbI KOHTPOJIb YAJIEHHOTO JOCTYIa Ha IpUMepe
TACACS.
Konuenmus ananTtuBHOTO YyIpaBieHHs O€30MacHOCTHIO. JTalbl OCYILIECTBJICHUS aTakd Ha
uHpOpMalMOHHYIO cucTteMy. KoHuenuus afanTHUBHOTO YOpaBieHHs O€30IacHOCTBIO.
OO6nHapyxeHue atak. ANAaNTUBHBIM KOMIOHEHT. MoOjelb ananTUBHON O€30MacHOCTH CETH.
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TexHosnorusa ananu3a 3amuuieHHocTd. CpencTBa aHaiaM3a  3alllUIIEHHOCTH  CETEBBIX
MPOTOKOJIOB U cepBUCOB. CpeacTBa aHanm3a 3anuiieHHoctd OC. MeTtoapl aHann3a ceTeBon
uHpopmanuu. Knaccudukanus cucreM oOHapyxkeHus atak. Cuctembl oOHapy>KEHHs aTak.
Metoapl pearupoBaHus.

KomnbroTepHsle BUpYCHl W TpoOOJIEMBI  aHTHBHpPYCHOW  3amuThl. Kimaccudukarms
KOMIIBIOTEPHBIX BHUPYCOB. JKM3HEHHBIM LIMKJI BUPYCOB. BpemoHOCHBIE NPOrpaMMbl IPYIrHX
TUIOB. AHTUBHUPYCHBIE IpPOrpaMMbl U KOMIUIEKCHl. BHeEIIHME NpHU3HAKU AESTEIbHOCTU
BUpycoB. Metonbl OOHapyxeHus BHUPYcOB. Buabsl aHTHBHpYCHBIX mporpamm. Kputepuu
KayecTBa AaHTUBUPYCHOM mnporpammsl. [Ipodunaxtuueckue mepbl 3amuthl. [locTpoenue
CUCTEMBI AHTUBUPYCHOM 3aILUTHI KOPIIOPATUBHOM CETH.

3amaun  YIpaBJCHMsT CHUCTEMOWM ceTeBOM 0e30macHOCTH. ApPXUTEKTypa YIIpaBlICHHS
cpeacTBaMu ceTeBoil OezonacHocTu. KoHuemnus rio0anbHoro ynpaBieHus: 6€30MacHOCThIO.
I'noGanbHas nonutuka 6ezonacHocty. JlokanbHas MOJUTHKA O6€3011aCHOCTH.

TpeboBanust 1o 3ammre WHQOPMALUU OT HECAHKIMOHHMPOBAHHOTO JOCTyHa Ui
aBTOMATU3MPOBAaHHBIX CUCTEM.

KommnexcHblit moaxon k 3amuTe uHpopmarmu. CpeacTsa 3auThl HHOPMAIIHH.

3aueThl U SK3aMEHbl MOTYT ObITh IPOBEJICHBI B MMCbMEHHOM (popMe, a TaKKe B MMCbMEHHOMN

dbopMe ¢ yCTHBIM JIOTIOJTHEHHEM OTBETa. 3a4eThl CiIykaT (JopMOM IPOBEPKU KaueCcTBa BBHITOJIHEHUS
CTYACHTaMH J1a0OpaTOpHBIX paboT, YCBOCHUSI CEMECTPOBOTO Y4eOHOTO MaTepraia 1Mo JTUCIHUILINHE
(MOAyJI0), MPAKTUYECKUX U CEMHUHAPCKUX 3aHATUH (MPU OTCYTCTBHU SK3aMEHA MO TUCIUILINHE).

ITo utoram 3ayera, COOTBETCTBUU C MOJYJIBHO — PEUTUHIOBOM CUCTEMON YHHUBEPCHUTETA,

BBICTABIISAIOTCS Oajsibl C MOCIEAYIOIIUM MEPEexXoJ0M IO IIKajle Oalibl — OIEHKU 3a 3a4yer,
BBICTABIIIEMBI KaK 110 HAMMCHOBAHUIO «3aUTCHO», «HE 3a4TCHO», TaK M JAu(PepeHIInpOBaHHO
T.€. C BBICTABJICHUEM OTMETKHU I10 CXEME — «OTJIIMYHO», «XOPOILLIO», «YIOBIECTBOPUTEIBLHO» U
«HEYJOBJIETBOPUTEIBbHO», OMNPEACIIIEMOE PEIIEHHEM YUYEHOTO COBETa YHHUBEpPCUTETA U
MPOIMKUCHIBAEMOT0 B y4eOHOM ILIaHE.

Kpumepuu  oyenxu ypoews cgopmuposannocmu  KomnemeHyutl Oas  NPOGeOeHUs:

9K3aMeHa/Oupgepenyuposanno2o 3auéma (3awema ¢ OYeHKOU) 3a8UCAm Om uUx opm nposedeHust
(mecm, gonpocwl, 3a0aHus, peulerue 3a0ay u m.o.).



