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I. HOACHUTEJIbBHAS 3AIINCKA

DJIEKTPOHHBIN Yu4eOHO-METOJUYECKUN KOMIUIEKC COCTaBJIEH Ha OCHOBE TpeOoBa-
HUM BKJIIOYAET KPATKUUA KOHCHEKT JIEKIMM, Ja0OpaTOpHBIA NPAKTUKYyM, MEPEUYCHb
BOIPOCOB K 3ayeTy, CIUCOK JIUTEPATyphl, Y4YEOHYIO MpOrpamMmy JUCHUILIUHBIL.
Hagpuranus nmo KOMIUIEKCY OCYIIECTBISETCS C TOMOIIbIO TUIIEPCCHLIOK.

[enbto n3zydenus aucuuruinabl «HpopMarmonHas 6€301MacHOCTh TAMOKEHHBIX
CITLy0» SIBJSIETCS 03HAKOMJICHHE CTYJIEHTOB C (PYH/IaMEHTAJIbHBIMU MOHSATUSIMH, OCHOB-
HBIMH OIpEACIICHUSIMU U METoJaMu oOecrieueHrs MH()OpMaIMOHHOW 0e30MacHOCTH B
YCJIOBHSIX IHPOKOTO MPUMEHEHHUS COBPEMEHHBIX MH(POPMAIMOHHBIX TEXHOJOTHH. A
MMEHHO, U3y4eHre MHGOPMAIIMOHHBIX YIPO3, UX HEHTpaM3aIiui, BOIPOCOB OpraHu3a-
M MEP 3aIUTHl HHPOPMAIIMOHHBIX PECYPCOB, HOPMATUBHBIX JTOKYMEHTOB, pEriIaMeH-
TUPYIOMKUX UHOOPMALMOHHYIO JEATEIIbHOCTh, KPUNTOTPAQUUECKUX METOJIOB 3aIUTHI
nH(popMaIuu, Apyrue BOIMPOCHI, CBA3aHHBIE C OOecleueHuEeM Oe30MacHOCTH KOMITbIO-
TEPHBIX CETEU.

B pesynbraTe uzydyenus auctuiuinasl «ubopmanmonHas 6€30nacHOCTh TaMO-
KEHHBIX CITY>K0» CTYJEHT J0KEeH

3HATh:
— coJiepKaHUe OCHOBHBIX MOHATUN 0OecreueHns HHPOPMAMOHHON 0€3011aCHOCTH;

— OCHOBHBIE BHUJIBI yIpo3 MH(GOPMAIMOHHONW O€30MacHOCTH, METOJIbI UX BBISABICHHUS
1 OJIOKMPOBaHUS;

— METOJbl U CPEACTBA 3alUThl OT HECAHKLMOHUPOBAHHOIO JIOCTyNa K MH(OpMaluu B
KOMITBIOTEPHBIX CHCTEMAX;

— METObI 3aIUTHl HH(OPMALIMK OT HECAHKLIMOHUPOBAHHOIO JJOCTYIA B ONEPAlIMOHHBIX
CUCTEMAX;

— KpunTorpaduueckrue MeTo bl o0ecrnedeHus: HHPOpMaIMOHHON 6€301aCHOCTH;

— CHOCOOBI 3aIIUTHl KOMITBIOTEPHBIX CUCTEM OT BPEAOHOCHBIX MIPOrpamM;

yMeTh:

— o0ecreunBarh 3alUTy WH(OPMAIMU IUTATHBIMH CPEICTBAMHU ONEPALIMOHHOM CHCTe-
MBI,

— OCYHIECTBIATH 3P(HEKTUBHBIN BHIOOP KOMIBIOTEPHBIX CUCTEM 3aILUTHI;

— IPUMEHSTH Pa3IMYHbIE TEXHOJIOTUHU 3alIUThl THPOPMALIMK B peajbHbIX UHPPACTPYK-
Typax.

3HaHUA U YMEHUSI, IOJIyYEHHbIE CTYJEHTAMHU NPU U3YyYCHUU JAHHOW IHUCIUILIN-
HbI, HEOOXOAMMBI JIJIS1 OCBOCHHMSI TIOCIEAYIOIIMX CIIEUUATbHBIX TUCHUIIINH, CBA3aHHBIX C
TaMOXEHHBIMU HH(POPMALIMOHHBIMU TEXHOJOTUSAMH.

B cootBercTBUU ¢ yueOHBIM IUIAHOM CHEIHATIBHOCTH HAa U3YYEHHUE TUCIUILIMHBI
OTBeleHO 74 4aca, W3 HUX ayIUTOPHBIX — 34 yaca, BKItodas 17 gacoB yekmuii u 34 4da-
COB J1Ja0OpaTOPHBIX 3aHATUNA. KOMMYeCTBO 4acoB MO Ka)XJ0i TeMe U 0 Kax a0 J1abopa-
TOpHOM paboTe MpUBEAEHBI B y4eOHO-METOAMUECKON KapTe.
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Il. KPATKHUM KOHCHEKT JIEKIIUN

Tema Ne 1. OcHOBHBIC IOHATHSA U AHAJIHU3 YTPO3 HHPOPMALMOHHO
0e3omacHOCTH

3amura nHGopMaANMHU — 3TO IEATEIHLHOCTD [0 MPEJOTBPALICHUIO YTEUKH 3allUIIaeMON
uH(pOpMaLNK, HECAHKIIMOHUPOBAHHBIX M HEMpPeIHAMEPEHHBIX BO3JCUCTBUI Ha 3allUIIAEMYIO
MH(pOpMaLHIO.

Obvexm 3awgumel — 570 UHPOpPMALUS, HOCUTENIb UHPOPMALUU WU WH(DOPMAIIMOHHBIN
MPOLIECC, B OTHOIICHUH KOTOPBIX HEOOXOAUMO 0OecleurBaTh 3alUTy B COOTBETCTBUU C IIO-
CTaBJICHHOM 11€JIbIO 3aIIUTHl HHGOPMAIIUU.

Ienv 3augumal unghopmayuu — 310 XEJNaeMblil pe3ynbTat 3auuThl HHGOopMaluu. Llenbro
3amuThl UHGOPMALMM MOXKET OBITh MpeloTBpalleHue yiiepOa COOCTBEHHHUKY, BIaJENblly,
MOJIb30BATEN0 MH(MOPMAIIMK B PE3yJIbTaTe BO3MOXKHOW YTEUKH WH(OpMAIMM W/UIU HECaHK-
HMOHUPOBAHHOTO U HEMPEAHAMEPEHHOTO BO3IEHCTBUS HA NHPOPMALIUIO.

Cucmema 3augumol ungpopmayuu — COBOKYIHOCTh OPraHOB W/MJIM HCIIOIHUTENEH, UC-
MoJIb3yeMasi UMH TEXHHKA 3aIUThl HHPOPMAIIUHU, a TAKKe O0BEKTHI 3alIUThl, OpraHU30BaHHbBIC
U (pYHKIIMOHUPYIOIIKE 110 MpaBUjIaM, YCTaHOBJICHHBIM COOTBETCTBYIOIIMMH IPABOBBIMHU, OpTra-
HU3AIMOHHO-PACTIOPSAUTEIFHBIMU M1 HOPMATHUBHBIMHU JOKYMEHTAMU T10 3aIIUTE UHPOPMALIHH.

HNudopmannonnas 6e301aCHOCTb — TO 3ANUIIEHHOCTh HHPOPMAIIUU OT HE3aKOHHOTO
O3HAKOMJICHHUSI, IPEOOPa30BAHMS U YHUUTOKEHUS, a TAKXKE 3alUIIEHHOCTh WH()OPMAITMOHHBIX
PECYPCOB OT BO3JEHCTBUM, HAPABJIEHHBIX HA HApYIICHHE UX pabOTOCIIOCOOHOCTH.

OCHOBHBIMU COCTABJISIOIIMMU HH(OPMAIIMOHHON O€30IacHOCTU SABIISIIOTCS: KOH@UOEeH-
YUATILHOCMb, OOCMYNHOCIb, YELOCIMHOCHb.

Yepoza — mnorennmanbHas BO3MOXKHOCTh HapylIUTh HWH(DOPMAIMOHHYIO 0€30MacHOCTb
(koH(bUIEHIIMAIBHOCTD, EJIOCTHOCTh W/WIW JOCTYIMHOCTh MHGOpMAIUHU), a TakKe BO3MOX-
HOCTb HEJIETAJIbHOTO UCIIOJIb30BAHUS PECYPCOB CETH.

Kiraccudukarus BO3MOXHBIX yIrpo3 HHGOPMAIMOHHON 0€3011aCHOCTH aBTOMAaTU3UPOBaH-
HBIX cucteM (AC) MOXKeT ObITh TIPOBEICHA IO CIICAYIOIIUM 0a30BBIM MPU3HAKAM:

ITo mpupoae BOZBHUKHOBEHHS.

Ilo crenenu nmpeHaMEPEHHOCTH MIPOSIBICHHUSI.

[To HemocpeCTBEHHOMY UCTOYHHKY YIPO3.

[To monoXeHnIo NCTOYHUKA YIPO3.

ITo crenenu 3aBucumMoctTu OT akTUBHOCTH AC.

ITo crenenu Bo3aeiictBusg Ha AC.

[To sTamam gocTtyna noias3oBaTener Win nporpamm k pecypcam AC.

ITo cnocoOy moctyna k pecypcam AC.

[To Texymemy MecTy pacroioxeHus: nHGOpMAIHK, XpaHUMOW 1 00padaThiBaeMOil B
AC.

©CoNoOkwNRE

Tema Ne 2. 3amura uHGopManuu 0T HECAHKIMOHMPOBAHHOIO 10CTYNA

Hecankunonuposanubiii nocryn k uHpopmanun (HCJ/I) — HapymeHue ycraHoBIeH-
HBIX TPaBUJI pa3rpaHudeHus noctymna. Jluno uim nponecc, ocymectistomue HCI k undop-
MaIliH, SBJSIOTCS HapYUIUTEISIMH MpaBuil pasrpanndenus nqocrymna. HCJ sBrisercs manbomnee
pacnpoCTpaHEHHBIM BUJOM KOMITBIOTEPHBIX HapyIIEHUH.

OCHOBHBIMU cTIOCO0aMH HECAHKIIMOHMPOBAHHOTO JOCTYNa K HMHPOPMALUU B KOMIIBIO-
tepHbix cuctemax (KC) apnsroTcs:

- HEMOCpeACTBEHHOE 0OpallleHne K 00BEKTY ¢ KOH(PUACHIIHATLHON HH(OpMaIIHei;
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- CO3/laHKe MPOTPaAaMMHBIX U TEXHUYECKUX CPEJICTB, BHIMOJHSIOMUX OOpaleHne K 00b-
€KTY B 00XO0J] CpPEJICTB 3allUTHI;

- Mojau(puKanus CpeiCTB 3ALIUTHI I OCYILECTBIECHUS HECAHKIIMOHUPOBAHHOIO JOCTY-
na;

- BHeapeHue B TexHuueckue cpenactsa CTB (cpeacTB BBIUMCIUTENbHON TEXHUKU) WU
AC (aBTOMATH3UPOBAHHBIX CUCTEM) NPOTPAMMHBIX WJIH TEXHUYECKUX MEXaHU3MOB, Hapy-
HIAIOMIMX CTPYKTYpPY M (QYHKLIUU 3THUX CPEICTB JUISl OCYIIECTBIIEHNUS HECAHKIIMOHHPOBAHHOTO
J0cTyma.

OcHoBHbIMU HarpaBieHusiMu oOecrniedeHus 3auuThl CTB u AC oT HecaHKIIMOHUPOBAH-
HOTO JIOCTyIa SIBIISIIOTCSL CO37aHue cucmemul paszzpanudenus oocmyna (CP/]) cyOBeKkTOB K
o0BeKTaM JocTyna 1 co3ianue odecneuynBaromux cpeacts s CP/I.

OCHOBHBIMHU CITIOCOOAMU 3aIIUThI OT HECAHKIIMOHUPOBAHHOTO JIOCTYIA K UH(OpMAINU B
KOMITbIOTEPHBIX CUCTEMAax SIBISIOTCS:

- ayTeHTU(UKAIUS;

- aBTOpHU3AIINS;

- mudpoBaHUe HHPOPMAITUH.

Tema Ne 3. Be3onacHoe MCNOJIb30BaHUEe HH(POPMAITMOHHOM CpPeabl

MesxkcereBoii 3xkpan (MD) win ceTeBoOil IKPaH — 3TO CICIUAIN3UPOBAHHBIN KOMILICKC
anmnapaTHOM WM MPOrPAMMHON MEXKCETEBOM 3aIlIUThI, HA3bIBAEMBIN TAKXKE OPAHOMAYIPOM UITU
cuctemoii firewall, ocymecTBistonuii KOHTPOJIb ¥ (QGUIBTPAIMIO MPOXOIAIIMX Yepe3 HEro ce-
TEBBIX NTAKETOB B COOTBETCTBUU C 3a/IaHHBIMH TPAaBUIaAMHU.

B 3aBucuMocTH OT 0XBaTa KOHTPOJIUPYEMBIX MTOTOKOB JAHHBIX CETEBBIC DKPAHBI JEIATCS
Ha: mpaouyuonHwlil cemegotl (WIN MexHccemesoil) SKPaH; nepcoHaIbHblil Cemesoll YIKPaH.

Oyukimu MO caenyronme:

- punpTpanus Tpaduka;

- BBITIOJTHEHUE (PYHKIIUI MMOCPETHUYECTRA,;

- IONIOJIHUTENbHBIE (YHKIUU: UIACHTHU(PUKAUS U ayTeHTU(]UKAIUS TOJIb30BaTeNeH;
TPaHCIIALMS CETEBBIX aJ[PECOB; aIMUHUCTPUPOBAHUE; PETUCTPALIMSI COOBITUN U T€Hepalus OT-
YETOB.

Buptyaasnas yactaas cetb — VPN (Virtual Private Network) — texunosorus 6e30-
MaCHOTO MOAKIIFOYEHHUSI K KOPIIOPAaTUBHOMU ceTH uepe3 HTepHeT.

BupryanbHble YacTHBIC CETH SIBJISIIOTCS KOMOWHAITMEH HECKOJIBKUX CaMOCTOSITCIIBHBIX
CEpBHUCOB (MEXaHU3MOB) 0€30MaCHOCTH:

— wugposarus Ha BbIICIEHHBIX IUII03aX;

— 9KPAHUPOBAHUSL,

— MYHHEIUPOBAHUSL.

Bpemennbie ¢aiinbl — Qaitisl, co3aaBaeMbie ONPEASTIEHHON MPOrpaMMON HIIA OTIepaIlu-
OHHOM CHCTEMOM Ul COXpaHEHHS NMPOMEKYTOUHBIX PE3YyJIbTATOB B Ipolecce PyHKINOHUPO-
BaHHUS WJIM MEpeJauyl JaHHBIX B APYTYIO IPOrpamMmy.

Jlis HOpMalibHOM paloThl OMEPAllMOHHOW CHUCTEMBI M JIFOOOT0 JAPYroro mporpaMMHOTO
oOecrnevyeHus! UCTIONIb3YIOTCS pa3InyHble BpEeMEHHbIE (aillibl, KOTOpbIE COXPaHSIOTCA B CHEIU-
aJIbHBIX CHUCTEMHBIX Hamkax lemp. J[is ygameHus: BpeMEHHBIX (aillioB MOXXHO BOCIOJIB30-
BaThCS CTaHAAPTHBIM HHCTpYMEHTOM Quucmka oucka, kotopsiii BerpoeH B OC Windows XP.

Emé ogHuM HCTOYHHMKOM OOJIBIIIOrO KOJWYECTBA BPEMEHHBIX (aitnoB (paiiaoB COOKie)
aBisieTcss Mnmepnem. Kaxaplil pa3, Korja 3arpyaercs MHTEPHET-CTPaHULA, BCE COCTABHBIC
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Gaiyibl cTpaHUIBl 3aIIOMUHAIOTCS B Tak HasbiBaeMoM kyute (manke Cashe). ITo ymomuanutio
daiiner cookie coxpansitorcs B manke Cookies, kotopas naxoaurcs Ha C:\Documents and Set-
tings\(ums nonvzosamens)\Cookies. UToObI UX yIaIuTh METKHUTE MPABOH KHOMKOW MBIIIH IO
SPIBIKY TPOrpaMMBI-Opay3epa W B OTKPBIBIIEMCS KOHTEKCTHOM MEHIO BBIOCPUTE KOMaHIY
CroiicTBa/Brinaaky O6mme/B o6gactu UcTopun mpocMoTpa KHOMKY YAAJUTh (Y4TO MO3BO-
JUT yAaUTh BpeMeHHbIC (aitbl, (ailibl cookies, HCTOPUH TPOCMOTpa U JIp.).

Tema Ne 4. 3amuTa KOMIBITEPHBIX CHCTEM OT BPEAOHOCHBIX MPOrpaMMm

K BpeOHOCHBIM NPOrpaMMaM OTHOCATCS KOMNbIOMEPHbIE BUPYCbl U NPOSPAMMHbIE 34-
KAAOKU.

Komnviomepnvim éupycom Ha3bpIBalOT ABTOHOMHO (DYHKIIMOHUPYIOLIYIO IPOrpaMmy, 00-
Ja/lalolIyI0 CIIOCOOHOCTBIO K BKJIIOUEHHUIO CBOETO KOJIa B Tesla APYTUX (ailyioB U CHCTEMHBIX
oOnacTeil maMsITH KOMIbIOTEPA, MOCIEAYIOIIEMY CAMOCTOATEILHOMY BBIIIOJHEHHUIO U paclpo-
CTPAaHEHMIO B KOMITBIOTEPHBIX CUCTEMAX.

Ilpocpammmnoii 3aKkna0Keil Ha3bIBAIOT BHEIIHIO WJIM BHYTPEHHIOIO MO OTHOUICHHUIO K
aTaKyeMol KOMIIBIOTEPHOM CUCTEME IMpOorpamMmy, OOJIaJAOLIyI0 ONpeneaEéHHbIMU pPa3pyLIU-
TEIbHBIMU (DYHKLIMSIMH 0 OTHOILIEHHUIO K 3TOW CHUCTEME.

Komnsiomepuwie gupycovt K1acCUQUIMPYIOTCS MO CAEAYIOMNUM PU3HAKAM:
— 1o cnoco0y pacnpoctpanenus B KC.
— 10 croco0y 3apaxeHus Apyrux oosektoB KC.
— TIO J€CTPYKTUBHBIM BO3MOXKHOCTSIM.
— TI0 OCOOEHHOCTSAM PEAM3yEMOr0 aIrOpUTMA.
— TI0 HAJIMYHUIO JOTIOJHUTEIbHBIX BO3MOKHOCTEH.
OCHOBHBIMU KaHaJIaMH PacIpPOCTPAHEHHs] KOMIBIOTEPHBIX BUPYCOB B HACTOSIIEE BPeMs
SABJISIOTCS:
— DJIEKTPOHHAs 10YTa;
— TeneKoH(EepEHIINH U dJISKTPOHHBIC TOCKH 0OBsBICHUH B ceTu Internet;
— TporpaMMHOe o0ecriedueHue, pa3MeniéHHOe Ha OOIIeIOCTYMHbBIX y31ax cetu Internet;
— uHpOpMallMOHHBIE pecypchl ceTH Internet, coxepskamue CChUIKM Ha 3apak€HHbIE
tpasiackue Web-caiiTel ¢ aemMenTamu yrpasieHus: Active-X wim anmietramu Java,
— JIOKaJIbHbIE KOMIIBIOTEPHBIE CETH OpraHU3aluii;
— 0oOMeH 3apaXEHHBIMU (aiilaMH Ha TUCKAX WM 3aITMCHIBAEMBIX KOMITAKT-IHCKaX Me-
1y TIOJIb30BATEIISIMU CETH;
— MHCIIOJIb30BaHUE HENUIEH3MOHHBIX KOMIAKT-JAMCKOB C MPOrPaMMHBIM OOecriedeHreM
U IpYTUMH HH(OPMAITMOHHBIMU PECYPCaMHU.
K ocHOBHBIM MeTO1aM 0OHAPYKEHUSI KOMITBIOTEPHBIX BUPYCOB OTHOCSTCS:
— METO/i CPAaBHEHUS C ATAJIOHOM.
— D3BPUCTUYECKUU aHAJIU3.
— aHTUBUPYCHBIH MOHUTOPHHT.
— METOJl OOHApYKEHUS U3MECHCHHM.
— BcTpauBaHue anTuBupycoB B BIOS xommbrotepa.

AHTHBHpYCHasi MIporpaMMa — nporpamma, npeiHazHaueHHas JUisl [MOMCKa, oOHapyxe-
HUS, KIIACCU(UKAIIH U yIaJeHNUS KOMIBIOTEPHOTO BHPYCa U BUPYCOIOIOOHBIX IPOTPaMM.

Pasnnyator cieyroniye BUibl aHTUBUPYCHBIX TPOIPaMM:

— mnporpammbI-(haru (CKaHepbl);

— nporpammbi-peBu3opsl (CRC-ckaneps);




IPOrpaMMBbI-OJJIOKUPOBILUKH.
IPOrpaMMbI-UMMYHU3ATOPHI.

Ilpoepammmnvie 3axn1a0ku K1acCUPUIMPYIOTCS

IO MCTOAY BHCIAPCHUA,
110 HA3HAYCHUIO.

3amnmTa OT MIPOrpaMMHBIX 3aKJIAJ0K OCVIIECTBIIETCS B CIEAVIOIMX BapHaHTaX:

3aIuTa OT BHEJPEHUS 3aKJIa/10K;
BBISIBJICHHE BHEJAPEHHBIX MPOIPAMMHBIX 3aKJIa/I0K;
yJajJeHue BHEAPEHHBIX 3aKIaI0K.

Tema Ne 5. Be3onacHoe ucnosab3oBanue UHTepHeT-pecypcoB

AHOHUMHOCTH B UHTEpHeTe — 3TO TOCTATOYHO aKTyaldbHas TeMa JJId KaXKJI0ro MOoJIb30-
Baress MHTepHeTa, T.K. CYIIECTBYEeT OY€Hb MHOTO CIIOCOOOB Y3HATh JINYHYIO HH(POPMAIIUIO O
nonb3oBarene no ero [P-aapecy wnu apyrum xapakrepuctukam MHTepHET-COeTMHEHUS.

Koraa nmonb3oBaTtens HaOMpaeT B CTpoke Opay3epa Kakol-HHOYIb aapec, TO CHaJaia 3a-
mpoc otmpasisieTcss Ha cepBep DNS, koTopsIil nmpeoOpa3yeT CTpOKy CHMBOJIOB B HaO0p m3 32
Hyned u eaunwui, T.e. |P-agpec, ucnonp3yromuiics Iisi MapuIpyTu3aluud. 3Has 3TOT ajpec,
3JI0YMBIIIJIEHHUK MOKET BBIBEATh O MOJIh30BaTeNIe 0Y€Hb MHOTOE.

CyII1ecTBYIOT CIIEAYIOIINe CIOCOObl MacKUPOBKHU (CKpbiTus) [P-ampeca:

1.
2.
3.
4.

Vcrionib30BaHME aHOHUMHO20 NPOKCU-Cepsepdal.
Hcronb30BaHue npocpamm-aHOHUMAU3ZEPOE.
Hcnons3oBanue SOCKS-npomorxonos.
HUcnonb3zoBauue VPN-mexnonocuu.

OCHOBHBIMH YIrpo3amMm I/IHdJODMaIIHOHHOfI 0€30IMacHOCTH IIPHU KUCIIOJIb30BAHUU DJICKTPOH-

HOU IOYTHI SIBJISIOTC:

OJIOKMpPOBaHME HJIEKTPOHHOTO ITOYTOBOTO SIIHNKA,;

MOTEPsI IOYTOBOTO COOOIIEHNS,;

IepexBaT MNIEKTPOHHON IMOYTOBON KOPPECIIOHICHIINH;

HECAaHKLIMOHUPOBAHHBIN JIOCTYII K 3JIEKTPOHHOMY II0YTOBOMY SIIIHKY;
HECAaHKLIMOHUPOBAHHBIN 1OCTYI K KOMIIBIOTEPY MOJIb30BATENS DIEKTPOHHOU MTOYTHI,
NoJIMEHa UMEHH, dJIeKTpoHHOTOo u/unu [P-anpeca ornpaBuTess B 3€KTPOHHOM MOYTO-

BOM COOOIICHUU,

yIaJICHHE KMEHU U ajipeca OTIIPABUTEIIS,
dbopMHUpOBaHHUE TIOIJIOKHOTO COOOIIICHUS OT UIMEHU ajjpecaTa;

HECaHKIIMOHUPOBAHHAS PACCHIIKA COOOIICHHIA — CTIaM;

BHEJIPCHHUE B KOMIIBLIOTEP BPEAOHOCHBIX MPOTPAMM, MOTYYEHHBIX C AJICKTPOHHBIM TOY-

TOBBIM COOOIICHHEM;

aHaJu3 MOYTOBOTO TpaduKa;
aTaKW Ha MIOYTOBBIE CEPBEPHI.

Cmam — 3T0 MaccoBbBIC HCAIPCCHBIC PCKIIAMHBIC PACCBUIKHU I10 BHCKTpOHHOﬁ IIO4YTC.

Cnoco0b1 pacupoCTpaHCHUA CliaMa:

1.

2.
3.
4

DNEeKTpOHHAas MoYTa.

MrHOBEHHBIE COOOIIICHHUS.

bnoru, Buku, Gopymsbl, 10CKH 0OBSABICHUH.
ConuanbHble CETH U CaThl 3HAKOMCTB.



5. CereBble COOOIIEHNUS.
6. IlouckoBrwIii ciaM.

Mertoabl 3aIIMTHI OT cama:

1. Pyunast uimn aBTomMaTuyeckasi GuiabTpalus MOYTHI MO 3ar0JIOBKaM.

2. Micnionb30BaHMEe CTCTIMAIBHBIX CITY)KO (PUIIBTpaIiuu, HaXOASIIUXCS Y IMOYTOBOTO IMPO-
BaiiJiepa WIN Ha OTJIEIBHOM CEPBEPE.

3. [Ipumenenune BXOHBIX (DUIBTPOB, OCHOBAHHBIX Ha aHanmuse [P-agpeca xocrta, mepe-
JAIOLLETO CIIaM.

4. OunbTpaldsg HA OCHOBE aBTOMATHYECKOTO TOIMOJIHEHHUS access-TUCTa aapecamu Cria-
MEpOB.

5. Mcnonb3oBaHue mporpaMM WIM BCTPAMBAEMBIX MOJYJIEH JUIsl aHAJIM3a COJIEPHKUMOTO
MMChbMA.

Tema Ne 6. Kpunrorpaguueckue meroabl odecnedyeHnusi MHPOpMAUOHHOM
0e3omacHOCTH

Kpunrorpadus — 310 PpyngamenranbHas Hayka, U3ydaroiias METOIbl MpeoOpa3oBaHus
uH(pOpMAaIINK, HATTPABJICHHBIE HA COKPBITHE €€ COIepKAHUSI.

Hlugposanue — xpunrtorpapuyeckas o0padoTka MHGOPMALMKU C TOMOIIBIO OJHOTO U3
aJTOPUTMOB).

CeroJiHs MUPOKO PACIPOCTPAHEHO 2 THMA MU(POBAHUS:

1. Tpaouyuonnoe unu cummempuuroe (C CEKPETHBIM KITFOUOM).

2. Acummempuunoe (C OTKPBITBIM KJIIFOUOM).

[Tponecc TpaMIMOHHOTO IU(PPOBAHUS BKIKOYAET JBE COCTABIISAIOLINE:
1. Anroputm mudpoBaHuUs.
2. Kuirou — 3HaueHue, He 3aBUCSIIEE OT OTKPHITOIO TEKCTA.

HanéxHocTs TpaguiimoHHOTO MG POBAHUS ONPENeTsieT HECKOIbKIX (DaKTOPOB:
— CIIO’)KHOCTH aJITOPUTMA MIH(PPOBAHUS;
— CEKPETHOCTh KJII0Ya.

Knaccuduxkanms kpunrorpaguueckux CUCTEM CTPOUTCS HA OCHOBE CIIAYIOUINX TPEX Xa-
DaKTEPUCTHK:

1. Yucno npuMeHseMbIX KItoUueH.

2. Twun oneparuii o mpeoOpa3zoBaHUIO OTKPHITOTO TEKCTA B MIU(POBAHHBIM.

3. Meroa 06pabOTKH OTKPHITOIO TEKCTA.

JuiekTpoHHass nudponas noanuch (DLII) — 370 PEKBUBUT FNEKTPOHHOTO JOKYMEHTA,
MpeAHa3HAUYCHHBIN JUIsl 3aLIUThl JTAHHOTO 3JEKTPOHHOTO JOKYMEHTAa OT MOAJENKH, MOJy4eH-
HBI B pe3yJibTaTe KpUNTOrpaduieckoro mpeoOpazoBaHus WHPOpPMAIMKM C HUCIOIH30BaHUEM
3aKpBITOTO KJIFOYa JJIEKTPOHHOW IU(POBON MOAMUCH U TIO3BOJSIONINN HACHTU(UIIMPOBATH
BIIa/IeNblla cepTU(UKATa KITF0Ya TOIITMCH, YCTAHOBUTH OTCYTCTBUE MCKAKEHUSI HHPOPMAIUHU B
JJIEKTPOHHOM JIOKYMEHTE, a TakKe 00eCleurnBaeT HEOTKA3yeMOCTh MO CABIIIETOCS.

U3BecTHEI cneayromme cuctembl I

- Ha OCHOBE aJITOPUTMOB CUMMETPUYHOTO MU(POBAHMUS;

- Ha OCHOBE aJITOPUTMOB aCUMMETPUYHOTO IMTHU(POBAHHUSL.

Metozp! cTeHOorpadguu HampaBiIeHbl HAa CKPBITHE CAaMOTO TPUCYTCTBUS KOH(UICHIINATb-
HOW MH(pOpPMAIHH.
MeToapl KOMITBIOTEPHOW CTeHOTpadUH IENITCs Ha JIBE OCHOBHBIE TPYIIIIHL:
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1. MeTozpl, UCIIOJIB3YIOIIME CIIEHAIbHbIE CBOKMCTBA (JOPMATOB AIEKTPOHHBIX JOKYMEH-
TOB.

2. MeTo/1bl, UCTIOJIB3YIOLIUE ECTECTBEHHYIO N30BITOYHOCTh OLM(POBAHHBIX I'pauuecKux
n300pakeHuH, 3ByKa U BUJCOUH(POpMALUH.

Tema Ne 7. AHaau3 3alIUIIEHHOCTH JIOKAJHbHOU BLIYHCIUTEILHOM CeTH
U eé y3J10B

[Ton mMpoTOKOIMpPOBAHWEM WM PerucTpanmeil MoHUMaeTcss cOOp M HAKOIUIEHWE HH-
(dopmanu 0 COOBITHSIX, MPOUCXOIAIINX B MHPOPMALIMOHHON cHCTEME OpraHu3aluy.

K uucny peructpupyembix COOBITUI OTHOCATCS:

- BXOJ] B CUCTEMY;

- BBIXOJ U3 CUCTEMBI;

- oOparieHue K yJal€HHbIM CHCTEMaM;

- ormepaiuu ¢ paitnamu;

- CMeHa NPUBWIETUI UM UHBIX aTpUOYTOB 0€30MaCHOCTH.

IIporokonupyemsle AaHHBIE IOMEIAIOTCS B PErMCTPALMOHHBIN KypHaJ, KOTOPBIN Mpe.-
CTaBJISIET COOOM XPOHOJOTUYECKU YIOPSAIOYEHHYIO COBOKYIHOCTb 3alHUCEl pe3yabTaToB Aesi-
TenbHOCTH cyOBekToB MC, 1ocTaTouHyro Jisl BOCCTAHOBJIEHHS, IPOCMOTpa U aHallu3a IMocJe-
JIOBATEIbHOCTH JEHCTBUM C LIEJIBIO KOHTPOJII KOHEYHOI'O pe3yibTaTa.

AyIMT — 3TO aHAJIM3 NPOTOKOJIUPYEMON MH(POpPMAaLIUU, TPOBOJUMBIN ONEpaTUBHO, B pe-
QJIBHOM BPEMEHU WIH NEPUOJUYECKHU C LIEJIBI0 ONEPaTUBHOIO BBIABICHUS U NPENOTBPAILECHUS
HapyIleHul pexxnuMa nHPOPMAIIMOHHON O€3011acHOCTH.

JI1st IpenynpeKIeHAsI U CBOEBPEMEHHOTO BBISIBJICHUS NONBITOK HECAHKIIMOHUPOBAHHOIO
BXO/Ia B CUCTEMY UCHOJb3YIOTCS CPEJICTBA AKMUBHO20 AyOuma.

HasnaueHnue MexaHu3Ma npomokoauposanus U ayouma cleyroniee:

1) obecrieyeHre MOOTYETHOCTH MOJIH30BATENCH U aIMUHUCTPATOPOB;

2) obecrieueHre BO3MOKHOCTH PEKOHCTPYKIIUH TOCIIEIOBATEILHOCTH COOBITHIA;

3) oOHapykeHHE TOMBITOK HapyIIeHU HHOOPMAIMOHHON 0€30IacHOCTH;

4) npemocraBiacHre WHGOPMAIIUH JIJIS BBISBICHUS W aHAIW3a TEXHUYECKHX MpOOJeM, HE
CBSI3aHHBIX C 0€30MaCHOCTHIO.

Tema Ne 8. 3ammra TamokeHHbIX HHPOPMALMOHHBIX CHCTEM

OcHOBHBIMH (paKTOpaMH, KOTOPHIE MOJHUMAIOT AaKTyaJbHOCTH BOIPOCOB 0OOECIEeUEeHHUs
MH(}OPMALIMOHHOM 0€30M1aCHOCTH TAMOKEHHBIX OPTaHOB, SIBIISIOTCS:

— o0benrHEeHUEe B eIMHOE MHPOPMAIIMOHHOE IPOCTPAHCTBO ACSITENbHOCTH TaMOKEHHBIX
OpPraHOB I'OCYJApCTB — YYaCTHUKOB TaMOKEHHOI0O COI03a;

— JIUHAMHYECKOE Pa3BUTHE MH(OPMALMOHHBIX TEXHOJIOTUI B TAMOKEHHOM JIEJIE;

— crneur@uKa 3aKpbITOCTH TEXHOJIOTUN M CPEJCTB 3alUThl KOH(pUIeHIMaIbHOU HHDOP-
Malli1 TAMOKEHHBIX OPTaHOB.

ITo cBoeli oOmielt HaPaBIEHHOCTH Yrpo3bl MH()OPMAIIMOHHON 0€30MacHOCTH TaMOKEH-
HBIX OPTaHOB JEJIATCS Ha!

— yTpO3bl KOHCTUTYIITMOHHBIM TIpaBaM M CBOOOJIaM YelIOBEKa W TpaKJaHWHA B WH(pOpMa-
IIMOHHOM c(hepe NesATeIbHOCTH TAMOKCHHBIX OPTaHOB;

— yrpo3bl HHOOPMALITMOHHOMY 00€CTIEYeHHIO TOCYJapCTBEHHON MOJIUTUKU B 00J1acTH Ta-
MO>KEHHOTO JIeNa;
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— yrpo3bl 0€30MacHOCTH MH()OPMAIIMOHHBIX U TEJIEKOMMYHUKALIMOHHBIX CPEJICTB U CHC-
TE€M TaMOXKEHHBIX OPraHOB.

B kadecTBe BEpOSATHOTO Hapyuumens uHGOpMayuoHHol 6e30nacHocmu 00bEKTOB TaMo-
KEHHOW HH(PPACTPYKTYPHI pacCMaTPHUBACTCS CyOBEKT, MMEIOIIUNA BO3MOKHOCTH PEaTU30BBI-
BaTh, B TOM YHCJIC C IIOMOIIBIO0 TEXHUYECKUX CPECTB, YIPO3bl HHPOPMAITMOHHON O€301MacHO-
CTH, W OCYIIECTBIIATH MOCIATATEIBCTBA (CIIOCOOBI BO3JCHCTBYS) HA HH()OPMAITMOHHBIC PECYPCHI
Y CHCTEMBI TAMOYKCHHBIX OPTaHOB.

OcHOBHBIE HampaBieHHss oOecredeHuss MH(MOPMALMOHHON 0€30MacCHOCTH TaMOXKEHHBIX
opranoB Pecniy0nuku benapyce, cnemgyromnue:

— OpraHU3allMOHHO-PEXMMHOE OOECleUeHHe 3aIlUThl CBECHHUM, COCTABISIOUINX TOCY-
JApCTBEHHYIO TaliHY;

— obecrieyeHue pU3NYECKOHN 3alIUThl 00OBEKTOB U CPEJICTB MH(OPMATH3ALUY;

— o0ecrnieueHue 3amUTH HHPOPMAIHH OT YTEUKH MO0 TEXHUYECKUM KaHaJIaM,

— o0ecnieyeHune 3auIUThl HHGOPMAIMK OT HECAaHKIMOHUpoBaHHOTrO nocryna B AUC u
JIBC;

— obecrneueHrne KOHPUACHIIMATFHOCTH U IIEJIOCTHOCTU UHPOPMALIHH;

— o0ecneuenne Oe3omnacHoro uHGopmannoHHoro p3aumojeiicteus I'TK Pecrnybnuku
benapych ¢ oTedecTBEHHBIMU U 3apyO€KHBIMHM OpraHU3alMsIMU, MUHUCTEPCTBAMU M BEJJOMCT-
BaMU;

— OpraHu3anus, KOOpAWHAIHMA W (UHAHCHUPOBAHHE HAYYHO-HCCIEAOBATEIbCKUX H
OIIBITHO-KOHCTPYKTOPCKUX paboT B 06sacTH obecriedeHrs HHPOPMAIIMOHHON 0€3011acHOCTH;

— COBEpILEHCTBOBAaHWE HOPMATHUBHO-METOAMYECKON 0a3bl obecrieyeHus MHpoOpmaru-
OHHOM 0€30MaCHOCTH.

I11. JABOPATOPHBIE 3AHATUSA

JlaGoparTopHasi padora Ne 1

lNpozpammHoe obecneyeHue 6e3onacHocmu
UHOpMayUOHHbIX cucmem

IIe.m; paﬁoTbI: O3HAKOMIJICHUEC CO CpCACTBAMHU 3aAIIUTHI OIICPALUMOHHBIX CUCTEM, O(bHCHLIX npu-
JIOKEHHMH M JaHHBIX Ha JHUCKax.

3amanue

1. Co3spaiite B cBOEH paOoueil manke HOBYIO Manky ¢ uMeHeM Mowu ¢aiiibl u ckonupyiite B He€ U3 ap-
XHBa cepBepa (I10J] pyKOBOJICTBOM IPENoiaBaTesisl) JJI0OOH OJMH: TEKCTOBBIH (haiin, TabmuuHbi Qaiin, o0y
0a3y nansbix. [lanee paboraiite co CKOMMPOBaHHBIMU (hailiamMu.

2. YcTaHOBHTE NapoJH HAa OTKPHITUE TEKCTOBOT'O JOKYMEHTA U Ha pa3pellieHHe 3allMCH B TEKCTOBBIH J10-
KyMEHT. BBINIOJTHHTE TPOBEPKY YCTAaHOBIIEHHBIX MMapojiei B JAHHOM IOKyMEHTE.

3. CHumHTe mapoyid ¢ TEKCTOBOIO JOKYMEHTa U CO3JaiTe ero pe3epBHyI0 Komuio. [IpoBepbre Halnume
CO3/1aHHOW PE3EPBHOI KOINHU.

4. OTMmeHHTE CO3/IaHUE PE3EPBHOIN KOMMU TEKCTOBOTO JTOKYMEHTA.

5. VcraHnoBute mapoiid Ha OTKPBITHE TabauuHoro (aiina (t.e. daitma-Excel) u Ha paspemrenue 3amnmcu B
TaONMMUHBIN (aiiin. BeiomHUTE MPOBEPKY YCTaHOBICHHBIX Maposiel B TaHHOM (aiie.

6. Cuumure maponu ¢ TabauuHoro (aiina u cosgaiite ero pe3epBHyIo Konu. [IpoBepbTe HamUuue co3-
JAHHOU pe3epBHOM KOIUHU.

7. OTMeHuTe co3/1aHNe PEe3EPBHOI KoMK TaOIUIHOro (aiina.

8. YcraHnoBuTe maposib Ha OTKPHITHE 0a3bl JaHHBIX. BBINOJHWTE MPOBEPKY YCTAHOBIECHHOTO HAapojs B
0ase JaHHBIX.
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9. CHumure napoib ¢ 0a3bl JAHHBIX U TPOBEPHTE CHATHE MAPOJIs.

10. 3aapxuBupyiite coaepxumoe nanku Mou (ailJibl B camopacnakosvlearowuiicss apxue 1oj UMeHeM
CamopacnakoBka_apxuBa. J[aHHBII apxXUB JODKEH HAXOIUTHCA B Ballel pabodell mamnke.

11. Co3spaiiTe B cBocii pabouell Manke MHO2OMOMHbBIL apxug U3 coaepkumoro nanku Mou daiisl (pas-
Mep KaXI0ro ToMa JODKEH OBITh 1Mo 1,44 MOaiT).

12. TIpoBepbTe HaTUYKE CO3TaHHBIX APXHBOB.

13. Co3spaiite B cBoeil paboueil manke ABe HOBBIX manku ¢ uMeHamu CamopacnakoBka 1 MHOrorom-
Hblii. B manky CamMopacnakoBKa pa3zapXWBHUPYHTE CO3MaHHBIM paHee CaMOpPACHaKOBBIBAIOIIUIICSH apXWB, a B
nanky MHOroTOMHBI pacrakyiTe cO3JaHHbIM paHee MHOTOTOMHBIN apXUB.

14. Pe3ynbTaThl paboOTHl MIPOJEMOHCTPUPYHTE MPETOAaBATEIIO.

JlabopaTopHasi padora Ne 2
be3zonacHocmb koMnbromepa 8 Cemu MHmepHem

Ieab padoThl: 03HAKOMIICHHE CO CPECTBAMHU 3aIIUThI KOMIIbIOTEpA IIpHU padore B MHTEpHEeTE.

1. bezonacnocmv 6 Humepneme

IlonsTHe 6e30macHOCTH U 3aIKUTH B IHTEpHETE MOKHO paccMaTpUBaTh B TPEX aCHEKTAX:

1) 3ammTa OT ONACHOrO UCIIOIHUMOTO coaepKUMoro. Mimeercs B Buay 6€30MacHOCTb COOCTBEHHOTO KOM-
nbrOoTEpa, €ro OHCpaHHOHHOﬁ CHUCTCMbI U YCTAaHOBJICHHBIX Ha HEM ImporpamMm. be3omacHocTh afnmnapaTHoro u
MPOTPaMMHOT0 00eCIieUeHHsI MOXKET OBbITh HapyIIeHa MPH MOIyYeHHH OMaCHOTO MCIIOMHUMOTro Kona. [Ipocreii-
LIMM NIPUMEPOM TAKOT'O KOJIa SIBJISIFOTCS KOMIBIOTEPHBIE BUPYCHI, XOTS AAJEKO HE TOJIBKO BUPYCHI MOTYT UMETh
OIIaCHOE UCIIONHUMOE cozepkumoe. HacTpoiika 3amuTel OT OMACHOTO UCHOIHUMO20 COOEPIHCUMO20 BBIIIOJIHSET-
csi B okHe obo3pesarens Internet Explorer ¢ momomsio komann menio CepBuc/CBoiicTBa 0603peBate-
Jasi/Brinanka bezomacHocTh (MUK MIETYOK MPABOM KHOMKOM MbIIIH 110 3Ha4ky Internet Explorer va paGouem cro-
Jie ¥ BEIOOP U3 KOHTEKCTHOTO MEHIO KoMaH 16l CBOiiCTBA).

2) 3ammra oT HCIIPUEMIICEMOI'O COACPKAHUA. B CUJIy MHOTHUX NPHUYHH, MHOTUM JIIOJSAM MOKET 6])ITI) HE-
MPUEMIIEMO COZICpKaHHE psijia MaTepualloB, MyOauKyemMbiXx B CeTd. 3alIuTy OT TaKUX MaTepHUaioB MOXKHO pac-
CMaTpHBaTh KaK 3aIIMTy OT MCHUXOJOrMYecKoro Bo3aelicTeud. B VHTepHeTe HenmpuemieMoe coaep)kaHie 4acTo
MaCKUPYIOT WIH MOJ0PackIBAIOT CTOJb K€ HEOXKUAAHHO, KaKk pekiiamy Mo TeneBu3opy. He Bceryma ménkas mo
TUIIEPCCBUIKAM, I10JIb30BATEb TOUYHO 3HAET, YTO €ro *AET Ha JAPYroM KOHIE coenuHeHus. Hacrpolika orpaHu-
YeHHI 10 NPHHUMAEMOMY COJICPXKaHHIO BBITIONHSETCS B OKHe obo3peBarens Internet Explorer ¢ momoripio Ko-
Manz MeHIo CepBuc/CBoiicTBa o603peBareJist/Bkiianka Coaep:ranue.

3) be3omnacHOCTh TPAaHCHOPTHPOBKU TaHHBIX. YeM CHIbHEe KOMMeEpIHs MpoHukaeT B MHTepHET, TeM ya-
11 PUXOAMUTCS OTHPABIIATH U NOIyYaTh KOH(GUACHIMATbHbIE JaHHbIE. be3 CpeACTB 3alMThl 3TH JaHHBIE MOTYT
OBITh IPOCMOTPEHB! WJIM AK€ M3MEHEHbl Ha MyTsIX TpaHCHOpTUpoBKH. HacTpoiika cpenctB obecreueHus 3a-
MUIIIEHHONW CBSI3M BBIMOMHSAECTCA B OKHe obospemarens Internet Explorer ¢ momormipio komang menio Cep-
Buc/CBoiicTBa 0603peBaTtens/Brianaka Coaep:xanue.

1.1. 3awmTa OT ONAacCHOro akTUBHOro COAEepPXKNUMOro

AKTHBHBIE KOMIIOHEHTBI — 3TO 0COObIe 00BEKTHI, BcTpanBaeMbie Ha Web-cTpaHHIbI IS yaydIIeHUs] UX
oopmienus. Ilo cBoeil cyTn 3TO MUKPONPOrpaMMbl, KOTOpbIE Pa0OTAIOT HAa MalllMHE KJIWEHTa. B mpuHImIe,
MHOTO€ CJIENIAaHO JIJISl TOTO, YTOOBI TAKON aKTUBHBIA KOMIIOHEHT HE MOT TPOM3BECTH HA MAalllMHE KIMEHTa pa3-
PYLIMTEJIBHBIX ONEpalMid WK CTaTh areHTOM, MOCTaBJSIIOIMM MH(opManuio ¢ MamuHbl kineHTa B Cerb. Ho
abCOJIOTHOI rapaHTHX HET.

Cpencrra Brianku be3onacHocThb (1ea90K MpaBoit KHOMKON MbIiy 1o 3Hauky Internet Explorer na pa-
Oouem crosie U BeIOOp CBolicTBa/BKiIagKa be3onacHocTs) MO3BOISIOT HACTPOUTH KOMITBIOTED Ha TOT WJIM WHOH
ypoBeHb 3amuThl. OOMNI NPUHLIMI TaKOM: YeM BBIIIE CTENEHb 3alUThl, TEM MEHbIIE (PYHKIHUOHAIBHBIE BO3-
MOKHOCTH Opay3epa, TeM MEHbIIIe yCiIyT B IHTepHETe MOXKHO MOJTyYHTh.

B Internet Explorer MurepHeT ycinoBHO pa30ouBaeTcsi Ha 4 30HbI [0 CTEMIEHH OMACHOCTH:

e Haoéscnuie y3bi (Y3161, B HAIEKHOCTH KOTOPBIX BBl YBEPEHBI);

¢ Ocpanuuennvie 3ol (Y376l C COMHUTEIBHBIM COACP)KaHUEM );

e Mecmuas unmpacems (COOCTBEHHAsI JOKAIbHAS CETh MPEAIPHUITHSA);

e Unmepnem (Bce MpoYne y3Ibl).
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JIist mepBBIX TPEX KATETOPH MOXKHO C IIOMOIIIBIO KHOIIKH ¥Y3eJ 3a/1aTh COOCTBEHHBIN CITUCOK y3710B. Jlis
KKIOW M3 KaTeropwii MOXHO 33/aTh YPOBEHb O€30MacCHOCTH OT HHM3KOTO JO BBICOKOTO. UTOOBI MOHSTH, YeM
WMEHHO OTIIMYAIOTCS PEKUMBI O€30MaCHOCTH, MOYKHO BOCIOJIB30BaThcs KHOMKOM JApyroii. OHa mo3BossieT:

- HaIrISAHO YBUAETH HACTPOMKY MapaMeTpoB O€30MaCHOCTH B YacTH NpUEMa MOTEHIHAIBHO OMACHOTO CO-
TEPIKUMOTO;

- caenath Ooyee TOHKYIO HAaCTPOUKY YPOBHS O€301MaCHOCTH.

T.o., HaxxaB Ha KHONKY Jpyroi, MO)XHO BPY4HYIO OTPEryJIHpOBaTh 3aIIUTy Opay3epa, pa3pelinB HiH 3a-
npeTrB paboTy Pa3IMYHBIX aKTHBHBIX KOMIOHEHTOB \Web-cTpanwui.

Hacmpolika npaeusn 6e3onacHocmu

Ilpasuna 6e3onachocmu — 3TO COBOKYITHOCTh HACTPOEK, MO3BOJSIOMMX O003peBaTelto aBTOMAaTHIECKH
MPUHUMATH PEIIEHHS O TOM, KaK JeHCTBOBATH NPH MIPOBEICHUH OTIEPALIU, CUUTAIOLINXCS OMTACHBIMH.

Hacrpoiika mpaBmin 6€3011acHOCTH BBITOTHAETCS B AuaioroBoM okHe IlapameTpnl 6e3omacHocTH. UTOOR
ero OTKPBITh HY)XHO B OKHe oOo3peBarens Internet Explorer Beibpate CepBuc/CBoiicTBa 0603peBaTe-
Jasi/Bknasika bezonacnocts/BoiOpath 300y UHTEpHeT/KHOTIKA [ pyroii.

B okne IlapameTpsbl 6e3omacHOCTH (CM. lNapame Tphi GeaonacHoCTH @gl

puc. 1) comepxuTcsi TiepedeHb HaCTPAaUBAEMBIX
onepauuid. HacTpoiika BBINOJHAETCS BKJIOYE-
HUEM HYKHOTO TIepeKITF0YaTesl.

Camblii mipocToi croco0 HACTPOUKH —
BKJIIOUUTh JJIA KaXJIOW COMHUTENBHOM omepa-
uuu nepexntrouarens Hpepsarars. B atom ciy-
Yae Imepe] mpoBeneHueM oneparuu Internet Ex-
plorer 6ymer BbImaBaTh MPEaYNPEKIAIONIEE CO-

NapaMeTpel:

@ ABTOMATHUYECKHE 3aNDOCK! Ha Sarpysky hannos P
(31 OTEMHYMTE
{:} PazpewmTe
[#} Sarpyzra dafina
{:} OTENHYHTE
{(*) PaspewMTE
@ Farpyska wpkbTa

oOIleHNe W JieNaTh 3alpoc, HAl0 WIH HET BbI-
NOJHATH onepauuto. Ecnu 3tux 3ampocos cra-
HET TaKk MHOIO, YTO OHU OyAyT MemaTb HOp-

() OTENHYMTE
{:} MpeanaraTte
{(*) PaspewMTE

MaJbHOW paboTe, OT HUX MOKHO OTKa3aThCHL.
Ecan BratounTh mnepexirouatens Paspemurs,
TO omepanus OyJeT BBIMOMHATHCS Oe3 mpemy-
npexjaeHus. Eciu BKIIOYMTH TepeKIrovaTeb
OTKJIIYUTh, TO OIEPAlUs BBIMOJHATLCS HE
OyZeT, HO W TIpeIynpekIeHHe TOXKe HE TOCTY-
IUT, T.€. BBl HE Y3HAETE, Yero JIUIIMINCD.

B rpymmax 3acpyska ¢haiina v 3azpyzka
wipugma MOXHO OCTaBUThH BKIFOYEHHBIM IIE€pe-
KItouaTens PazpemnTs. [

B rpynne [Ilpoeepka noonunnocmu
nonv3oeamens  BKIIOYHTE  TIEPEKIIIOYATEINH
AHOHMMHBIN BXxoA. [log nMeHeM moJib30BaTENS
3/1eCh TIOHUMAETCS TO MMsI, KOTOpOoe ObLIO 3a1a-
HO TIPH yCTAaHOBKE OMEPalMOHHOW CHCTEME Ha
KOMITBIOTEpE. 3a4eM 3TO WMs HYXKHO CepBepaM — HEeTMoHATHO. Eciu Biajerner; cepBepa Xo4eT coOMpaTh CTaTH-
CTUKY O KIMEHTaX — 3TO €ro TPYJHOCTH — MYCTh YCTPAWBAET IIIACHYIO MPOIEIypPy PETHCTPAIMU U MPOBEPKHU.
Bawm pemiate, 4To BBI JKenaeTe cooOmuTh 0 cede, a uTo — HeT. [103BOIATH ke 4yKUM cepBepaM aBTOMa-
THUYECKU BBISICHATH, HA KOTO 3allMCaH TOT WJIM WHOW KOMIBIOTEP, U HA KOTO 3aperHCTpHpOBaHa €ro
OIlepallMOHHAsA CUCTEMA — COBEPIIEHHO HU K UYEMY.

[To BceM oCTalIbHBIM KaTETOPUSAM MOYKHO BKJIFOUWTH HEUTPATbHBIA M HU K YeMy He 00s3bIBAIOIINI TIepe-
kimouatens lpeasiarars. Pemenne B kak10M KOHKPETHOM ciiydae OyJieTe MpUHIMATh CaMH, M Balll KOMITBIOTEP
Oyzaet paboTaTh O] BAIIUM KOHTPOJIEM.

ﬁ npDBEpKa NOA4NHMHHOCTH NONEZ0E3TENA

ﬁ Bxon

O ABTOMaTHYECKHA Ex04 B CETE C TEKYLWHM HMEHEM NONBS0E w

s . W S,

< >

BOCCTAHOBHTE NPE¥HHE MapamMeTpsl

Ha ypoBeHE: | CpeaHHi

* | | BOCCTAHOEHTE

O ][ CTHEHS ]

Puc. 1. Okno nacmpoiiku napamempos 6e3onacnocmu.

Yem onacuwl anniemeor Java?

VY mporokona HTTP, Ha kotopom ocnosana ciay:x6a World Wide Web, ects oxHa ocobeHHOCTD, CBs3aH-
Hasl C TEM, YTO ATOT HPOTOKOJI «OJHOPa30BkIi». CornacHo eMy Opaysep 10 IIETYKy Ha TUIIEPCChUIKE OTIIPABIIS-
eT cepBepy 3anpoc Ha nocraBky ogHoro URL-pecypca, Hanpumep Tekcra Web-crpanunbl. CepBep oOpabartbiBa-
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€T 3TOT 3alpocC U MOChIIAET 3aTpebOBaHHbIN pecypc, mocie uero paspeiBacT HT TP-coequnenue. Ecnu na Web-
CTpaHUIE UMEIOTCSI KaKue-TO PUCYHKH M PyTHe OOBEKTHI, TO B OOIIEM ClIydae Ha TOCTAaBKY KaKJI0TO O0OBEKTa
Ha/0 JenaTh HOBBIK 3ampoc. [IpaBaa, coBpemeHHBIE Opay3epbl H30aBISIOT MONb30BaTeNe OT HEOOXOAUMOCTH
mENTKaTh Ha KaXIOM BCTPOSHHOM OOBEKTE W aBTOMATHYECKH I'CHEPHUPYIOT 3alpochl Ha MOCTAaBKY BCETO TOTO,
uro ecTh Ha Web-ctpanurie, HO cyTh ocTaéres Toit sxe — mporokos HTTP «oaHopa3oBsrity. M3-3a 3T0r0 TpyIHO
CAenaTh TUHAMIYECKOE MIIH WHTEPAKTHBHOE B3aMMOJICHCTBHE MEXIY Opay3epoM U CEPBEPOM.

ITosToMy [t co3manust HHTEpakTUBHBIX Web-cTpaHul (M CTpaHHIl ¢ JUHAMHYHBIM H3MEHEHHEM CO-
JEPXKUMOT0) HYKHO, YTOOBI Ha KOMIIBIOTEpE KIIMEeHTa paboTana Obl Kakas-To akTHBHas mporpamma. E€ MoxHO
nepenath KJIMEHTY B BHIE 00bekTa, BcTpoeHHoro B Web-cTpanuily, mpuMepHO Tak ke, Kak BCTPAHUBAIOT PHCYH-
KM, a Ha KOMIIBIOTEpE KIMEHTa OHA JIOJDKHA 3apaboTaTh U 00ECleUnTh HEMPEPHIBHBI OOMEH AaHHBIMH MEXKIY
KIIMEHTOM U CepPBEPOM. DTOT OOMEH MBI BUJIUM Ha JKPaHE KaK aHUMAIIUIO HITU UTPY.

Takast akTHBHas porpaMma He MOXKET OBITH OOJBINOH, MOCKOIBKY B STOM CIy4ae OHa OBl OYEHB JOJTO
nepeaaBanack. Takue MUKPOTIPOrpaMMbI Ha3bIBAIOTCS anniemami, a MOCKOJIbKY OHU CO3JAI0TCs Ha si3bIKe Java,
TO WX Ha3bIBAIOT Java-anniemamu.

T.o., Java-ammieTsl — 3TO HACTOSAIINE MOJHOLIEHHBIE TIPOTPAMMEBI, BCTPOUB B KOTOpPbIE BPEIOHOCHYIO Ha-
YHUHKY, co3aarenn Web-CcTpaHuIlbl MOTYT MOJMYyYHTh TOCTYI K COAECPKUMOMY Balero )eéctkoro aucka. Ilocmen-
CTBHSA OT 3TOTO YK€ U3BECTHHI — OT MPOCTOH Kpaku MapoJis A0 GOpMaTHPOBAHUS KECTKOTO JHCKA.

Java-ammuietr He paboTaeT HAMPSAMYIO HHU C MIPOIECCOPOM, HU C ONepaIlMOHHOM crcteMoil. OH o0maeTcs ¢
HUMU 4depe3 Opaysep. bpaysep mHTEpIpeTHpyeT KOMaH/BI anluieTa | MEPEBOANT X B KOJ, TIOHSATHBIN MpoIiec-
copy u cucteme. [1o3TOMy OJIMH U TOT K€ amiieT CriocoOeH paboTaTh Ha JII0OOM KOMITBIOTEPE, €CITH Ha HEM €CTh
Opay3ep, CIIOCOOHBIN TOHSATH €ro KOJI.

JJ1s pa3HBIX THIIOB KOMIIBIOTEPOB y Pa3HBIX Opay3epoB, HAIMCAHHBIX O] Pa3HbIe ONEPAIlMOHHBIE CHCTE-
MBI, BpeMsi OT BPEMEHH MPOCKAIB3bIBAIOT MEIKUE «ABIPKM» B 3allUTe OT MOJOOHBIX BPEIOHOCHBIX Java-
anmuieToB. [1oaToMy B KaII0¥ ouepeHON Bepcuu Opay3epa noao0HbIe NeeKThl yeTpaHsatoTcss. COOTBETCTBEH-
HO pEKOMEH[TyeTcs1 Opay3ep HEMEJICHHO OOHOBJIATH IIPH MOSIBICHUN €T0 HOBOW BEPCHH.

Te, KTO cepbE3HO OMACAIOTCS CBOIO OE30MaCHOCTh, MOTYT CIIOKOHHO OTKJIFOYHTEH KaKOe-THOO MCIIOTHEHNE
Java-amieroB Ha CBOMX KOMIbIoTepax (B AuanoroBoM okHe Ilapamerpsl 6e3omacHOCTH), IpaBaa, Ipy 3TOM
CHHU3UTCS MPUBJICKATEIBHOCTD U (pyHKIIMOHATBHOCTH psiga Web-crpanuir.

Yem onacnuul cyenapuu JavaScript?

JavaScript — 3To A3bIK [T 3alTUCH TaK Ha3bIBAEMBIX cyerapues (TPYII omepaTopoB s3bika). OH OBUT pas-
paboTaH, 4TOOBl pacHIMPUTH BO3MOXHOCTEH cTaHmapTtHOro si3bika HTML, a uMeHHO, IpeaoCTaBUTh CpeACTBa
1S ynpaBiieHust Opaysepom. B kon Web-nokymenTta onepatopsr si3bika JavaScript BCTaBISIOTCS MEKIY CIICIH-
anmpHbiMu Teramu HTML <SCRIPT LANGUAGE = “JavaScript”™> u </SCRIPT>. VcnonHstoTcs oneparopsl
s3pika JavaScript ¢ momoripio Opay3epa. OOBIYHO MX HCIONB3YIOT Jis 00SCICUEHUs] MHTEPAKTHBHOIO B3aUMO-
NEeHCTBUS MEXAy KIMEHTOM M cepBepoM. Hampumep, cpemctBamu JavaScript MOXKHO CAeNaTh TaK, YTOOBI MPU
meyKe B onpenenéHHoM mMecte Web-cTpaHuIlbl pacKphIBalIoOCh KaKOe-TO MEHIO, MPEIOCTABIISIONIEe MOTb30Ba-
TEI0 TOT WJIK WHOU BBIOOP.

Kak u Java-ammuiersl, ciieHapun JavaScript MOTYT MPeICTaBIsATh OMACHOCTh IS KJIMEHTa, HO XapakTep
3TO# onacHocTu Apyroil. Eciu Java-amnmier MoxeT cofepikaTh pa3pyLIUTeNbHbIN KO, TO onepaTtopsl JavaScript
TaKOW Yrpo3bl HE MPEJCTaBISIOT, HO 3aTO C MX MOMOIIBI0 MOKHO KOMITPOMEHTHPOBATh KOHPHICHIIUAILHYIO
nHpopmanuio. M3zBecTHpie omubOkn B Opay3epax MO3BOJISIOT YAaJEHHOMY CepBEpY MPOHUKATh, HAIPHMED, K
MapoJIbHBIM (aiiyiam, a HepeaKo U BOOOIIE K JIFOOBIM.

Ommbku Opay3epoB, CBsi3aHHBIE ¢ 00pabOTKOM clieHapueB JavaScript, BCTpe4aroTcs NOCTOSHHO. T.K. 3TH
OMMOKY HE YIPOKAIOT YHUUTOKECHUIO HHPOPMAIIUN Ha KOMIBIOTEPAaX KIMEHTOB, TIPOU3BOIUTENN Opay3epoB He
BCerja CIemaT uX «3aJefblBaTh», KaK 3TO ObIBaeT ¢ omMOKaMH B BOCIpOM3BeAeHNH anmieToB Java. [lostomy
HEKOTOpbIe OpelIH B 3alIUTe MOJOJTY OCTAIOTCS HEYCTPaHEHHBIMHU.

[TosTOMy eciu Ha BalieM KOMIIBIOTEPE €CTh YyBCTBUTENbHAS nHopMaImsa. O KoTopol yAaIEHHOMY Cep-
BEpYy 3HATh HE CTOUT (HAapUMep, HEJIMICH3UPOBAHHbBIE BEPCUH NPOTrPaMMHBIX MPOJYKTOB), TO OTKIIOUHUTE BO3-
MO>KHOCTb UCTIOJNIHEHUS clieHapueB JavaScript B auanorosom okue IlapameTrpbl 0e30macHoCTH.

Yem onacnwt r1emenmot ActiveX?

310 enié 0iHA TEXHOIOT U TOCTABKU aKTHBHBIX 00beKTOB B cocTaBe Web-ctpanuil. U ecnu omacHbie KO-
MaHjIbl, COEpIKaIrecs B Java-ammierax, OJIOKUPYIOTCS Opay3epoMm, To 3jieMeHThl ActiveX, HanpoTus, Opay3e-
POM He KOHTPOJIUPYIOTCsA. OHU MCIIOJIHSAIOTCS MPOLIECCOPOM I10JT YIIPABJICHUEM ONEPAllMOHHON CHCTEMbI TOYHO
TakK e, KaK ¥ JIO0bIe MPOrpaMMEI, a TOTOMY MOTYT HMETh JIF000€ CKOJIb YTOJHO OMAcHOE COICPKUMOE.
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Onementsl ActiveX MammHo3aBHCHMEL. Paspaborunk Web-cTpaHuibl co31aéT ux s KakIoH KOMIIBIO-
TepHOH IaTHOPMBI U JJIs KKIOH OMepaliMOHHON CHCTeMbI OTAeabHO. C OMOIIBIO 371eMeHTOB ActiveX mporie
caenath BRIMTPHIIIHOE odopmienne Web-ctpanun. [Ipumep npumeneHus sneMeHToB ActiveX — co3manue Oe-
TYIIUX CTPOK, aHUMAIUH, (JOHOBOTO MY3BIKAJTBHOTO COMTPOBOXK/ICHUSI U T.II.

st ameMeHTOB ActiveX peanm3oBa-
Ha Jpyras Mozelb Oe30MacHOCTH, OTJIH-
qaromasics oT Java-anmieToB U OCHOBaHHAsI
Ha SJEKTpOHHOM mnoanucu. Kaxawlil ae-
MeHT ActiveX, CO3MaHHBIH pa3pabOTINKOM
Web-ctpanuiipl, 10KeH OBITH UM TIOJITH-
caH COOCTBEHHBIM OTKPBITBIM  KIIIOUOM.
BMmecTte ¢ 3eMEHTOM MBI IPUHUMAEM U €T0
cepTU(HKAT C OTKPHITHIM KIFOUOM JJISI BOC-
npousBeneHus. Ecimu Mbl oOpammaemcss Ha
3Ty CTpPaHMILy HE BIIEPBbIE, HE MCKIIIOYEHO,
YTO TaKOW CepTH(UKAT y HAC ykKe eCTbh, TO-
TJla OH MPOCTO MPOBEPSIETCS.

Ceptudurar pa3zpaboTyuka TapaHTH-
PYET TOJBKO TO, YTO HUKTO IO IYTH CJIEAO-
BaHUs dneMeHTa ActiveX He BHEC M3MeHe-
HUI B €ro KoJ WK He cienan moaMeny. Ho
OH HE TapaHTHPYET, YTO ATOT HIEMEHT Aeii-
CTBUTCJIbHO MNPHUHAJJICIKUT TOMY, KTO €Iro
nocrasisieT. [loaToMy kpome moamucu pas-
paboTunka TpedyeTcs emeé yIOCTOBEPEHHE
OT IIEHTpa CepPTU(UKALUM, 3aBEPSIOLICTO
9Ty NOANHCH.

Hactpoiikoit npaBuin 0e30MacHOCTH
(8 mmamoroBom oknHe Ilapamerpsi 0e30-
MACHOCTH) TI0JIL30BATENb MOXET OTKIIO-
YUTb HpI/IeM M UCITIOJIHEHHUEC HCIIOAIINCAaHHBIX
(HE WMEINMX CEepTHU(PHUKATOB) 3JIEMEHTOB
ActiveX (cMm. puc. 2). OH MOXET NpHHU-
MaThb TOJIBKO JJICMCHTBI, CO3JaHHBIC H3-

MapaMeTpel:

@ 3arpysra HenoANHMCaHHE: 3NeMeHTOE Ackives -~
(&) OTEMHUHTE
O Mpeanarate
) PazpewMTE
@ JarpysKa NoAnHCaHHE!X 3INeMeHTOE Active:
'C:} OTEAHYHTE
@' Mpeanarate
{:} PazpewmTe
@ Janyok aINEMEHTOE AckiveX M MOLYNER NOLENHYEHA
) JOMYWEHHER 3AMMHHMCTRATOPON
) OTEMHUMTE
O Mpeanarate
(%) PazpelwMTE

hd
1 T T 1 Y o ST SO .

£ b
EOCCTAHOEWMTE NpE¥HKHE MapaMeTpkEl

Ha ypoeeHe: |Cpeanmi

* | | BOCCTAHOEHTE

l[ OTHEHA ]

| ok

Puc. 2. Hacmpoiitka napamempog 6e3onacnocmu no
NPUéMyY U UCNOIHEHUIO YT1IeMeHm o8 ActiveX.

OpaHHBIMU Pa3pabOTUMKAMU, ITOIUCH KOTOPHIX YAOCTOBEPEHBI M, HAKOHEL, OH MOKET IPUHUMATh U UCIOIHATh
BCE IMOJNMCAaHHBIE U YIOCTOBEPEHHBIE 37eMeHThl ActiveX. Eciau B 3TOM citydae YTO-TO U CIYYHUTCS ¢ KOMIIbIO-
TEPOM, MOXHO YTEIIUTh Ce0sl TEM, YTO €CTh K KOMY TIPEAbSBUTH MTPETCH3HH.

Dainwt cookies

Daiier COOKieS (M «ITUPOKKKM») COXPAHAIOT Ha JUCKE IMOJB30BATENILCKOTO KOMITbIOTEpa MHOTHE WH-
TepHeT-cTpanuiel. CoOXpaHsoT, B 00meM-To, ¢ Omarumu teasmu: Ogaromgaps cookies Web-ctpannuka MoxkeT
«y3HaTh)» Bac MPH CIEAYIOIIEM BU3UTE Ha HEeE U OYJeT KaxIbli pa3 BEXKIIMBO MPUBETCTBOBAThH BAaC, HA3bIBAs 1O
WMEHH, a 330/THO U TIpe/ijiarasi BAM UMEHHO T€ YCIYTH, KOTOPbIC BbI 3aTpe0OBaNM B MPONUIbii pa3. CoxpaHsroTCs
daiiner cookies o0bruHO Ha aucke C: B manke Cookies.

«[TupoxkaMuy» aKTUBHO MOJIB3YIOTCS MHOTHE CAalThl: HHTEPHET-MAra3uHbl, TOMCKOBUKH, MOPTAILI U 0JI0-
ru. Jlns Harreld mpuBaTHOCTH COOKIieS HanMeHee OIMAacHbI, HO, TEM HE MEHEe MEPUOTHYECKH HEOOXOAUMO OYH-
mate manky Cookies oT momo6HBIX BpeMeHHbBIX (aiiiioB. DTO BBHIMONHAETCS B OKHe 0003peBaTens Internet Ex-
plorer ¢ momorpro komana mero CepBuc/CBoiicTBa o0o3peBaTens/srnaaka Oomue/kaonka Yaaaurs C00-
kie.

1.2. LleHTp o6ecnevyeHus 6esonacHoctn Windows XP.

21_]'[5[ 3alIUTbl KOMITBIOTEpA HO)IKJHOT-IéHHOI‘O K KOMHBIOTCpHOfI CECTU OT BUPYCOB, aTaK 3JIOYMBIIIIJICHHUKOB
W IpYTUX BTOPKEHUH HEOOXOAUMO, YTOOBI Ha HEM IMOCTOSHHO paboTaliu MeXCeTeBOi 3kpaH (OpaHamaysp) U
antuBupycHoe I10 (c mocnennumu oGHOBIeHUsIMH). KpoMe Toro, Heo6xoaumo, 4ToObl BCe mocieIHrne 00HOB-
JieHHs1 ObUTM TaKXKe YCTAHOBJICHBI Ha BallleM KOMITBIOTEpE.
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IToatomy komnanust Microsoft Bkirounia B coctaB SP2 mis Windows XP Takoit nHcTpyMeHT, Kak "LleHTp
obecmneuenus O0e3onacHoctd Windows" (Windows Security Center) (cM. puc. 3).

¥ Llentp o6ecne ue HuA GesonacHocTH Windows

& LenTp obecneyenma 6esonacHOCTH

MoMOrMTe 3alMTHTL CBOM KOMNBIOTEP

OcHoBbl GesonacHoOCTH ~
= LleHTp obecneqeHa GE30NacHOCTH NOMOraeT YNPaBNATE NapameTpank DesonacHoCTk Windows, Yrobe
u} Pecypchl e MOMOHE SEWMTHTE KOMABHITED, BEAMHMTE BCE TPM OCHOBHEL: KOMAOHEHTa Bes0nacHocTH, ECnM aHM He
BKMHOYEHEN, CREAYHTE Y¥KasaHMaM, YTo0kl CHOBS BepHyTECA B LieHTp 00eCcnedeHMA DEZ0NACHOCTH, OTKPORTE
naHEnE YNPaBNEHHA,
® Mony 3T NOCAEAHHE CERASHHA K.akHE HOEBIS KOMOOHEHTE Windows NOMOraHT SALWMTHTE KOMOBHTED?
0 BE30NACHACTH W BMPYCay oT
KopnopauMH MadkpocodT
* [POEEPHTE HANMHHE NOCNSAHMEY @ EPEIHAM aysp @ BKNOHEHO |
0BHOBNEHHA OT Windows Update
* ManyHHTE NoAASmHKy 10 Q ABTOMaTHYECcKoe oGHOBNEHHe © BKAKYEHO |
BONpocam BesonacHocTH
" _npaeka no LedTpy
oBecneYeHHA BE30NacHOCTH a 3BU-I.HTB OT BMPYCOB © CPOK MCTEK | =
® M3MEHHTE CNOCOR ONOEE1EHHRA Mprnoxedke "avast! antivirus 4,8,1229 [YP3 080920-0]" morno veTapeTe, WenkHuTe "PekoMeHaaumq”
LeHTpom obecneqeHi:a ANA NONYYEHHA CAMCKE BOSMOMHBI ASACTEMA, Kak aHTHEHDYCHOE NDOrQaMMHOE ODeCneEYeHHE NoMOraeT
BE30MacHOCTH FAWMTHTE KOMOEKITED?
MpHMEYaHHE! CHCTEMa Windows He ONpeAenAeT BOE SHTHEMPYCHEIE NPOrparMel,
e
HEICTPOHHE napameTpoB Ge30nNacHOCTH:
9 CeoMcTea obozpepaTena @ Bpangraysp Windows
% ABTOMaTHYecKoe obHoBNEHHE 2

Puc. 3. Ilenmp obecneuenusn 6ezonacnocmu\Windows.

OcHOBHOE Ha3HAYCHUE 3TOTO WHCTPYMEHTA - HH)OPMHUPOBATH M HANIPABJISAThH MOJIH30BATENS B HY)KHOM Ha-

MpaBJICHUH.
Bo-niepBbIX, OH HOCTOSSHHO KOHTPOJIHUPYET | =
COCTOSHHS TPEX OCHOBHBIX KOMIIOHEHTOB OC @ BE30NacHOCTE KOMNLHOTEPA MOMET ObITE non ¥rpo3oM
(Opanamaysp, aHTHBHPYC, CHUCTEMa aBTOMATH- * Bpanamaysp He BKqeH
* AETOMATHYECKDE OOHOENEHHE OTKNHIYEHD
yeckoro oOHOBJIeHHs). Eciu mapameTpsl mo0o-

' F'uHTHBHFI':."EHDE nporpaMMHOE DEECI’IE‘-IEHHE MOET EbITb He
T0 U3 3TUX KOMIIOHEHTOB He OYAyT YIOBIETBO- wCTAHOBNEHT.

pATH TpeOOBaHUSM 0E30MaCHOCTH KOMITBIOTEpPA,
TO TIOJB30BaTENb MOJYYUT COOTBETCTBYIOIIEE
yBenomienue. Hampumep, Ha puc. 4 mpeacTas-
JICHO OJIHO M3 TAKHX YBEJIOMIICHHH.

Bo-Broprix, mpum oTkpeitun  "LleHTpa
obecnieuenus: 6e3onacHoctd Windows" mosns3o-
BaTeNlb MOKET HE TOJBKO MOJIYYUTh KOHKPETHBIE
PEKOMEHAAIIUN O TOM, KaK UCIIPABUTH CJIOXKUBIIYIOCA CUTYyalllUIO, HO TAKXKE€ y3HATh, I’I€ HAXOOATCA APYTrUc Ha-
CTPOMKH, CBS3aHHBIC C 0E30MACHOCTHIO KOMIIBIOTEpA, M T1e Ha caiiTte Microsoft MOKHO MPOYMTATH JIOTOJIHH-
TENbHYI0 HHPOPMALHUIO 110 00eCTIeYeHNIO 0€30aCHOCTH.

LUgnkHHTE 3To cooflLeHHe, YTobkl YCTRAHKMTE OwHaKyY.
L

Puc. 4. Onosewenue.

1.2.1. MNapamempsbi 6e3onacHocmu Windows

Uto0sl oTkpeITh "LleHTp 0oOecmeuenus Oe3omacHoctd Windows", Beioepute Ilyck/IlaHens ymnpasiie-
Husi/LleHTp o0ecnieuennst 6€30MaACHOCTH.

Oxno LlenTtpa obecneuenus 6e3onacHoctd Windows MOXHO YCIIOBHO pa3/esIuTh Ha TPU YacTh (CM. pHC.
5):


http://www.intuit.ru/department/security/secwin2003xp/4/#image.4.2#image.4.2
http://www.intuit.ru/department/security/secwin2003xp/4/2.html#image.4.5#image.4.5
http://www.intuit.ru/department/security/secwin2003xp/4/2.html#image.4.5#image.4.5

- . - -
¥ Uewrp obecnevenwa Besonachecty Windows
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!-:?: uEHTp obecneveHma 6e30NacHOCTM
MoMOTHTE 3FWMTHTE CBOH HOMNBIOTER

(@) Pecypee: 2 | COcHoebl GesonacHoCTH
o LiaHTp ofeonaugsren Baionac-ocTin NomorBET yIPASNATE NApameTpam Bemnacoct Windows, Yrobe: nomouws SaemuTe
KOHMEeO TSP, BFRIRD-MTE D08 TPW COnQEHGRIY KOMMOHEHTa BesonacocTtin, Eoma oFm e B CRatHD!, St '|'|-'T'E' R S
& MefyarTs POCHESHE (BEE S drolel 0ioea BeperyTecA B Lesmp obeoneuerst G Ionacocmi, oTspoliTe Nasens yIpasRessE,
0 GE30NSCHOCTH 1 ERpYCaK 0T L Tt Wiiows DosorBT LT MeRioTEh?
KODNOpaLI MaiwpoonipT
P b
* [poSepiTh HASREEE NOCNEAHIX a BpaH avs o BEKOYEHD
plmomnersti o7 Windows Lipdate panamaysp :
=T TE I i I
BONPOCIN GRINBEHOTTH £ AsTomatiueckoe oHoBneHHe G NPOBEPBTE MAPAMETPbI | »
* Crpamca ne Lisray ; .
oemneuerae GEI0nacOCTH g Q 3awmTa oT EMpYCOE @ BRAONMEHO | =
P PR—— era L T —— |
Fbiasbsasii HacTpokka napameTpos GesonacHoCTH:

.

" J Q Ceoictea obozpegarenn ‘u ABTOMATHUSEHEE OBHOBASHHE

ﬁ Epangmayap Windows

Hopnopasa F.im'r.-:[:q'.- AR CEpAN AT Ko bR HaNGHOCTD. [TROYTHTE READNEHINE O mofeiier [HEAGROCTH.

3 2

Puc. 5. I]enmp obecneuenusn dezonacnocmu.

1. Pecypcel. 31ech pacrionararoTcsi CChUIKH JUIs nepexona K MHTepHeT-pecypcam, KO BCTPOCH-

Hoii B Windows cripaBouHOH cityx6e
U K OKHY HACTPOWKH TapaMeTpoB
OTIOBEILICHUII.

2. Komnonenmowt 6e3onacho-
cmu. 31ech pacronaratotcss HHQop-
MAaITMOHHBIE DJIEMEHTBI TPEX OCHOB-
HBIX KOMIIOHEHTOB O€30MaCHOCTH:
OpaHaMay’p, aBTOMaTHYeCKoe 00-
HOBJICHHE, aHTUBHPYCHAS 3aIllUTa.

3. Ilapamempot 0Oe30nacHo-
cmu. 371eCh PacIoyiararoTcsl KHOMKH
mepexo/ia K HacTpoikaM Oe30ImacHo-
CTH CJEIYIOIINX KOMIIOHEHTOB: 000-
3peBarens Internet Explorer, aBTto-
MaTH4eckoe OOHOBIEHUE, OpaH/I-
May3p Windows.

PaccmoTpuMm 3TH wacTu Gonee
oApPOOHO.

¥ NapameTpb onoeeweHmE le

':}' UeHTp obecneyeHuAa 6e30MacHOCTH

MapaMeTpsl oNoBELLEHMA

o

ONOBELETE, ECNK NAPSMETPEI DPEHAMAYSPE HE
YAOBNETEOPAKDT TpebosaHuAM Bes30NacHoCTH KOMNBHOTEDSE

ABTOMaTHYECKDE OOHOBNEHME

ONoBEWaTE, 80N NapaMETPRl BB TOMETHHECKOr 0BHOBNEHKA HE
YOOENETEOPAKDT TDEEDBEHHHM fEsonacHoOCTK KOMNBKDTEPS

3AlMTE OT BUPYCOE
ONOBEWETE, ECAM NAPSMETPEI MPOrpaMMel 28 TEl 0T BMPYCOE
HE YAOENETEOPAKST TpeboBaHWAM BE30NacHOCTI KOMABKITEPE

I 0K ] [ OTMeHa

Puc. 6. Ilapamempur onoseujenuil.

Pecypcuot

B paznene 1 (cM. puc. 5) nepBble TP CCHUIKM NpeAHA3HAUEHBI JIs IEpexo/ia Ha COOTBETCTBYIOIINE CTpa-
HUIBI Ha caite Microsoft. Ilpeanocienusas ccbulka NpeaHa3HAYEeHA MJISI OTKPBITHS CIPABOYHON CIY:KOBI
Windows Ha ctpanuiie "OO0mue cBeeHus o eHTpe obdecrneuenus o0esonacHoctd Windows". Tlocnentss cebiika
npeaHa3Ha4yeHa Juls OTKpbITUst okHa "[lapamerpsl onoBewenuit" (puc. 6).

Ecnu Ha xoMIplOTEepe yCTaHOBIECH OpaHamay3p u antuBupycHoe I10, He onpexaensiemoe LlenTpom obec-
neyeHus: 6€30MacHOCTH, Bbl MOYKETE OTKJIFOYUTh COOTBETCTBYIOIUE OMOBEIIEHHUS (CM. pHUC. 6).


http://www.intuit.ru/department/security/secwin2003xp/4/2.html#image.4.5#image.4.5
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Komnonenmut 6ezonacnocmu

B pasmene 2 (cM. puc. 5) kaxmoe HHPOP-
MAaIllOHHOE Ta0JjI0 COOOIIAET O COCTOSHUU COOT-
BETCTBYIOLIETO KommoHeHTa. Ha puc. 7 mpen-
CTaBJIEHBI BO3MOXKHBIE COCTOSIHHS.

Cocrostaust A-C moHATHBI 0€3 KOMMEHTa-
pueB.

Cocrostaue D - "He maiimeno" - cooTBer-
CTBYEeT HEBO3MOXXHOCTH ONPEIENUTh MPHUCYTCT-
Bue cootBerctBytomiero 10 (Hampumep, aHTH-
BUpPYC WK OpaHaMayap).

Cocrostane E - "Cpok ncrek" - BO3MOKHO
JUTSL aHTUBUPYCHOM 3aIllUTHI, KOT/Ia OOHOBIICHHS
AHTHBHPYCHBIX 0a3 yCTapeu.

Cocrosaue F - "He nabmrogaercs” - coor-

A © BKJIOYEHO

© MPOBEPbTE NAPAMETPDI

@ BbIK/IKOHYEHO

© HE HAMAEHO

el el N@live

© CPOK UCTEK

© HE HAB/TIOAAETCA

Puc. 7. Cocmoanua ungpopmayuonnvix maoino.

BETCTBYET OTKIIIOUCHHOMY KOHTPOJIIO HaJ COOTBETCTBYIOIIIUM KOMIIOHCHTOM.

IenTpoMm obecmeueHwsI

0€30MacHOCTH  TIPUMEHSAETCA - Bpangmaysp
IBYXYPOBHEBBIIl IOIXOA K
OIIPEIETICHUIO COCTOSIHUS
KOMITOHEHTOB!
KOMOLHOTEP?
1. Ilpomepka comep-

KUMOTO peecTpa u (HailioB co
cBeneHnaMu o cocroaauu 110
(Microsoft momywaer mepe-
4eHb (paiiJIoOB W TapamMeTpoB
peecTpa OT MPOMU3BOJIUTENEH
[10).

@ BbIKJHOHEHO

OBHapy#eHo, YTo KOMABKOTED He SalMWEH BpaHaMayspoM. LLenkHuTe PerkoMeHaaLMM "
ANA NOAYYEHUA YKE3EHWA N0 MCNPAENEHMD. Kak BpaHAMEYSD NOMOrEET 3aUMTHUTE

MpUMEYEHKE: cUcTeMa Windows He onpenenAeT Boe BPaHAMAY3P6I.

*

ey

[ PekoMeHaaLWAA, ..

Puc. 8. Cocmosanue "bpanomayspa’.

2. Csenenus o cocrossuuu [10 nepenarotcs 0T ycTaHOBIEHHBIX IPOrPaMM CPEICTBAMH MHCTPYMEHTAPHS

WMI (Windows Management Instrumentation
- Uactpymenrapuii ynpasienuss Windows).

Ha puc. 8 npencraBieHo OgHO U3 BO3-
MOXHBIX COCTOSTHUH KOMIIOHEHTa "bpanamay-
ap". HaxaB knomky "Pexomenmaumu...", BbI
MOJYYUTE BO3MOXHOCTb JMOO BKIIIOUUTb
Opannmaysp (puc. 4.9, kHomka "BKIFOYUTH
ceifuac"), MO0 OTKIIOUNTH HaONIOJIEHWE 3a
COCTOSTHHEM 3TOro KoMIioHeHTa (puc. 4.9, ma-
pamerp " caMOCTOSITENbHO YCTaHABIIHU-
BAaIO M CJIEXKY 3a OpanaMayspom").

Ilocne wHaxaTus KHONKH "BKIIOYUTH
cefivac" (cm. puc. 9), ecnmm OpanmMaydp
Windows OyneT ycremHo 3amylieH, Ha 3Kpa-
HE TOSBHUTCS COOTBETCTBYIOIEE COOOIICHHUE

(puc. 10).

Ha puc. 11 npencraBneHo ogHO U3 BO3-
MOXHBIX COCTOSTHUN KOMIIOHEHTa " ABTOMATH-
yeckoe oOHoBieHue". HaxxaB kHomky "Bkito-
YUTh aBTOMAaTHYECKOe OOHOBIEHHE", BHI 3a-
JICCTBYETE  PEKOMEHJYEMBI  KOMIIAHUEU

¥ Peromenpgaums

':}' LeHTp obecnevyeHua 6e30NacHOCTH

BpEHAMaY3P NOMOrasT 3EWMTHTE KOMIBHOTED 0T NOBPEHASHUA
BUPYCAMA W MPK ADYTAX Yrpo3ax DesonacHoCTH,

PekoMeHaaLma

* Brno4MTe ApaHamaysp Windows ona
BCEX CETEBbIX MOAKMOHEHMIA

[ 4 camocToATensHo yoTaHaBNMEaD M ciexy 3a GpaHaMayspon,
MpuMedaHKMe: cucTeMa Windows He DyQeT NpoBEPATE COCTOAHWE
ApaHaMayspa W NoCbINaTe ONOBELWLEHWA, ECNH OH OTKIHKIYEH,

ak BpEHAMSYSD NOMOrSET SEWMTHTE KOMOBKITED?

&

Microsoft pexxum paboThl cucteMbl "ABTOMA-
THYeckoe oOHoBiIeHHe" (cM. puc. 12).

[ QK l [ OTMeHa

Puc. 9. Pexkomenoauus.
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http://www.intuit.ru/department/security/secwin2003xp/4/2.html#image.4.12#image.4.12
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B 3aBMCHMOCTH OT BBICTABIECHHOTO pe- @il
JKHMa paGoThl "ABTOMATHYECKOrO OOHOBIC- [RANRill dRU e EELL LR B
Hus" (cM. puc. 12) B okne "Llentpa obecrneye-
HUs Oe30MmacHOCTH" YKa3bIBACTCSl KPATKOE OIMH-
CaHME 3TOT0 PEKUMA.

UV Uentp o6ecnevenma GesonacHoCTH

BpaHamayap Windows yonelwHo BKNYeH.
Ha puc. 13 npeacraBieHo ogHO U3 BO3-
MOJKHBIX COCTOSIHUH KOMIIOHEHTa "3ammra OT
BupycoB". HaxxaB xHonky "Pexomengarnwu...",
BBI TOJTYYHTE JIAKOHUYHbBIC yKazaHus (puc. 14): -
"BKIIIOYUTh aHTHUBHPYCHYIO TporpamMmy" (eciu
OHAa BBIKJIIOYEHA), 'YCTAaHOBHTH IPYTYIO aH-
BHUPYCHYIO nporpamMMmy". B 3ToM OKHE BBl MO- Puc. 10. Coobwenue.
XKeTe OTKIIOYUTh HaOJIoNeHHe 3a COCTOSHHEM
3TOr0 KOMIOHEHTa (TapaMeTp "SI caMOoCTOATENPHO YCTaHABINBAIO U CIIEXKY 332 aHTHBHPYCOM").

ol

». ABTOMATHMYECKOE O [POBEPBTE NAPAMETPBI
Q oBHoBNEHME

ABToMaTHYeKoe 0BHOBNEHWE HACTPOEHD HA YCTAHOBKY 0BHOBNEHMIA ToNbKD Nocne
COMMACOBaHWMA C BaMK. LLlenkHuTe "BRMDYNMTE SETOMATHYECKOE 0BHOBENEHKME ", YTOGK!
cucTeMa Windows aBTOMATUHECKH BEINONHANE BaMHbIE 0BHOBNEHMA Ha KOMMLIOTERE
(peromerayeToR). Kak aEToMATMYECKOS 0OHOBNEHME NOMOTAET 3AIMTHTE KOMOLKOITED?

[ BKADHWTE ETOMATHHECKOE ofHoBNEHWE

Puc. 11. Cocmosanue "Aemomamuueckozo oonoenrenusn’".

AsTomaTMueckoe oDHoBNEHHE | X |

ABTOMaTHYECKOE OBHOBNEHME |

MoMorvTe 3aWKuTHTE CBOK KOMNBHDTED

CucTeMa Windows MOMKET NPOBOAMTE PEMYIAPHYID NPOBEPKY Ha HANMHKME
BaWHEIX 0BHOBNEHWIA M YCTAHABNMBATE WX, (ABTOMaTHYECKOE 0BHOBNEHKE
CHa4ana ofHOBWT NporpaMMHoe obecmedeHre Windows Update, a saTtem
MPMMEHWMT OCTaNEHBIE 0DHOBNEHMA, )

Hak paboTaeT aETOMaTHYERDE ODHOBNEHWE &

(%) ABTOMaTHUECKH (peKoMenayeTca)

ABTOMaTHYECKH 3Arpy#aTe W ¥CTaHAaBNMEATE Ha KOMNBHDTED
PEKOMEHO YEMBIE OGHOENEHMA:

|EHEED.HEEFHI:I V| E |21:IZIIZI W

() 3arpywath 0bHOBNEHWA; NOME30BATENE HASHAYMT BPEMA YCTAHOBKM,

() ¥BEAOMNATE, HO HE 3AMPYHATE W HE YCTEHAENMBATE MX
BBETOMATHYECKM,

() OTKNKOUNTE BBTOMATHYECKOE OBHOBNEHME,
Ball KOMOBKOTED NOABEPraETCA NOBLILEHHOMY PUCKY, ECIM
oBHOBNEHMA HE YCTAHAENMBaKOTCA BOBPEMA,
Y¥CTaHoBWTe obHoBNeHWA © Beb-yana Windows Uipdate,

[ 0K H OTMEHE ] [PHMEHATE

Puc. 12. Aémomamuueckoe oonosénenue.


http://www.intuit.ru/department/security/secwin2003xp/4/2.html#image.4.12#image.4.12
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# 3awyra oT BMpYCOE © BbIKJKOHEHO @ 2

MpunoseHe “AHTHEMpYC Kacmepokoro ana Windows Workstations™ oTknioueHo.
AHTMBMPYCHOE NPOrPaMMHOE OBECNEYEHME NOMOrAET SEWMTHTE KOMIEHITED OT
NOBPEMAEHMA BMPYCAMA M NPW APyrux yrposax besonacHocTi, WenkHuTe "PexoMeraaiy”
ANA NOMYYEHMA CTMCKE BOSMOMHEIX AERCTEMA, KaK SHTMEWMDYCHOE NDOrDEAMMHOE
gfecneYeH1e NOMOrEeT 3AWMTHTE KOMIEHKITED?

MpMMEYaHKE: cMcTemMa Windows He onpedenAeT BCe SHTMEMPYCHEIE NPOrPaMMEL,

PexomeHaalpm. ..

Puc. 13. Cocmosanue "3awumeor om eupycos''.

¥ Perxomenpaums [E|

| LleHTp obecneyeHma 6e30nacHOCTH

AHTWBMDYCHOE NMPOrpaMMHOE 00ECNEYEHME NOMOrEET 3EUMTHTE
KOMMBHOTED OT NOBPEXIEHNA BMPYCEMA M MPK APYTMX Yrpo3ax
BEes30nacHoCTH,

PekomMeHaauMA
* BENHOYMTE 0AHY M3 YCTEHOBNEHHEIX SHTUEMDYCHEIX NPOrpaMH,

Nubo
* YCTEHOBMTE APYTYHD SHTMEMPYCHYHD Mporpammy. Kawks

|:| A caMoCTOATENEHD YCTSHIBNMBAKD M CNEXKY 38 aHTHBMPYCOM,
MpuMedaHKe: cucTema Windows He ByaeT NpoBepATEL COCTOAHKE
GHTUEMPYCHOM NPOrpaMMel M NMOCEINETE ONOBEWEHKMA, ECI OHE
OTKAKIYEHA MK YCTapena,

F.ak SHTMEMDYCHOE NDOrDEMMHOE 0BECMEYEHME NOMOrSET SaNTHTE
KOMObKTED?

[ 0K l [ OTMeHa

Puc. 14. Pexomenoauus.
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Ilapamempul 6e30nacnocmu

B paznene 3 (cm. puc. 5) pacnoiokKeHbl KHOT-
KU TIepexo/ia K HaCTpOHKaM 0e30IMacHOCTH CIIEIYIO-
IIMX KOMITOHEHTOB: 0003peBatens Internet Explorer,
ABTOMAaTUYECKOC 0OHOBJICHHE, OpaHamay3p
Windows.

HasxaB kHOIIKY g CpoiicTBa o0o3peBarte-
J#, Bl momanére Ha 3akianky '"besomacHocTs" B

OKHe HacTpoek obo3peBatens Internet Explorer (puc.
15).

HaxaB kHOTKY % ABTOMaTHYeCKOEe 00-
HOBJIEHHE, BBl OTKPOETE OKHO HacTpoek "ABToMa-
THYeCKOro obHoBIeHM" (cM. puc. 12).

HaxaB  kHOmKy Bpanamayap
Windows, Bel momaséTe B COOTBETCTBYIOIIEE OKHO
HacTpoek (cM. puc. 16).

B Windows XP SP2 nming oGo3HaueHus Ha-
CTPOEK, Kacarmuxcs 6e30MacHOCTH (CM. HaImpuMep,
puc. 16), a Taxke MPH OMOBEIICHUSX O COCTOSHUHU

Ceokctea: HHTepHeT

Copepsarne MogrricyeqHna Mporpamme HonorHMTensHo
Ofuwme BesomactocTs | KoH@MASHUMANEHO CTE

Brepute zony MHTepHeTa, uTofb NpMCEOWTE B ypoEEHE GE30NacHOCTIA.

® €« 0 @

MHTc'th'T MecmHan Hapessise Orpanuwdet...
MHTPaCcETE Y¥3ns ¥ENe

Wureprer

3Ta 30Ha CoOepsIT Bce Eed-yEns,
KOTOPHE Bbl HE MOMECTANA B ApYTME
BOHH.

¥poBsHE G230N3CHOCTA ANA STOA S0HH

Ipyroi4

MonNez0ESTENECKAA HACTDOR KE.

- Ytofbl M3MEHWTE YDOBEHE G830NaCHOCTM, HAKMUTE
rHonky " Opyroi™.

- [lnA Bo3EPaTa K PEKOMEHLDEAHHO MY Y00 BHIC HEXMATE
rHonky "To ymorsaHue” .

[ Opyroi....

l [ Mo ymoruaHo

[ OK ][ OTmena ]

Puc. 15. Hacmnoiiku Internet

0€30MacHOCTH KOMITBIOTEpa (CM. HaIIpUMEp, PUC. 2) UCTIOIB3YIOTCS CICIYIOIINE 3HAUKH:

- O3HavaeT BayKHbIC CBEJICHUS U Ma-
paMeTpbl 0€30MaCHOCTH.

[@ - OmoBewmaer 0 MOTEHIMATBHOM
pHUCKE HapyLIeHUs: O€30I1aCHOCTH.

Curyanust Oonee OezomacHa. Ha
KOMIIBIOTEPE HCIIONB3YIOTCS PEKO-
MEH/IyeMbIe HACTPOUKH OE30MaCHOCTH.

- Ilpenynpexnenue: cutyauusi Imo-
TEHIMAIBbHO omacHa. M3meHnuTe Ha-
CTPOWKH MapaMeTpoB 0e30MacHOCTH, YTOOBI TO-
BBICUTh 0€30MacHOCTh KOMITBIOTEPA.

)
-

Bparamaysp Windows nomMorasT Nnpeno TERETMTE HE CEH KLMOHMDO EGHH bl
OOCTYT K BAWSMY KOMNLOTERY Yepes FHTSPHET MMM CETk.

@ ) Bxrroumte (pexomennyeTca)

@ () BukrsounTs (He pexomeHayeTca)

Nogpofhes o Goanamayspe Windows

%= Bpanamaysp Windows

O6wme | Merrveuenmn || JonomumrensHo

Bpangmaysp Windows NnoMoraeT SaWMTMTE B3L KO MM BHOTED

3ToT napameTp GNoKADYET NOAKIMOHEHME BOEX BHELIHNX
WMCTOYHWKDE K AAHHOMY KOMMNBCTEDY, KPOME BEGpaHHEX Ha
EKIMEAKE MCKIFCHSHUIA.

[[] He paspewarh MCKITONEHUA

BuiSepwuTe 3T0T N@pamMeTp NpW NOAKMHOMEHMW K OTKDHITON CETM B
MEHES SALLMILEHHEX MECTaX, HanpMMep, B asponopTy. Bu He
SyasTe NoMuUaTe YESOOMMNEHWA, Korga SpaHamaysp Windows
SrowipyeT nporpamme. MotouHni, BnfpaHHEe Ha BKIBLKe
WCKroueHWA, SYAyT MMHOPWPOEaTECA.

CrapafiTeck HE MCNONB30EATE 3TOT NapameTp. BuknoueHne
Spanamayspa Windows NPMEDOMT K CHUREHWIC SAMILEHHDCTH
KOMNOEBCTEDA OT BAPYCHBEIX 3TaK M 3MN0YMBLUNEHHM KO E.

@ - Hcnonp30BaTh TEKyLIME HACTPOU-
KM TapaMeTpoB 0e30MMacHOCTH He

I QK ] [ OTmena

PEKOMEHTy€eTCS.

Puc. 16. Hacmnouxu Bnanomavina
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1.2.2. Ceolicmea ob6o3pesamersi

HaxaB kHOIIKY "J'I‘I CpoiicTBa o0o3peBarte-
aas B "Lentpe obecneueHus 0e30MacHOCTH

Ceokcrea: HHTepHeT

Windows”, BBI IIOIAAETE B OKHO HaCTpPOCK 0603pe— Copgpaarie MopkrrcueHuR Mporpamme [onomHwTensHD
Baremst Internet Explorer na 3axmanky "besomac- Oiuwe BesonacrocTs Konguaerumansiocts
nocte" (puc. 17). Brifiepute so0Hy MHTepHeTa, yToBH NpMCEOMTE &it ypoESHE GesonacHocm.
Ha oT0i1 3aknanke B BEpXHEH 4acTH pacIojo- @ ‘:g] o °
JKeHbl 4YeTblpe 30HbI: MHTEepHeT, MecTHAsi MHTpa- e Mectian  Hapessime  Orpaniued..
cetb, Hanexusblie y3ab1, OrpanudyeHHbie y3Jbl. B MHTPACETE yans yans
Tabnure 1 JaHo omucaHue I KaXKI0i 30HEI. HrtepheT
Jlns Bcex 30H, KpoMme 30HBI "HMHTepHET", BHI 373 30Ha COASPANT B0 Befyan,
KOTOpHE ER HE NOMECTAIA E OPYIHE
MOXKETE OMPEICIUTh BXOJIIINE B 30HY y37bl. s i

3TOr0 HE0OXOIMMO BEIOpATh HYKHYIO 30HY (CM. pHC.
17) u Haxath kHOTKY "VY37bL..". Jlns 30HBI "Mect-

YpoeeHe G230NacHOCTH ANA 3TOR S0HH

Hasg HWHTpAaceTh"' B 3TOM CIlydae OTKPOETCS OKHO, 1o

npencTaBieHHoe Ha puc. 18. Eciau Bbl XoTuTe yka- Monk30EaTenECKan HACTROMKE.

3aTh KOHKPETHBIE Y3JIbl, HA)KMHUTE KHOINKY "J[0mom- ;‘;E&'_",,ﬁ’ﬁ:;?w”wb feelno soamt s
HUTEIBHO...". B pe3ynbrare mosiBUTCS OKHO, TPE- - 1A BOSEPATA K PEKOMEHOOEGHHOMY YDOBHIC HAXKMATE
CTaBJIEHHOE Ha puC. 19. AHaJIOrHYHOE OKHO OyIeT At

OTKpBITO, €CIIH BBl OyAeTe ONpeneisTh Y3Jbl, BXO-

nsmnue B 30861 "Hanesxxuslie y3ib1" u "OrpannyeHHbIE ’ Fr—— ] l === I

y37ab1". Tonbko mst 30HBI "OrpaHuueHHBbIE Y3761"
Oyzetr orcyrcTBOBaTh mapamerp " Bcex y3ioB
5TOii 30HBI TpebyeTcs mpoBepka cepsepos (https:)". L ok ][ omesa |

Puc. 17. Hacmpoiiku 6e3onacnocmu
Taonuna 1. Onucanue 30n.

30Ha Kakne y3/1b1 MOXKeET cogepixkaTtb 30Ha
NHTepHeT CopepxuTt Bce Beb-y3/bl, KOTOPbIE HE MOMELLEHbI B APYrMeE 30HbI
MecTHas MoxeT cogepxaTb YKa3aHHble BaMU y3nbl. MoXeT cogepikaTb BCe y3/bl MHTpace-
MHTpaceTb TN, HE NepevYncneHHble B APpYrnx 30Hax, BCE y3Jibl, NoAK/IlO4aeMblE MUHYA MNPO-

Kcn-cepeep, Bce cetesble nyTn (UNC)

Hape>kHble y3nbl |MoXeT cogepxXaTb yKasaHHble BaMu y3/bl

OrpaHuueHHble |MOXeT coaepXXaTb YKa3aHHble BaMU y3/ibl
y3nbl

MecTHas M HTpaceTbh ['F| El

‘-—} YraEwuTe Beb-y3nbl, BX0LAWME B 30HY MECTHOW MHTPacETH.
=

[¥]Bce yanel MHTPACETM, HE NEPEYMCNEHHEIE B ADYTWX S0HAX!

Bee ¥3MNbl, NOAKAKYEEMBIE MMHYA NPOKOA-CEPBED

Bre ceTesbie nyTH (UNC)

D,QI'IDHHMTEHI:HD...] [ Ok l [ OTmeHa

Puc. 18. Mecmnasa unmpacemo.
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MecTHaa MH TpaceTb

-——

B AaHHYHD 30HY MOHO A0B3EnATE Bef-y3nkl M YAANATE WX 13
HEE, 33A8HHEIE ANA 30HbI NEPAMETPEl Be30nacHoCT ByayT
MCNONb30BATLCA ANA BCEX £2 Y3N0B.

NofaeuTe y3en B 30HY:

Bef-yanel:

[ ] Ans scex ysnos sToli soHe TpelyeTon nposepka cepeepos (https:)

[ QK l [ OTMeHa ]

Puc. 19. 3aoanue konkpemmnwvix y3nos.

Kaxmoii 30He MOKHO NPUCBOUTH HY>KHBIH YPOBEHb O€30MAaCHOCTH: BBICOKHI, CpEAHUH, HUXKE CPEIAHETrO,
HU3KWA. Hu3kuit ypoBeHb 0€30MaCHOCTH COOTBETCTBYET MUHUMAILHOW 3alllUTe M MPUMEHSETCS ISl y3JI0B, KO-
TOPBIM BBI TIOJIHOCTBIO TOBEpPSICTE.

Bribepute HyxHYI0 30HY (cM. puc. 17) n Haxkmute kHOnKy "Ilo ymonuanuto". 3aknanka "bezonacHocTs"
n3MeHuT cBoit Buf (puc. 20). B HmKHe# 9acTH OKHA BBl MOXKETE OIPEJIENIUTh HY)KHBIH yPOBEHb O€3011acHOCTH.
Ecnu BBl HE XOTHTE HCIONB30BAThH IIpeJlaraeMble YPOBHU O€30IIACHOCTH, Bbl MOXKETE HakaTh KHOIKY "lpy-
roii..." u onpeaeuTh Bee mapaMmeTpsl 0€30MacHOCTH CaMOCTOSTENbHO (puc. 21).

CeoicTea 0bozpeeatena [lapameTpbl 6230NACHOCTH

Copepsaque lMoakricdeHun I'Ipolrpammu JonorHuTensHo MapameTpsi:
Owwe BesonacrocTs KoHZMABHUMAMEHO ST
% 3arpyska A
Brfepute soHy VHTEpHETA, 4ToGE NPWCEOMTE & YDOBEHE G830N3CHOCTM. @ ABTOMETHUECKME 3EMPOCcE Ha 3arpYaKy dainos
i OTKMOUMTE B
1 PaspewuTs
WMHTepHeT MectHan HapesHue OrpaHwued.. @ 3arpyzxa aing
WHTPECETE ¥3MH ¥3MH OTKMMOYHTE
Hapeatne ysnu PaspeumTs
-
373 30H3 COASPHT ADESPEHHEE Yane_. % 3arpysxa wpndTa
E={-y3Nsl, KOTOPHE HE NPMYKHAT EPEaE CTKMOYHTE
EGLIE MY KOMMBOTERY MMM OaHHEM. B =m0l 30He y3noE HeT. MpeanaraTe
YpoesHb GeS0NacHOCTA ANA 3TOR S0HE PaspewnTs
ey ¥ POEEHE BE30M3CHOCTM YCTAHAEMMEAETCA NONSYHKOM. % KoMnoHEHTEI, MPeAHa3HAYEHHEIE AnA nnaTtdopmel MET Framewor
= — Huskmii % Eé\nym KOMMOHEHTOE, HE CHalMWEHHEIX CepTHdMKETON Auther 3
- DfecneyveacT MUHWMANEHHIR ypoEeHE BesonacHoCTH < = Deomeene | > _
- BonbWanA YacTE COAEPXMMOTD S3TPYHEETCA W s =
sanyckaeToA §es NpegynpexaeHnA
- Bos aKTMEHDE COREPXMMOE MORET BHTE SaMWEHD BOCCTAHOBMTL NPEKHWE MapateTpbl
- MpUMEHABTCA AMA Y3MOE, KOTOPHM BH MOMHOCTHO .
[OBEpRETE Ha ypoBeHb: | Huskuid V| [BocgaHanTb ]
[ QK l [ OTHeHa ]
[ oK ] l CTmeHa ] [ MpMMEHNTE

Puc. 21. Hapamempur 6e30nacnocmu.
Puc. 20. Hacmpoiiku d6e3onacnocmu

Internet Explorer.
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OnucanHble BbIIIE HACTPOWKHM Oe3omacHocTH 0Oo3peBaTens Internet Explorer Taxke mocTymHBI udepes
rpynmnoByro nonutuky (Kondurypammst kommeiorepa, AaMuHHACTpaTHBHBIE 1a010HE, KomnonenTs: Windows,
Internet Explorer, [Tanens ynpasienust o6o3peBatenem, CtpaHuia 6€300acHOCTH).

1.2.3. Aemomamuyeckoe obHoegsIeHuUe

Kak yxe yKasplBaIOCh paHee, HakaB [RaGiielEuiEle iR ll-n =TT ___
AeTomaTHYecKoe obHOBNEHKE
KHOTIKY B ABTOMATMHECKDE ORHOBNEHNE
"Llentpe obecnieueHust Oe3omacHOCTH "
. " " MOMOrMTE 3aWMTHTE CEOI KOMMBHTED
Windows", BBl OTKpoeTe OKHO HAacTpoeK "AB-
TOMATHYECKOr0 OOHOBIECHHU" (pI/IC. 22). Cuctema Windows MOET NPOBOAMTE PEMYNAPHYHD NPOBEPKY HA HAMMYME
BaEHEIX 0OHOENEHWA 1M YCTEHABNWMEATE WX, (ABTOMETMYECKOE 0OHOBNEHME
. cHE4ana odHOBMT NporpaMMHoe obecnedeHke Windows Update, a saTtem
Berpoennas B Windows XP cnipaBou- MPMMEHWT OCTanbHbIE oBHOBREHMA, )
Hasg CHUCTEMa OYCHb HO,Z[pOGHO OIIMCBhIBACT {iak paboTaeT agToMaTMYECKo: oOHOBNEHE S
CUCTEMY aBTOMAaTHYECKOI'O O6HOBjIeHI/I5[. I[J'ii[ () AsTomaTmueckn (pekomenayeTcs)
TOTO YTOOBI BOCIIOJIb30BAThCS ATOU CIIPaBKOM,
. " ABTOMETWHECKM 3EMPYHETE M YCTEHSENMBSTE HE KOMMEHITED
ménkanTe Mo Hamnucu "Kak pa60TaeT aBTO- PEKOMEHAYEMEIE ODHOBNEHWA!

MaTtudeckoe ooHoBieHue?" (cm. puc. 22). He-
KOTOpPBIE MOMEHTEHI €r0 paboThI, CIEAYIONINE.
Bo-mepBbIX, HEOOXOIUMO pa3invaTh

ExeaHesHD ¥ g 21:00 W

(") 3arpy#aTs oBHOBNEHUA; NONE30BATENS HASHEHUMT BPEMA YCTAHOBKM,

" n n n
NOHATHUS "3arpy3ka" u "ycTaHOBKa" OOHOBIIE- () ¥EEAOMNATL, HO HE 3arPYHaTE W HE YCTAHABNMBATE MX
HUi. 3arpyska o3HayaeT MpOLECC Nepeaaun BETOMETHUECHM.
daitnoB 06HOBNeHHMH C cepBepa Microsoft () OTKMOYNTE BETOMATHHECKDE OGHOBNEHME,
(WM ¢ BHYTPEHHEro cepsepa OOHOBJIEHMII B Ball KOMMGHOTED NOABEPraeTCA NOBLILEHHOMY PUCKY, ECIH

0BHOBNEHKMA HE YCTaHaBENMESKDTCA BOEPEMA.

OopraHmu3anrn) Ha KOMIIBKOTED ITI0JIB30BATCIIA.
p 1l ) p Y¥CTaHoBWTE 0DHOBNEHWA C BeD-yana Windows Update,

YcTaHoBKa 0003HAaYaeT COOCTBEHHO MPOIIECC
WHCTAIUISIA OOHOBJIICGHWH Ha KOMITBIOTEPE
MmoJib30BaTeNsd. Bo3MoxkHa cuTyalus, Korjaa
OOHOBJICHUSI 3arpy>KeHbl Ha I0JIb30BATE/Ib-
CKHMM KOMIIBIOTEP, HO €I1I€ HE YCTAHOBJICHBI. [ 0K H OTMEHE ]

Bo-BTOpBIX, €ClM Bbl BHIOpATM BapHaHT
"ABTOMaTHUECKH" (CM. pHC. 22), TO OOHOBNCE-  Pyc, 22, [Tapamempur asmomamuueckozo obHoseHUA.
HUS OYAyT 3arpy»aThbCs M YCTAHABIMBATHLCS B
yKa3zaHHOe BamH Bpems. Eciiu KoMmbroTep B
yKa3aHHOE BpeMsi BCEr/ia BBIKIIFOUCH, TO YCTAaHOBKA OOHOBJICHHI HUKOT/IA HE BhIONHUTCS. [Ipu perucrpaimm Ha
KOMITBIOTEPE T0JIb30BaTEN b C MPaBaMH JIOKAJIBHOTO aIMHUHUCTPATOPA MOXKET 3aIyCTUTh YCTAaHOBKY BPYUYHYIO, HE
JOXHIASICh 3aIJIaHUPOBAHHOTO BpeMeHH. [Ipy HACTYTUIEHUH 3aIJIAaHUPOBAHHOTO BPEMEHH IMOJIb30BATEIO OyAeT
BBIJIAHO COOTBETCTBYIOIIEE MPEIYPEKICHUE O Hadalle YCTAHOBKH OOHOBJICHHH. ECITH B 3TOT MOMEHT B CHCTEME
paboTaeT aJMUHHCTPATOP, y HETO OY/AET BO3MOXKHOCTh OTJIIOKHUTh YCTAHOBKY JI0 CJICITYIOIIEr0 3arIlaHuPOBaHHO-
ro BpeMeHH. Y Ipyrux nojib3oBatelneii (0e3 npaB aJMUHUCTPATOPA) BO3ZMOXHOCTH OTMEHUTH 3aTNIAHUPOBAHHY IO
YCTaHOBKY OOHOBIICHHIA HE Oy/IeT.

Bo Bcex ocTanbHBIX cliydasx (KpoMe BapuaHTa "OTKIIFOUNTh aBTOMATHUECKOE OOHOBJICHHE') YBEIOMIICHHUS
0 CyIIECTBYIOIIUX OOHOBIICHUSX ISl BAIIEr0 KOMIThbIOTEpa (TOTOBBIX K 3arpy3Ke HJIM K YCTaHOBKE) OYayT MOsiB-
JSITHCS TOJIBKO MPU PETUCTPAIIMU HA BallleM KOMITBIOTEPE MOJIb30BATEIIs C MPaBaMH JIOKAIBHOTO aMUHHUCTPATO-
pa. Takum 00pa3om, eciii Ha KOMIIBIOTEPE BbI MIOCTOSHHO pabOoTaeTe ¢ y4eTHOM 3aMnChio, HE BXOJIAIICH B rpyTI-
My JIOKAJIbHBIX aJIMHHUCTPATOPOB, TO YCTAHOBKA OOHOBJICHUI HUKOT/A HE BBITIOJHUTCSI.

OmnucaHHbIe BBIINIE HACTPOMKH aBTOMATHYECKOTO OOHOBJICHHS TAK)KE OCTYIHBI JUISi HACTPOMKH yepe3
rpynnoByto noautuky (Kondurypanus kommeotepa, AaMuHHUCTpaTUBHBIE madinonbl, Komnonentsr Windows,
Windows Update). Kpome Toro, ToJibko uepe3 IpynIioByI MOJUTHKY MOXHO 3a/aTh JIOMOJIHUTEIBHbIC Hapa-
MeTpbl. Hanpumep, MOJKHO yKa3aTh aJipec BHYTPEHHETo cepBepa OOHOBICHUI, KOTOPBIA HEHTPATU30BAHHO I10-
JydaeT OOHOBICHHUS ¢ cepBepoB Microsoft u OTaeT MX BHYTPEHHUM KOMITbIOTEpaM OpraHu3anuu. B xauectse
npuMepa Takoro cepBepa MokHO npuBectu Microsoft® Windows Server™ Update Services (WSUS).


http://www.intuit.ru/department/security/secwin2003xp/4/5.html#image.4.22#image.4.22
http://www.intuit.ru/department/security/secwin2003xp/4/5.html#image.4.22#image.4.22
http://www.intuit.ru/department/security/secwin2003xp/4/5.html#image.4.22#image.4.22

24

1.2.4. BpaHdmayasp Windows

Haxas kHOIIKY
KpoeTe OKHO HacTpoeK
Windows" (puc. 23).

Ecmu ménkuyts mo naanucu "Ilog-
pobHee o Opanmmayspe Windows" (cMm.
puc. 23), To cMOXKETe MPOUUTATH KPATKYIO
MHGOPMAITUI0 O BO3MOXHOCTSIX OpaH-
Maya3pa (MEXKCETeBOrO dKpaHa), BXOJAIIe-
ro B coctaB Windows XP SP2.

B ornmume OT mpOXYKTOB APYTHX
MTPOU3BOMTENICH, BCTPOCHHBIH OpaHaMay-
op Windows mnpegHa3zHadeH TOJBKO IS
KOHTPOJIA BXOnAmero Ttpaduka, T.e. OH
3alUIIAaeT KOMIBIOTEP TOJHKO OT BHEII-
HUX BTOp)KeHMA. OH HE KOHTPOJIUPYET
WCXOSAINN TpaduK Ballero KOMITBIOTEpa.
Taxum 00pa3oM, eciii Ha Balll KOMITBIOTEP
yXKe Ionajl TPOSHCKMM KOHb WJIM BUPYC,
KOTOpBIE CaMH YCTaHABIMBAIOT COEIUHE-
HUSL C JPYTUME KOMITBIOTEpaMH, OpaHi-
May3p Windows He OyneT OJOKHpPOBaTh
WX CETEBYIO aKTHBHOCT.

Kpome ToOro, mo ymon4aHuro
Opanamaysp 3allWIIaeT BCE CETEBbIE CO-
CJAMHEHUS, W 3alpOoC BXOSIIETO 3Xa IO
nporokony ICMP 3anpemen. 9To o3Haya-
€T, 9TO eCIli Ha KOMITBIOTEPE BKIIFOYCH
Opanamay’p Windows, TO mpoBepsATh
JUYAE TaKOTO KOMITBIOTEPAa B CETH C IIO-
monbeo komaHasl PING - OeccMEBICIIEHHOE
3aHATHE.

OueHp 4acTO B OpraHU3ANMSIX, TIC
WCTIONIB3YeTCS MporpaMMHOe

"bpanamayapa

% EpaHgmayap Windows

B "Llentpe obecneuenus 6e3onacHoctd Windows", Bl OT-

%= Bpanpmayap Windows

Dfwwe | Wernouenwa || DonormrensHo

¢

Bpannmaysp Windows nomoraeT NpenoTEDaTMTE HECAHKLMOHIDO BaHH B
AOCTYT K EAWEMY KOMNEOTEDRY Yepes MHTEpHET MMM caTe.

Bpanomaysp Windows NnomMoraeT SaWnMTiTE B3l KoM BOTED

@ (%) Brsounth (pekoMenayeTca)

3TOT MapamMeTp GNoKMPYET NOOKIHOYEHWE BOEX BHELIHIAX
WCTOYHMKDE K G3HHOMY KOMMBOTERY, KPOME BEGPaHHEX Ha
EKIBAKE WCHIFOHEHWA

[ He paspewaTts wckIoueHun

BwfepuTe 3T0T NapamMaTp NpW NOQKTHYEHMN K OTHDETOR C2TH B
MEHEE SSLUMILEHHEX MECTEX, HaNpUMep, B azponopTy. Bu He
fyneTe NoMuaTe YEEA0MMEHWA, Koroa GpaHamaysp Windows
BnoKMpYET NporpaMme. FIcTouHMKY, ERMBPEHHEE HE EKIEOKE
WCKIEOYEHWA, SYAyT MMTHOPWDOESTECA.

@ ) BukrsoumTs (He pexoMeHayeTcR)

Crapaiiteck He MCNONE30EaTE 3TOT NapaMeTp. BuknoyeHne
fpaHamayspa Windows NpUMBEDAMT K CHUMEHWHD SaLLMILEHHOCTH
KOMMEOTEDE OT BURYCHEX ATaK M SN0YMBILLNEHHM KD E.

MNoppofHes o GpaHgmayzpe Windows

[ oK ] [ OTmera

Puc. 23. Hacmpoiiku Bpanomayspa Windows.

HUe, TpeOylollee pa3pelieHusl BXOJSIIMX COCIWHEHUI Ha TMOJb30BATENbCKAE KOMIBIOTEPHI, BO3ZHHKACT
JIUMOCTH OTKPBITH HEKOTOPBIE TOPTHI Ha KOMIIbIOTEpax ¢ ycraHoBieHHoW Windows XP SP2. Jlnst pemenus 3Toi
3aJauyd HeoOXOIUMO 3aJaTh MCKIIIOUEHHs B HAacTpolikax Opanamayspa Windows. CymecTByeT aBa crocoba pe-

IIATH 3Ty 3aJ1a4y:

1. MoxHO 3ajaTh HCKIIOYEHHE, yKa3aB MpOrpamMMy, TPeOYIOIIYyI0 BXOJSANIME COCAMHEHHUS. B 3Tom
cirydae OpaHamaysp caM ONPEAEIHT, KaKue MOPThl HEOOXOIMMO OTKPBITh, U OTKPOET MX TOJBKO Ha BpeMs
BBINOJIHEHNS YKa3aHHON IpOrpaMMbl (TOYHEE, Ha BpeMsl, KOTJa porpaMmMa OyJeT NpoCIylInBaTh 3TOT MOPT).

2. MoxHo 3aaTh HCKIIIOYEHHE, YKa3aB KOHKPETHBIM MOPT, IO KOTOPOMY MpOTpaMMa OKUIAET BXOJIsi-
mue coequHeHus. B 3ToM ciydae mopT OyneT OTKPBIT BCET/a, JaKe KOT/a dTa mporpaMma He OyJeT 3aIyiieHa.
C ToukH 3peHus: 0€30IaCHOCTH ATOT BapUAHT MEHEE NPEATIOUTHTENEH.
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CymiecTByeT HECKOJILKO
CVUV-J N T I GOV CEV I B ™= Bpanamayap Windows
cTpoiikax Opangmayspa Windows.
MO3KHO BOCIIOJIB30BaThCs Tpadude- Déwwne | Mcknosedna | NonorHuTensHo
ckuM mHTEpdeticoMm (puc. 24). IToT
BapHaHT JIOCTATOYHO MOJPOOHO OC-

BpaHomaysp Windows GnompyeT EXOOALLWME CETEEHE NOAKIHOHEHMA, MCKIHO4ER
NporpaMme U cryxts, EedpaHHoe Hrse. [ofaeneHne nokroyeHri yrmuwasT
BenieH B lleHTpe cmpaBku U TOI- pafoTy HEKOTOPEX NPOTPEMM, HO NOEHWSET PUCK Ge30MacHoCTH,

nepxxkn Windows XP SP2. MoxHo

HCIOJIB30BaTh AOMEHHYIO TpPYIIO-

BYIO TIOJHMTHKY. OTOT BapUaHT LTS R

MPENOYTUTEICH MIPH OOIBLIOM KO- Hmn

msecrse xoumsiorepon 3 oprarmi- | ||
3aruu. PaccMoTpuM ero 6osiee mo- (] 04 cTaHWOHHOE yID3ENEHIME PaBoYMM CTOMD M

poGHO. [ Ofwmia aoctyn K Saifnam 1M NpUHTERE M

yD.EJ'EHH BiA MO MOLWLHWK

ITapameTpsi Bbpannmayspa
Windows B TpynmoBoW MOJUTHKE
pasmemnarores B y3ie "Kondurypa-
Uysg  KOMIbIOTEpa, AJIMUHHUCTpa-
TuBHBIe ma0IoHBL, CeTh, CeTeBbIe
TOJIKJIFOYEHUS, bpanamayasp
Windows".

IIpu HacTpolike uepe3 rpyi-
MOBYIO IMOJUTHKY BaM HE00XOIUMO
HACTPOUTH J[BA TIPOPUIIS:

1. Ilpopwmms pomena. Ha- [+] OToBpaxaTe yeeaoMNEHMe, KOroa BpaHaMaysp GMoKMpYET Nporpammy
CTPOWKH 3TOTO MPOQUIS HCIONb-
3YIOTCS, KOIZla KOMIIBIOTEp IOJ-
KJIIFOUEH K CEeTH, COoAeprKalleil KOH-

[ﬂnﬁammnpnrpammy...] [ NofaeMTe NopT... ] [MQMEHHTI:...

ONacHOCTH DESpEWEHNA M CKIHOHEHIMA

TPOJIJICPp JOMEHA OpraHru3alnu. 0K l [ Ormena

2. CranmapTHbli TPOQUIB.

Hactpoiiku sToro mpodus mprume-
HSIIOTCSI, KOTJa KOMIBIOTEP HE MOA-
KIIIOYEH K CeTH, colepxkalledl KOoH-
TpoJiep JOMeHa oprau3anuu. Hanpumep, eciim HOyTOyK OpraHM3aldy UCIIOJIB3YETCSl B KOMAaHIMPOBKE U MOJ-
coenuneH k MuTepHery uepe3 VHTepHeT-ipoBaiinepa. B sTom cinyvae HacTpoiiku Opanamayspa JOJKHBI OBITh
OoJiee CTPOTUMH IO CPAaBHEHHIO C HACTPOMKAMH JOMEHHOTO MPO(MIIS, TaK KaK KOMIBIOTEpP MOJKII0YaeTCs K
MyOJIMYHOM CETH, MUHYSI MEKCETEBbIE IKPaHbl CBOCH OpraHU3alIlHH.

PaccmoTpuMm, Kak 3a1aTh UCKIIFOUEHHS U1 IPOTPaMMBI U AJIs 3a1aHHOTO TopTa. B kauecTBe KOHKPETHOTO
npumepa Bo3pMéM obpamenne Cepepa anmunucTpupoBanus Kaspersky Administration Kit k kommbiotepy, Ha
KOTOPOM YCTAaHOBIICH ATCHT aJIMUHUCTPUPOBAHHMS, JJISI TIOTyUYeHHUsT HHPOPMAIIMU O COCTOSHUM aHTHBHPYCHON
3amuThl. B 3TOM ciiyyae HeoOX0ArMO, YTOOBI Ha KIMEHTCKOM KoMmmbioTepe Obi1 oTKpsIT HopT UDP 15000 mu
paspemieH npueM BXOJISIIIINX COOOMIEeHNI nporpamMMoin "C:\Program Files\Kaspersky
Lab\NetworkAgent\klnagent.exe".

Puc. 24. 3axknaoxa Hcknrouenus.

Konmponwvuwie éonpocul

1. Yro Takoe aKTHBHBIC KOMIIOHEHTHI. Kakue BUIIBI aKTUBHBIX KOMIIOHEHT MOTYT cozaepxkatb Web-
CTpaHHULBI ?

2. Kak ocyIiecTBiseTcst HACTPOiKa MpaBuil 0€30MacHOCTH ?

3. Uro co0oit mpencTaBisitoT 31eMeHThl ActiveX 1 4eM OHH OIacHBI IIpH padote KoMmbioTepa B MHTEp-
HeTe ?

4. Kak MOXHO OTKJIIOYUTh PUEM U HCTIOJTHEHUE IeMeHTOB ActiveX ?

5. Kak MOXXHO OTKJIFOYHTH UCIIOJHEHHE IPYTUX BHUJIOB aKTHBHBIX KomroHeHToB Web-ctpanury ?

6. Kak mosBIsIIOTCS Ha MOJIB30BATEILCKOM KOMIbIOTEpe (haiiabl COOKIES u rie oHM momemarTcs. Mox-
HO JIM U30aBUTHCS OT ITUX (hailiIoB U Kak?

7. Kakoso HaznaueHue «llentpa odecnieuenus o6e3omnacHoctd Windowsy ?
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8. Kak moxHO OoTKpBITH «L{eHTp 00ecneuenus O0e3omacHocTH Windowsy ?
9. KakoBo Ha3HaucHHE OpaHaMay3pa ?
10. Kak ocymecTBIAIOTCS HACTPOWKH OE30MAaCHOCTH CIEAYIONIMX KOMIIOHEHTOB: o0Oo3peBarens Internet
Explorer, aBromatiueckoro o6Hosnenue, 6panamayspa Windows.

el

'.‘ _j
11. Ha 4ro yKka3sIBaeT 3HaYOK \) MIPH OIMOBEUICHHUSAX O COCTOSHUH OE€30MaCHOCTH KOMIbIOTEpa ?

JlabopaTopnasi padora Ne 3
KomnbromepHsble supychbl U 3aujuma om HuUx

Ileab paGoThI: 03HAKOMIICHHE C aHTHBUPYCHBIMU CPEICTBAMH 3alUTHl KOMITBIOTEPA; U3y4CHHUE Ha-
crpoek ckanepa Dr.Web.

1. Bupychbl Kak yrpo3a nHopmaymoHHOU 6e30nacHoOCTH

KommbroTepHble BUPYCHl OJlHA U3 TVIABHBIX yrpo3 MH(OOPMAIMOHHOM 0€30HMacHOCTH. DTO CBSA3aHO C Mac-
MTAa0HOCTHIO PACTIPOCTPAHEHHUS 3TOTO SBICHUS U, KaK CJIEJCTBHE, OTPOMHOTO yiepOa, HaHOCUMOTo HH(pOopMa-
LMOHHBIM CHCTEMaM.

CoepemeHHbLII KOMRBIOMEPHDLIL GUPYC — ITO NPAKTHYECKH HE3aMETHBIH Ul OOBIMHOTO IOJIB30BATEINS
"Bpar", KOTOpHI MOCTOSIHHO COBEPILIEHCTBYETCS, HAXO/Is BCE HOBBIE M 00JIee N3OIIPEHHBIE CIIOCOObI IPOHUKHO-
BEHUsI Ha KOMITBIOTEPHI molib3oBareneil. HeobxoanmocTs 60pbObI ¢ KOMIBIOTEPHBIMH BUPYCaMHU OOYCIIOBIICHA
BO3MOXXHOCTBIO HAPYLICHUS] UM BCEX COCTaBIIAIOLIMX HH(POPMALMOHHON 0€30MacHOCTH.

KommnbroTepHble BUPYCHI OBUTH U OCTAIOTCSI ONHOW M3 HauboJiee PacHpOCTPaHEHHBIX MPUYMH MOTEPH HH-
¢dopmanmu. BupycHble snuaeMun criocoOHbBI OJIOKUPOBATh PadOTy OpTaHU3AINUN U IPEATPUATHH.

Bbopr60ii ¢ KOMIBIOTEPHBIMU BHPYCaMU NMPO(ECCHOHAIbHO 3aHUMAIOTCS THICAYU CIIELMAINCTOB B COTHSX
komnaHuil. HecMoTpst Ha OrpoMHBIE YCHIIMSI KOHKYPHUPYIOIIMX MEXIY cOOOM aHTUBHPYCHBIX (UPM, YOBITKH,
MIPUHOCUMBIE KOMITBIOTEPHBIMH BUPYCaMH, HE MaJIal0T U JOCTUTAIOT aCTPOHOMHYECKUX BEJIMYMH B COTHHU MHJI-
JIMOHOB JOJIAPOB €XKETOIHO. DTH OIIEHKH SIBHO 3aHWKEHBI, TOCKOJIBbKY HU3BECTHO CTAHOBUTCS JIUIIb O YaCTH IO-
JNOOHBIX HHIUACHTOB.

B nocnennee BpeMst BUPYCHBIE SMUAESMHUM CTall HACTOJIBKO MACIITA0OHBIMH M YTPOXKAIOMIUMH, YTO CO00-
IIEHUS O HUX BBIXOJST Ha TIEPBOE MECTO B MHUPOBBIX HOBOCTAX. IIpu 3TOM ciiesiyeT nMeTh B BUAY, YTO aHTUBHU-
PYCHBIE ITPOTPaMMBbl M allapaTHbe CPEACTBA HE JAIOT MOJIHOM TapaHTHH 3alUTHl OT BUPYCOB, a OOJIBLIIMHCTBO
M0JIb30BATENEH HE UMEIOT JJa’Ke OCHOBHBIX HABBIKOB "3alIUTHI" OT BUPYCOB.

OcHOBHass 0COOEHHOCTh KOMITBIOTEPHBIX BHPYCOB 3aKJIIOYAETCS B BO3MOXXHOCTH MX CaMOIPOU3BOJIBHOTO
BHE/IPEHHUS B PA3JIMUHbIE OOBEKTHl ONEPALIMOHHON CHCTEMbI — MPUCYIIa MHOTUM IIPOrpaMMamM, KOTOphIE HE SIB-
JISIIOTCS BUpYCaMH, HO IMEHHO 3Ta 0COOEHHOCTD SABJISIETCSl 00513aTeIbHBIM (HEOOXOJUMbIM) CBOHCTBOM KOMIIBIO-
TepHOro Bupyca. K Gojee MOJIHOM XapakTeprCTUKE COBPEMEHHOTO KOMITBIOTEPHOI'O BHpYca clenyeT 100aBUTh
CIOCOOHOCTB CO3/1aBaTh CBOW AyOJHMKATHI (He 0053aTebHO COBMAAAIONINE C OPUTHHAIIOM) U BHEIPSTH UX B BbI-
YHUCIIUTENbHBIC CETH WIH (ailyibl, CHCTEMHBIE 00JIACTH KOMITBIOTEPA U MPOYHE BBIIOIHIEMbIE OOBEKTHI.

IporpaMMHBIii BUPYC — 5TO MCIIONHACMBIH WM HHTEPIPETUPYEMBIH MPOTPAMMHBINA KOJI, 00JIaJaroIuii
CBOMCTBOM HECAHKIIMOHHPOBAHHOTO PAcIpOCTPAHEHHS W CaMOBOCIIPOM3BEJIEHUS B aBTOMATH3MPOBAHHBIX CHC-
TeMax WINA TEJIEKOMMYHHUKAIIMOHHBIX CETSX C LEJbI0 U3MEHUTh WIM YHUYTOXUTH IPOTrpaMMHOE oOeclieueHue
W/WIIN 1aHHbIE, XPaHALIMECS B AaBTOMAaTHU3UPOBAHHBIX CHCTEMAX.

1.1. Kinaccupukanusi KOMNbIOTEPHBLIX BUPYCOB

[1o cpene "oOuTaHusA'" BUPYCHI AEIATCS HA:
® (aiinosvie,
® 3a2py30uHble,;
® Maxkpoeupycwl,
® cemeesoble.

@Daiinosvie eupycvl BHEPSIOTCS B BBIONHsIeMbIe (aiiibl (Hanbosee pacrpocTpaHEeHHbBIH THI BUPYCOB),
100 co3aatoT (ainbl-IBOMHUKN (KOMNAHBLOH-6UPYCLL), TMOO UCTIONB3YIOT OCOOCHHOCTH OpraHu3aluuu Qanino-
Boii cuctemsl (link-supycor).
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3azpyzounvie eupycel 3anuceIBaOT ceOs MO0 B 3arpy304HbIi cekTop aucka (boot-cexTop), MO0 B CEK-
TOp, COAEpIKAIUi CUCTEMHBIN 3arpy34MK jkecTtkoro mucka (Master Boot Record), 1100 MeHsOT yka3zaTenb Ha
AKTUBHBINA bOOt-CEKTOP.

Maxkposupycot 3apaxaroT Gaiiibl-qOKYMEHTHI U JICKTPOHHBIC TAOJIUIIBI MTOMYJISIPHBIX O(QUCHBIX MPHIIOKE-
HUM.

Cemeegvle 6upychl NCTIONB3YIOT AJIS CBOETO PAaCIPOCTPAHEHUs MTPOTOKOJBI FITH KOMaHbl KOMITBIOTEPHBIX
CEeTeH U AJIEKTPOHHOM TTOYTHI.

CymectByer OONBbIIOE KOJMUYECTBO COUYETAHUI — HANpHUMEp, (ailioso-3azpy3ouHsle GuUpPYyChbl, 3apaxaro-
e Kak (haiibpl, TaK U 3arpy304HBIC CEKTOPa TUCKOB. Takue BUPYCHI, KaK MPABUIIO, UMEIOT JIOBOJBHO CIIOXKHBII
ITOPUTM PabOTHI, YACTO MPUMEHSIOT OPUTHHAIBHBIC METOJIbl IIPOHUKHOBEHHS B CUCTEMY, HCIIONB3YIOT CTENIC-
Y TOTUMOPQUK-TEXHOJIOTHH. J[pyroli mpuMep TaKOTO COYCTAHUS — Cemesoll MAKPOBUPYc, KOTOPBIA HE TOJIHKO
3apakaeT peJaKTUPYEMbIE IOKYMEHTBI, HO U PACChLIACT CBOM KOITUU TI0 3JIEKTPOHHON TIOYTE.

3apakaemasi OrnepalioHHasi CHCTEMa SIBJISIETCSl BTOPBIM YPOBHEM JICTICHUS BUPYCOB Ha Kiacchl. Kakmprii
(haiITOBBII UM CETEBOW BHPYC 3apakaeT ¢ailibl Kakoi-1rbo ogHo# mimm Heckonskux OS — DOS, Windows, u T.
1. MakpoBupychl 3apaxart (aiinel popmaroB Word, Excel, makera Office. 3arpy3ouHble BUPYCHI TaKKE OpH-
CHTUPOBAHbBI HA KOHKPETHBIC ()OPMATHI PACTIONIOKEHHS CHCTEMHBIX JIAHHBIX B 3arPY30YHBIX CEKTOPAX JHCKOB.

ITo 0CO0EHHOCTAM AJTOPUTMA PAOOTHI BUPYCHI JIEISITCS HA:
® pesudeHmHvle,
® CImenc-eupycol;
® NOMUMOPDUK-BUPYCBL;
® GUPYCHI, UCNOTL3VIOWUE HECMAHOAPIHbLE NPUEMBL.

Pe3udenmnblii ¢upyc ipu MHPULIUPOBAHUN KOMIBIOTEPA OCTABIISICT B ONEPATHBHOM MaMATH CBOIO PE3U-
JICHTHYIO 4acTh, KOTOpAs 3aTeM IepexBaThIBacT OOpaIeHUsI OTIEPAlMOHHON CUCTEMBI K 00BEKTaM 3apa)KeHUS U
BHe/IpsieTCsl B HUX. Pe3nieHTHBIC BUPYCHI HAXOSTCS B IIAMSTH U SIBJISIIOTCS. aKTHBHBIMU BILIOTH 10 BBIKITIOUCHUS
KOMITBIOTEPA WJIM Nepe3arpy3Ky ONepaloHHON cUCTeMbl. HepesuoenmHule upycbl He 3apaxaroT MaMITh KOM-
MBIOTEPa U COXPAHSIOT aKTUBHOCTH OTpaHUueHHOE BpeMs. K pe3uIeHTHBIM OTHOCSITCSI MAKPOBUPYCHI, TIOCKOJIb-
Ky OHHU MOCTOSIHHO TPUCYTCTBYIOT B MaMsITH KOMIIBIOTEpPa Ha BCE BpeMs padOTHI 3apakeHHOTO peaakropa. [lpu
STOM POJIb OTIEPAIIMOHHON CHCTEMBI OepeT Ha celsl pelaKkTop, a MOoHITHE '"Tepe3arpy3ka OmeparioHHONW CHCTe-
Mbl" TPAKTyeTCs KaK BBIXOJ U3 PElIaKTOpa.

B MHOTrO3a7auHBIX OMEpanMoHHBIX cucTeMax Bpems "»ku3HU" pesugeHTHoro DOS-Bupyca Taxxe MOXeT
OBITH OrpaHMYEHO MOMEHTOM 3aKphITHA 3apakeHHoro DOS-okHa, a akTHBHOCTB 3arpy304YHbBIX BUPYCOB B HEKO-
TOPBIX ONEPALMOHHBIX CUCTEMaX OrPaHMYMBAETCSI MOMEHTOM MHCTAJUIALMH JUCKOBBIX apaiiBepos OC.

Hcrnonb30BaHue cmenc-anzopunmmos mo3BoIseT BUPycaM MOJTHOCTBIO MJIM YaCTHYHO CKPBITH Ce0sl B CHC-
teme. Haubosee pacipocTpaHEHHBIM CTEIC-AJITOPUTMOM SIBJISIETCS IIEPEXBAT 3aIIPOCOB ONEPALMOHHON CUCTEMBI
Ha YTEHHUE/3aMNCh 3apaXEHHBIX 00bEeKTOB. CTeNc-BUPYCHI IIPH 3TOM MO0 BPEMEHHO JIeyar Hx, Jubo "mojacTas-
TS10T" BMECTO ce0si HezapaKCHHBIE YYacTKH WHGpopManuu. B ciydae MakpoBHPYCOB HamOosee MOMYJISPHBIH
CI0CO0 — 3alpeT BbI30BOB MEHIO IIPOCMOTPA MaKPOCOB.

CamomudpoBanue U MOJIUMOPPUIHOCTD UCTIONB3YIOTCS PAKTHYECKH BCEMH THIIAMH BUPYCOB IUISI TOTO,
9T0OBI MAaKCUMAaJIbHO YCIOXKHHUTH NMPOLENypYy ACTeKTUpoBaHus (0OHapyskeHus) Bupyca. Iloaumopghuk-eupycol
(polymorphic) — 310 goctaTouHO TPYJHOOOHAPYKMMBbIE BUPYChI, HE MMEIOIIME CUTHATYP, T. €. HE COJCpIKaIlie
HH OJIHOTO TIOCTOSIHHOTO y4acTka Koja. B GonpIinHCTBe cirydaeB qBa 0Opaslia OJHOTO U TOTO XKe MOIMMOP(UK-
BUpyca HE OyAyT UMETh HH OJHOTO COBNAAEHHs. DTO JIOCTUraeTcs MH(ppoBaHUEM OCHOBHOI'O Tejla BUpPYyca U
MOJUPHUKANUSIME TPOTPAMMBI-PACIIN(POBIIUKA.

Paznuunble Hecmanoapmmuvie npuemsbl 9acTO HMCHONB3YIOTCS B BUpPYyCaX ISl TOTO, YTOOBI KaK MOXKHO
riy0oke crpAraTbh ce0sl B sApe ONEpaluOHHON CHUCTEMBI, 3alIUTHTh OT OOHApY)KEHUsI CBOIO PE3UIEHTHYIO KO-
MUIO, 3aTPYAHUTH JIEUEHHE OT BUpYyca (Harmpumep, nomecTuB cBoto konuio B Flash-BIOS) u 1. 1.

I1o 1eCTPYKTUBHBIM BO3MOKHOCTSIM BUPYCHI MOKHO pa3JIeIUTh Ha:

® Oe3epednble, T. €. HUKAK HE BIUSIONIME HAa paboTy KOMITbIOTEpa (KpOMe YMEHBIIIEHHSI CBOOOTHOW Mamsi-
TH Ha JINCKE B pe3yJIbTaTe CBOETO PACIIPOCTPAHEHHs);

® HeonacHwle, BIMSHNE KOTOPBIX OIPaHUYMBAETCS] YMEHBIIEHHEM CBOOOJHOM MaMSTH Ha JHCKE;

® onacHwle UPycwl, KOTOPBIE MOTYT IMPUBECTH K CEPbE3HBIM COOSIM B paboTe KOMIIBIOTEPA;

® OueHb OnacHule, B AITOPUTM pabOThl KOTOPBIX 3aBEJIOMO 3aJ0KEHBI POLEAYPHI, KOTOPBIE MOTYT HpH-
BECTH K MOTEpEe MPOrpaMM, YHUUTOXKHUTH AaHHBIE, CTEPETh HEOOXOIUMYIO JJsl padOThl KOMIIbIOTEpa HH(pOpMa-
LIUIO, 3a[IMCAHHYIO B CHCTEMHBIX 00JIaCTAX MaMSTH, U AaXKe MOBPEIUTH alllapaTHbIE CPEACTBA KOMIBIOTEPA.
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1.2. Buasl ""Bupyconogo0HbIX' mporpamm

K "BpeaHniM nporpamMMam'', IOMIMO BUPYCOB, OTHOCSTCS:

«TPOSTHCKHE TIPOTPaMMBI» (JIOTHIECKHEe OOMOBI);

YTUIHUTBI CKPBITOTO 8 IMHHUCTPUPOBAHHUSI yIAJICHHBIX KOMITLIOTEPOB;
"intended"-Bupycsr;

KOHCTPYKTOPHI BUPYCOB;

MTOJTMMOP(HUK-TEHEPATOPHI.

1.2.1. "Tpoauckue" npozpammel (nocuueckue 60mont)

K "mpoanckum" npozpammam OTHOCATCSI IPOTPaMMBbI, HAHOCSIIME KaKHe-IMOO pa3pylInTeNbHbIe Ieii-
CTBHSA B 3aBUCMOCTH OT KaKuX-1100 ycinoBuil. Hanpumep, yHruuTOKeHHE HHQOpMALMK Ha JUCKAaX IPH KaKIOM
3aIlyCKe WU 110 OIPEeAEICHHOMY I'pauKy H T. 1.

BonbmmHCTBO M3BECTHBIX "TPOSIHCKHUX'" MPOTpaMM SIBIITIOTCA MTPOrpaMMaMu, KOTOPbIE MACKHPYIOTCS IO
Kak#e-Tu00 MOJIe3HbIe MPOrPaMMbI, HOBBIE BEPCHUU MOIMYJISPHBIX YTHUIUT WU AONOJTHEHUS K HUM. OueHb 4acTo
OHH PACCHUIAIOTCS IO JEKTPOHHBIM KoH(pepermmsaM. [lo cpaBHeHUIO ¢ BUpycaMu "TposHCKHE" TTporpamMMbl He
MOJTYYal0T IUPOKOI0 PACIpPOCTPAHEHUS MO AOCTATOYHO MPOCTHIM MPUYMHAM — OHU JTUOO YHHYTOXKAIOT ceOs
BMECTEC C OCTAJIbHBIMH JaHHBIMH Ha JHUCKEC, J]I/I6O JACMACKHUPYIOT CBOC NMPUCYTCTBUC U YHUUYTOKAIOTCA IOCTpa-
JIaBIINM TOJIb30BaTEIEM.

K "TposHCKMM" mporpaMMaM Tarxke OTHOCSATCS TaK Ha3bIBaeMble "Oponnepul” upycoeé — 3apakeHHBIE
(aiinbl, KO KOTOPBIX MOJIPAaBICH TaKUM 00pa3oM, YTO U3BECTHBIC BEPCHU aHTHBHPYCOB HE OMPEICISIOT MPH-
cyTcTBHe BHpyca B (aiine. Hanpumep, daiin mmdpyercs uiu yrnakoBbIBa€TCS HEM3BECTHBIM apXUBATOPOM, YTO
HE MO3BOJISIET AHTUBUPYCY "YBUAETH" 3apakeHUeE.

Eme omua Tum mporpamm (mporpaMMbl — "37bte ugymixu'’), KOTOphIE HCIIONB3YIOTCSA ISl yCTpAIISHUS
MOJIB30BATENIS, O 3aPAKEHUH BUPYCOM WIIM O KaKUX JIMOO MPEACTOANINX ACHCTBHAX C 3TUM CBSI3aHHBIX, T. €. CO-
OOIIAaI0T O HECYIISCTBYIOIIMUX OMACHOCTSX, BBIHYXJas IMOJb30BaTeNsd K aKTUBHBIM JedcTBUAM. Hampumep, k
"31BIM IIyTKaM" OTHOCSTCS TIPOTPaMMBI, KOTOpBIE "MyTatoT" MONB30BaTENs COOOIIEHUIMHU O (hOPMATHPOBAHUU
JUCKa (XOTS HUKAKOro (popMaTupoBaHUs HAa CAMOM JIelie HE MPOMCXOIUT), ISTCKTUPYIOT BUPYCHI B HE3aparkeH-
HBIX (aiiyiax, BEIBOAAT CTPaHHBIE BUPYCOMOA00HBIE coobIeH s u T. 1. K kareropuu "37bIX MIyTOK" MOXKHO OT-
HECTH TaKXe 3aBEeIOMO JIOKHBIE COOOIIEHMs 0 HOBBIX "cymep-Bupycax". Takne cooOIIeHnsT TepUOIUIECKH T10-
ABISIIOTCS B IHTEpHETE M 0OBIYHO BBI3BIBAIOT MAHUKY CPEIH M10JIb30BATEIICH.

1.2.2. Ymunumul cKpvimozo a0MuHuCmpupo8anus

Ymunumut ckpoimozo admunucmpuposanus SBIASIOTCS Pa3HOBUIAHOCTBIO "Joruueckux 0omo0" ("TposiH-
CKHMX TIporpaMm'"), KOTOpPBIC HMCIOIB3YIOTCS 3J0YMBINIICHHUKAMH JUIS YAAJEHHOTO aJIMUHUCTPUPOBAHUS KOM-
meI0TepoB B ceTu. 1o cBoei PyHKIIMOHATFHOCTH OHM BO MHOTOM HAallOMUHAIOT Pa3JIMYHBIE CHCTEMBI aIMUHHUCT-
pupoBaHUs, pa3padaTbIBaeMble U paCIpOCTPaHIeMble PA3IHIHBIMU (PUPMAMH-TIPON3BOAUTEIAMH TIPOTPAMMHBIX
npoayKTOB. EqHCTBEHHAs: 0COOEHHOCTH 3THX MPOTPaMM 3aCTaBIIsIET KJIACCH(OUIMPOBAThH X KaK BpeaHbIe "Tpo-
STHCKHE" TIPOTpaMMBI: OTCYTCTBHUE MPEAYIPEKACHUS 00 HHCTAILIAIMY 1 3arycke. [Ipu 3amycke Takas mporpamma
YCTaHaBIUBAET ce0s B CUCTEMY M 3aTeM CJIEIUT 32 HEH, MPH 3TOM TOJIH30BATEIIO HE BBIIAETCS HUKAKUX CO00-
LIEHUH O AEUCTBUSX MIPOrpaMMbl B CUCTEME. Halle BCEro CChLIKA Ha TAKYIO NPOrpaMMy OTCYTCTBYET B CIIMCKE
AKTHUBHBIX HpI/IHO)KeHPlﬁ. B PE3YIbTATE MMOJIB30BATECIb MOXKET U HE 3HATH O €€ MPUCYTCTBUHU B CUCTEME, B TO BpEC-
Ms KaK €ro KOMIBIOTEP OTKPHIT JJISl YJAIEHHOTO YIIPABICHHUS.

BHeILpeHHBIe B OIICPAMOHHYIO CUCTEMY YTUJIMTBI CKPBITOTO YIIPABJICHUA IMO3BOJIAIOT ACIATH C KOMIIBIO-
TEPOM BCE, UTO B HUX 3aJIOXKHUJI UX aBTOP: HpI/IHI/IMaTB/ OTChLIIATh (baf/'mm, 3aITyCKaTh 1 YHUYTOXAaTh UX, BBIBOAUTH
CoOO0IIeHNs, cTUPaTh HH(OPMAIUIO, TIepe3arpyaTh KOMIBIOTEP U T. A. B pe3ynbrare 3TH NMporpaMMbl MOTYT
OBITh MCIIOJIB30BaHbI I OOHAPYKEHHS W TIepeaadu KOH(DUISHIIMATLHOW WHPOPMAIIUHY, IS 3aITyCKa BUPYCOB,
YHHUYTOXCHUA TaHHBIX U T. II.

1.2.3. "Intended""-eéupycwi

K Intended-éupycam otHOCSTCSI TPOrpaMMBbl, KOTOPbIE, Ha TIEPBbIHA B3I, SBJISIOTCS CTOIPOICHTHBIMU
BUPYCaMH, HO HE CIIOCOOHBI pa3MHOXKATKCS TI0 MPUYUHE oMMOOoK. Hanpumep, BUpyC, KOTOPBII NPH 3apaKeHUH
HE TIOMeIaeT B Hadano (aiia KoMaHay nepeaady ynpasieHusl Ha KO/ BUpYca, JIMOO 3aliChIBacT B Hee HEBEP-
HBIA aZipec CBOEro Koja, MO0 HENpaBUIbHO YCTaHABIMBAET aJIpeC MEPEeXBaThIBAEMOIO IMpepbIBaHUA (B 0OIb-
NIMHCTBE MPHUBOAMT K "3aBUCaHWIO" KOoMIbioTepa) U T. . K kareropuu "intended" Takke OTHOCSATCS BHPYCHI,
KOTOpbIE 10 MPUBEICHHBIM BBIIIEC IPUUMHAM PAa3MHOKAIOTCS TOJIBKO OJUH pa3 — U3 "aBTopckoi" komuu. 3apa-
3UB KaKOH-1M0O0 (haily, OHM TEpSIOT CNOCOOHOCTh K JanbHeimemy pasMHoxeHuto. [lossistores "intended"-
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BUPYCHI Yallle BCEro M3-3a HEyMENOH MEepEeKOMITMIISIIIY KaKoTO-THOO YK€ CYIIECTBYIOIIEro BUpyca, JTHO0 10
MpUYUHE HEIOCTATOYHOTO 3HAHUS S3bIKa MPOTPaMMHUPOBAHHS, THOO IO MPUYUHE HE3HAHUS TEXHUYECKUX TOH-
KOCTEH ONepaliuOHHON CHCTEMBI.

1.2.4. Koncmpykmopwt supycoe

K nannomy Buay "BpeaHBIX" IPOrpaMM OTHOCSATCS YTHIIUTBI, IPEIHA3HAUCHHBIC ISl U3TOTOBJICHUS HOBBIX
KOMITBIOTEPHBIX BUPYCOB. U3BecTHBI Koncmpykmoput éupycoeé st DOS, Windows u makposupycoB. OHH 110-
3BOJIIIOT TEHEPUPOBATh UCXOHBIC TEKCTHI BUPYCOB, 00BEKTHBIC MOJYJIH, W/WIIA HETIOCPEACTBEHHO 3apaKCHHBIC
(atinbl. HekoTopble KOHCTPYKTOPHI CHAOXKEHBI CTAaHIAPTHBIM OKOHHBIM HMHTEP(EcoM, TIe pU TOMOIIH CHCTE-
MBI MEHIO MO’KHO BBIOpATh THIT BHpYca, mopaxaembie 00bekThl (COM w/umum EXE), Hanuuue Winm OTCyTCTBUE
caMOoImU(POBKH, TPOTHUBOJACHCTBHE OTIIAAUYNKY, BHYTPEHHIE TEKCTOBBIE CTPOKH, BRIOPATh 3(h(HEKTHI, COIIPOBOXK-
naromme padoTy BUpyca U T. TI.

1.2.5. Ilonumopgpuovie zenepamopul

Ilonumopghuk-2enepamopet, Kak 1 KOHCTPYKTOPHI BUPYCOB, HE SBIAIOTCS BUPYCaMH B TPSIMOM CMBICTIE
3TOTO CIJIOBA, MOCKOJIBKY B UX aJTOPUTM HE 3aKJIaAbIBAIOTCSl (DYHKLIUU Pa3MHOXKEHUS, T. €. OTKPBITHSL, 3aKPHITHS
W 3amucH B Qaiisibl, YTCHUS U 3alIMCH CEKTOPOB U T. A. I 1aBHOM (yHKUIKEH Mog00HOT0 pojia IporpaMM SBISETCS
muQpoBaHUe Tela BUpyca U TeHepanrs COOTBETCTBYIOMIETO paciudpoBiuka. OOYHO MoIMMOp(hHBIE TeHepa-
TOPBI PACIIPOCTPAHSIOTCS B BHIE (aiina-apxuBa. OCHOBHBIM (ailIoM B apXHBe JIIOOOTO TeHepaTopa SBISETCS
0O0BEKTHBIN MOAYIIb, COIEPKAIIIA ITOT TEHEPATOP.

2. AHTUBMpPYCHbIE NporpamMmbil

OpnuumM u3 Hanbosee 3PPEKTUBHBIX CIIOCOO0B OOPHOBI C BUPYCaMU SIBJISETCS UCIOJIb30BAHUE aHTUBUPYC-
HOTO MPOrPaMMHOTO o0ecricucHrss. AHTUBHPYCHAsI MporpaMMa — porpaMMa, IpeHa3HaueHHas JUTs TIOUCKa,
oOHapyXeHus, Kaccu(pUKaIMy U yIaIeHUs] KOMIBIOTEPHOTO BUPYCa U BUPYCOIOIOOHBIX IPOTrPaMM.

OpHaKo HE CYIIECTBYET aHTUBUPYCOB, FAPaHTHPYIOIIUX CTOMPOIECHTHYIO 3alIUTy OT BUPYCOB, TOCKOJIBKY
Ha JIF000H aJrOPUTM aHTHBUPYCA BCETIa MOXKHO MPEJIOKUTh HOBBIN aJITOPUTM BUPYCa, HEBHUMOTO JIJISl 3TOTO
aHTHUBUpYCA.

[Tpu paboTe ¢ aHTHBUPYCHBIMH ITPOrPaMMaMHi HEOOXOIMMO 3HATh HEKOTOPHIC MOHATHS:

Joscnoe cpabampleanue — NeTEKTUPOBaHUE BUPYca B He3apakeHHOM 00bekTe ((aiine, cekTope Wil crc-
TEeMHOMU TIaMsTH).

Ilponyck eupyca — HEICTEKTUPOBAHUE BUPYCA B 3aPAKCHHOM 00BEKTE.

Ckanupoeanue no 3anpocy — NOUCK BUPYCOB TI0 3alpOCy MOJb30BaTelisl. B 3TOM pekrMe aHTHBUpPYCHAs
mporpaMMa HeaKTHBHA JI0 TeX IOp, MOKa He Oy/eT BbI3BaHa I0JIh30BATEIEM M3 KOMaHIHOW CTPOKH, KOMaHIHOTO
(aiina v mporpaMMbI-pacuCaHus.

Cranupoearnue Ha jiemy — NIOCTOSIHHAS ITPOBEPKa Ha BUPYChI 00BEKTOB, K KOTOPBIM ITPOUCXOAUT OOpariie-
HUe (3amyCcK, OTKPBITHE, CO3JaHKe U T. 11.). B 3TOM pekrMe aHTUBUPYC NOCTOSIHHO aKTUBEH, OH ITPUCYTCTBYET B
namsITy "pe3nIeHTHO" U poBepsieT 00bEKTHI O€3 3ampoca MoJb30BaTENs.

2.1. Knnaccugukanusi aHTUBMPYCHBIX IIPOTPaMM

CampIMu TIOIYJIIPHBIMA M 3((EKTUBHBIMA aHTUBUPYCHBIMU NPOIpPAaMMaMU SIBIISIIOTCSL aHMUBUDYCHbIE
ckanepol, CRC-cranepor (pesuszopwr). CylmecTBYIOT TaKIKe aHTUBHPYChI OIOKUPOGUIUKY U UMMYHUZAMOPYD.

CkaHepbl. [Tpuniun paGoThl aHTHBHPYCHBIX CKAaHEPOB OCHOBAH Ha MPOBEpKe (ailioB, CEKTOPOB M CHC-
TEMHOM MaMATH W MTOUCKE B HUX M3BECTHBIX M HOBBIX (HEM3BECTHBIX CKaHepy) BUPYCOB. J[JIs oncKa H3BECTHBIX
BHPYCOB UCIIOJIB3YIOTCS TaK Ha3biBaeMble "Macku'". Mackoil BUpyca BISETCSI HEKOTOpas IIOCTOSHHAs MOCIEN0-
BaTENFHOCTH KOAIA, cTieu(rUIHas A 3TOr0 KOHKPETHOTO BUpyca. Eciii BUpyC HE COAEPKUT MMOCTOSIHHONW MacKH
W JUTMHA 3TOW MacKHM HEJOCTAaTOYHO BEJHKA, TO MCIONB3YIOTCA Apyrue Meronsl. [IpumepoM Takoro metona
SIBIIICTCS] QITOPUTMHUECKUH SA3bIK, ONMMCHIBAIOIINN BCE BOZMOKHBIE BAPUAHTHI KO/A, KOTOPBIE MOTYT BCTPETUTh-
Csl TP 3apaXEHUH MOJOOHOTO THIIA BUPYCOM. Takod MOAXOJ MCIIONb3YeTCs HEKOTOPBIMU aHTHBUPYCAMH JJIS
JNETEKTUPOBAHUA MTOTUMOPPUK-BUPYCOB.

Bo MHOTHX CKaHepax WCHOJB3YIOTCS TAaKKe aJTOPUTMBI "IBPUCTUYECKOTO CKaHWPOBAaHHUA", T. €. aHAIH3
MOCJIEI0BAaTEIFHOCTH KOMaH/ B IPOBEPsieMOM 00BEKTe, Ha0Op HEKOTOPOH CTATHCTUKH W MPUHSATHE PEICHHS
IUISL K&KAOTO NMpoBepsieMoro 00bekTa. [10cKonbKy 3BpUCTHYECKOE CKaHUPOBAHUE SIBISETCSI BO MHOTOM BEpOSIT-
HOCTHBIM METOJIOM IOWCKa BHPYCOB, TO Ha HETO PACIPOCTPAHSIOTCS MHOTHE 3aKOHBI TEOPHH BEPOSITHOCTEN.
Hanpumep, 4eM Bblllle IPOLEHT 0OHAPYKMBAEMbIX BUPYCOB, TEM OOJIbIIE KOTUYECTBO JIOKHBIX CpadaThIBAHHM.

CxkaHepsl Takke MOXKHO pa3JIeNInTh Ha JBE KATETOPUU — YHUBEPCANbHbIE U CREYUATUSUPOBAHHDBIE.
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Yuuseepcanvnvie ckanepvl pacCUUTaHBI HA TIOUCK U 00E3BPE)KUBAHHUE BCEX THIIOB BUPYCOB BHE 3aBUCHMO-
CTH OT ONEPAIHOHHON CUCTEMBI, Ha pa0OTy B KOTOPOH paccyuTaH CKaHep.

Cneyuanusupogannvle cxkanepvl TIpefHA3HAUYCHBI Al 00E€3BPEXKHUBAaHMUSI OIPAaHMYCHHOI'O YHCJIa BHPYCOB
WJIM TOJIKO OJTHOTO UX KJlacca, HalpuMep MaKpOBHPYCOB.

CkaHephl TaKxKe JIENSITCS Ha!

- pesudenmuule (MoOHUmMOpsL), TPOU3BOSIIKE CKaHUPOBaHUE "Ha JeTy" u obecredyuBaroiiue Oojice Ha-
JICKHYIO 3aIIUTy CHCTEMBI, TOCKOJIbKY OHH HEMEJJICHHO pearupyroT Ha MOSBIICHUE BUPYCA,

- Hepesudenmuule, 00eCTIEUNBAIONINE MTPOBEPKY CHCTEMBI TOJBKO IO 3allpoCy M CIOCOOHBIE OMO3HABAThH
BUPYC TOJILKO BO BpEMsI CBOETO OYEPETHOrO 3aITyCKa.

K mocronHCTBaM CKaHEpPOB BCEX THIIOB OTHOCHTCS MX YHHBEPCAIBHOCTD, K HEMOCTATKAM — pa3Mephbl aHTH-
BUPYCHBIX 0a3, KOTOPBIC CKaHEpaM MPUXOAUTCS XPAHUTh U TOIMOJHATh, U OTHOCUTEIHLHO HEOOJbIIas CKOPOCTh
MOKCKa BUPYCOB.

CRC-ckanepbl. IIpunnun pa6ors: CRC-ckanepoB ocuoan Ha mojcdere CRC-cymMM (KOHTPOJBHBIX
CyMM) JUTS IPUCYTCTBYIOIINUX Ha MUCKe (paiinos/cucTeMHBIX ceKTOpoB. OTH CRC-CyMMBI 3aTEM COXpaHSIOTCA B
0a3e MaHHBIX aHTHUBHUPYCA, KaK, BIIPOYEM, U HEKOTOpast Apyrast HHYOPMAIH: [UTMHBI (aliiioB, JaThl X ITOCIEI-
Helt moaudukanum u T. 1. Ilpu nocnenyromem 3anycke CRC-ckanepsl cBepsIIOT JaHHBIE, COAepKalirecs B 6ase
JaHHBIX, C pealibHO MOJCUYNTaHHBIMY 3HaueHUsAMHU. Ecnu nHpopmanus o daiine, 3anucanHas B 0a3e JaHHBIX, HE
COBIMAJAET ¢ pealbHbIMU 3HaYeHHsIMHA, TO CRC-CKkaHephl CUTHAM3UPYIOT O TOM, 4TO (ailn ObIT M3MEHEH HUITH
3apaKeH BUPYCOM.

CRC-ckaHepsl, HCHONB3YIOMIHE "aHTU-CTENC" aNrOPUTMBI pearupyroT npaktudeckd Ha 100 % Bupycos
cpasy moclie MOsIBJICH!Us N3MEHEHHI Ha KOMITbIOTEpe. XapaKTepHBIH HEAOCTATOK STHX aHTHBUPYCOB 3aKII0YaeT-
Csl B HEBO3MO)KHOCTH OOHapYKEeHHsI BUPYCa C MOMEHTA €Tr0 IOSBJICHHS H JI0 TeX II0p, IoKa He OyIyT mpou3Be-
JeHbl M3MeHeHus Ha kommbloTepe. CRC-ckaHepbl HE MOTYT OIPENCINTh BUPYC B HOBBIX (hailyiax (B 3JICKTPOH-
HOH IT0YTe, Ha AUCKETaX, B BOCCTAHABINBAeMBIX (haiilax Wiy mpu pacrakoBke (aiiioB U3 apXHBa), HOCKOJIBKY B
rx 0azax JaHHBIX OTCYTCTBYeT mH(popmanus o0 3Tux Qaiinax.

BJIOKHPOBIIMKH. AHTUBUPYCHBIC OJIOKMPOBIIUKH — 3TO PE3UACHTHBIC POrPaMMBI, TIEPEXBATHIBAIOIIHE
"BHpYCOOIAcHbIC" CUTYaI[MH ¥ COOOIIAIOIIME 00 3TOM IMoJib30BaTeN0. K "BUPYyCOOMacCHBIM" OTHOCSATCS! BHI30BBI
Ha OTKPBITHUC [JIA 3allMCH B BBIIIOJHACMBIC q)aﬁﬂbl, 3aI1ucCh B 3arpy30qun71 CCKTOP AMCKa U Ap., KOTOPBLIC XapaK-
TEPHBI [T BUPYCOB B MOMEHTHI U3 Pa3MHOKEHHSI.

K mocromHcTBaM OIOKHMPOBIIMKOB OTHOCHUTCSI MX CIIOCOOHOCTh OOHAPYKUBATh M OJOKHPOBATH BHPYC Ha
caMoM paHHefI cTaguu €ro pa3MHOXCHUA, YTO, KCTATH, 6BIBaeT O4YCHBb ITOJIC3HO B ClIy4dasx, KOTraa JaBHO U3BECT-
HBII BUPYC TIOCTOSIHHO aKTUBH3HUPYETCSL.

HNMMyHH3aTOPBI. IMMYHH3aTOPBI JETSTCS Ha IBa THIIA: HMMYHHU3aTOPBI, COOOIIAIONINE O 3apaKEHHUH, U
WMMYHH3aTOPBI, OJOKHPYIOIINE 3apakeHNe KaKUM-TI00 TUIIOM BHpYca.

2.2. @aKTOopbI, ONpeaeasoiue KA4eCTBO AHTUBUPYCHBIX MPOrpaMm

ITo cTeneHun Ba)KHOCTH Kau€CTBO aHTUBUPYCHOM MPOrpaMMBbI ONpeeNeTcsl CIESAYIOMUMH (pakTopamu:

1. HapéxHocTh M yano0CTBO pabOThI — OTCYTCTBHE "3aBHCaHUH" aHTUBHpYCa M MPOYUX TEXHUYECKUX
po0ieM, TPeOYIOIMMX OT MOJIH30BATEISI CIIEIIMATBEHOM MTOTOTOBKH.

2. KauectBo oOHapyxeHHs BUPYCOB BCEX PAaCHpPOCTPAHEHHBIX THUIIOB, CKAHWPOBAaHHWE BHYTpPH (hailnoB-
JOKYMEHTOB/Ta0JHII, YIAKOBAHHBIX M apXUBUPOBaHHBIX (paiinoB. OTcyTcTBHE "NMOXHBIX cpabareiBaHuil". Bos-
MOKHOCTb JICUCHHUS 3apaKEHHBIX 00HEKTOB.

3. CymecTBoBaHue Bepcuil aHTHBUpYca o Bee momyisipHeie mwiardopmsl (DOS, Windows, Linux u T.

).
4. Bo03MOXXHOCTh CKaHHpOBaHHUE "HaeTy".
5. CymiecTBoBaHUE CEPBEPHBIX BEPCHI C BO3MOKHOCTHIO 8 IMUHUCTPUPOBAHUSI CETH.
6. CxopocTb paboTHI.

3. O630p NonynsipHbIX aHTUBUPYCHbLIX NPOrpamMm

IIpakTudeckn Bce MpOTpaMMBbl, YIIOMSHYThBIE B 3TOM 0030pe, TPOCTHI M YAOOHBI B MOJIH30BAHNH, CTIOCOOHBI
OTJIAaBIMBAThH MPAKTHYECKH BCE CYIIECTBYIOIIUE CETOTHS TPYMIIBI BUPYCOB (32 MCKIIOYEHHEM TPOSHIIEBY», OT-
JIABJINBATh KOTOPBIX CIIOCOOHBI JIUIIb HEMHOTHUE aHTHUBUPYCHBIE MTAKETHI).

BonbIIMHCTBO aHTHBUPYCOB CIIOCOOHBI HE MIPOCTO MPOBEPATH 110 3aIPOCy MOJIB30BATENS JUCK Ha HAIMUNE
BHPYCOB, HO U BECTH HE3aMETHYIO ITPOBEPKY BCEX 3aIlyCKaeMbIX Ha KOMIbIoTepe (aiinos. Hakonern, Bce coBpe-
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MEHHBIC aHTHBHPYCHI CHA0KEHBI MEXaHU3MOM aBTOMATHYECKOTO OOHOBIICHSI aHTHBUPYCHBIX 0a3 JAHHBIX Yepe3
Hurtepuer.

3.1. AuTuBupyc Kacnepckoro

Caiit:  http://www.kav.ru

Pasmep: 12 MO

Craryc: Ilmatnas

Ilena: $50  (Personal u Lite)
$70  (Personal Pro) (uniensus Ha 1 rom)
$1 B Mecs1l (moanucka Ha Lite)

OT0 camblil MOMYyJSPHBIA U MOLIHBIA U3 OTEUECTBEHHBIX aHTUBUPYCOB, Jla U HA MHUPOBOW aHTUBUPYCHOU
CIIeHE OH KOTHPYETCS BechbMa BBICOKO. lIporpaMma moacTpoeHa moj pOCCHHCKYIO «BHPYCHYIO aTMochepy» H
cnoco0Ha JaTh OTIOpP BUpycaM OTEYECTBEHHOTO MPOW3BOJACTBAa. AHTHBUpYC Kacmepckoro cmocobeHn o0e3Bpe-
KHUBATh HE TOJBKO KIIACCHYECKHUE BUPYCHI U «TPOSHIIEB», HO U PEKJIAMHBIE U IIMHOHCKHE MOAYIU. AHTUBUPYC-
Has 6a3a KAV HacuuTBIBaeT OKOJIO 53 THICSY BHPYCOB, IIPH STOM HOBBIE JTOTIOJHEHHUS K MPOTpaMMe BBIITyCKa-
IOTCS €KeTHEBHO M MOT'YT OBITh aBTOMaTHYECKH CKadaHbl n3 MHTEepHeTa.

Bepcus KAV Personal Pro coctouT u3 HECKONBKHUX BaXKHBIX MOMYJICH:

e Scanner, mpoBepsIIONINI KECTKUE AUCKH Ha MPEAMET 3apakKeHHOCTH BUpycamu. MO>KHO 3a/1aBaTh pas-
JIMYHBIE PEKUMBI ITPOBEPKH: TIOJIHBII MOUCK, PEXKUM MPOBEPKH apXUBHUPOBAHHBIX (aifIoB, O Gpopmary, Macke.

e Monitor - nporpaMmma aBTOMaTHYECKH 3arpykaemas npu 3amycke Windows u goctymnHas yepe3 HKOHKY
B neBoii yactu [lanenn 3amau. MOHHTOp aBTOMaTHYECKH MPOBEPSIET BCE 3aIyCKaeMble Ha KOMIIbIOTepe (hailiibl 1
OTKpBIBaEMbIe JOKYMEHTHI U B Cllydae BUPYCHOW aTak MOJAcT CUTHAN TpeBoru. B GompmmHcTBe cimydaeB Mo-
HUTOP HE JaeT 3apakeHHOMY (aiiily 3aIyCTHThCS, OJIOKHPYS MPOIIECC €r0 BHITOTHEHUS.

e /ncnekmop — MOJTyJIb, TIO3BOJISIONINI OTIaBIMBATh HEN3BECTHBIE BUPYCHI.

e Mail Checker — Moy, oOTBeUaromIHii 38 MPOBEPKY «HA JICTY» COOOIICHHI STEKTPOHHOM MOYTHI.

e Script Checker — oXOTHHK 3a BUPYCHBIMH U TPOSIHCKUMH CKPHITTAMH.

e Office Guard — Moy I MPOBEPKH Kax10r0 3arpyxaemoro gokymenrta Microsoft Office.

e [Jenmp ynpasnenus — «IIyJabT YIPaBICHUS» BCEMH MPOrpaMMaMi KoMIuiekca « AHTHBUpYyc Kacnepcko-
TO».

Opmnako Ha3Bath «AHTHBUpPYC Kacmepckoroy» uaeanbHBIM aHTHBHPYCOM JUJISL IOMa MEIIAeT €ro rpoMo3/I-
KOCTh U MCJIMTCIIBHOCTb.

3.2. NOD32
Caiit:  http://www.esetnod32.ru
Pasmep: 8 M6
Craryc: IlnatHas
Llena:  $40

OTOT (QpaHIy3CKuil aHTHBUPYC YK€ JIaBHO CTal KyJbTOBBIM B KpyraxX ONBITHBIX ITOJIb30BAaTelICd — €ro
MPEIIOYUTAIOT 33 BBICOKYIO CKOPOCTB Pa0OThI, MANbI pa3Mep, CTAOMIBLHOCTD U HA/IEKHOCTh Pa0OTHI.

KiroueBbie BO3MOKHOCTH POTPaMMBI:

e [IpocToii B HCIIONB30BaHNH Tpa@UUECKU TIOIH30BATEILCKUN HHTEP]EIC.

e Vurerpanust B koHTekcTHbIe MeHIO Windows Explorer, uto obecrieunBaeT BO3MOXHOCTb OBICTPO TPO-
BEpKH (HaJIOB MIIM KAaTaJOTOB C MOMOILBIO HAXKATHUS Ha IPaBYIO KJIABUIIY MBbIILIH.

e CkaHHMpYeT OIEepPaTUBHYIO NaMATh U IPOBEPSET COOCTBEHHYIO LIETIOCTHOCTb.

e Jleunr, ymanseT v mepeMeracT B KapaHTHHHYIO 00J1acTh 3apaXKeHHBIE 0OBEKTHIL.

e VnansieT 3apakeHus U3 3a0JI0KMPOBAaHHBIX Ha 3aIHCh (aiiioB.

e Vianser BUPYCHI, 4epBeil W  «TposHIEeB». [locienHue Bepcuu CroCOOHBI BBISBIATH PEKIAMHBIE H
«HIMHOHCKUe» Moy u (adware u spyware).

o Ckanmpyet moutoBbie 6a3b1 Outlook m Outlook Express.

e lIMeeT BO3MOXKHOCTb 3aIlyCKa I10 PACIMCAHMIO C TIOMOIIBIO PA3IHYHBIX MOJIh30BATEIHCKUX MPOdUIICH.

e ConepiKUT JIeTaNbHbIe, MHTEPAKTUBHBIE MTOICKA3KH.

3.3. AVAST

Caiir:  http://www.avast.ru
Paszmep: 3 M6
Craryc: becmnaTtHas
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OTO OJMH U3 «JOMAIHUX» BapUaHTOB aHTUBUPYCHBIX I1AKETOB C pycckuM HHTep¢eiicom. OH OTCTaeT OT
KOMMEPYECKHX aHTUBHPYCOB JIUIIb B 00J1acTH paboThl co ckpunrtamu, adware u spyware. Ho oT caMbIx pacrpo-
CTpaHEHHBIX BUPYCOB OH CIacaeT, B TOM YMCJIE U OT T€X, YTO PACIPOCTPAHSAIOTCS Yepe3 AEKTPOHHYIO MOUTY,
Wnteprer-neiimxeps! U (daitno-ooMeHHbIe cucTeMbl. K ToMy ke OH OBICTp M 3aHMMAaeT He MHOTO MECTa B MaMsi-
Tu. CJIOBOM - OTJIMYHAs anTedka Ha TOT Cilydai, eciau 0ojee yMElIoro «IOKTOpa» IO KaKUM-TO NMPUYMHAM He
HaWJeTcsl N0 PYKOM.

3.4. AVG Antivirus

Caitr:  http://www.grisoft.com
Pazmep: 10 Mo
Craryc: becmnatHas

DTO0 YeIICKUN aHTUBUPYC, Y KOTOPOIO PYCCKUH MHTEp(ENC OTCYTCTBYET, K TOMY e 0a3bl JaHHBIX aHTH-
BHpYyCa HEOOXOANMO OOHOBIATH BPYYHYIO (3TO CBOAMTCSA K HaKaTHIO KHOMKH «OOHOBUTH»). 3aTO YPOBEHB 3a-
IIMTHI Y 3TOW MPOTPaMMBbI IOCTATOYHO BBICOK: HANIPOYh OTCEKAET OT CUCTEMBI KIIACCHYECKUE BUPYCHI, MOIYJIISP-
HBIC MPOSIHBI» U JIaXKe KOe-4TO U3 SPyware-MoIysaei.

AVG Antivirus otimvaercsi CKPOMHBIMEA TPEOOBAaHHSMHE, YTO J€Ta€T €ro HICaJbHBIM aHTHBUPYCOM IS
HOYTOYKOB.

3.5. Dr.Web

Caiit:  http://www.drweb.ru
Pazmep: 4 M6

Craryc: Ilnarnas

Llena:  $20-45 (romoBas MOAIKCKA)

Ot1o paspaboTka ynaboparopuu Mrops JlaHunoBa. DTOT «BEYHO BTOPOI» MPOIYKT IMOCIE «AHTHBHUpYyCa
Kacrmiepckoro» MoxeT mpe/uIoKUTh He XY/IIHA YPOBEHb 3alIHUTHI.

Awnrtusupycuas 6asa Dr.Web moutu Basoe menbiie, yeM y KAV (okos0 30 Teicsiu 3amuceit). OngHako Ha
pe3ylibTaTax TECTHPOBAHHUS ATO HE CKa3bIBaeTCs, MocKoabky B Dr.Web peannzoBan npuHIMnuanTb-HO HHOW MO-
XOJI, YeM B €T0 KOJUIeraX-aHTUBUPYCaX: B MPOTPpaMMy BCTPOECH MOJYJIb 3BPHUCTUUECKOTO aHAIN3aTOPa, KOTOPBIN
MO3BOJISIET 00E3BPEUTH HE TOJIBKO YK€ U3BECTHBIEC IPOrpaMMe U 3aHECEHHBIE B 0a3y TaHHBIX, HO M HOBBIC, CIIe
HE ONIO3HAHHBIE BUPYCHI.

Dr.Web coxepsxut cremyrorme MOAyIH:

e Cranep Dr. Web (c rpapudeckum unTepdeiicom), 3armryckaeMblid IO 3apoCy MOJIB30BaTENs HIIH 0 pac-
nucannto. CkaHUpyeT BEIOpaHHBIE OOBEKTHI (ONpe/ieieHHbIe (hailbl, KaTaJoru, AUCKH, CMEHHBIC HOCHTEIN MH-
(dbopmMarmm), Ipu TOM MO YMOTYAHUIO TTOCTIE CBOETO 3aIlyCKa BCETa MPOBEPSET ONEPATHBHYIO MAMSTh U (ailiibl
aBTO3arpy3KH.

o Ckanep 0na cpedwvt DOS n pexunma komangHoi crpoku Windows (6e3 rpaduyeckoro narepgeiica), no-
3BOJISIFOIIMI TIPOM3BECTH WHCTAJULAIMIO M TMPOBEPKY KOMIIBIOTEpa JaXe B Cilydae HepadOTOCIIOCOOHOCTH
Windows, obecnieunBast mpy 3TOM etrie 0oliee BRICOKUH YPOBEHb OOHAPYKEHUS BUPYCOB.

e SplDer Guard - pe3ueHTHbIIE MOHUTOP aHTUBUPYCA, MOCTOSHHO HAXOSIIUICS B ONIEPATUBHOM MaMSTH
W TIPEeIOTBPALIAIONINI BCEBOZMOKHYIO BUPYCHYIO aKTHBHOCTh. EJIMHCTBEHHOE, HYXKHO Ccpa3y 3aMeTHUTh, YTO 110
YMOJTYaHUIO TIPOU3BOAMTCS MPOBEPKA TOIBKO OTKPHIBAEMBIX (PaiiiioB.

e SplDer Mail - mo4ToBbIi aHTUBUPYCHBIH (QUIIBTP, TAKHKE TTOCTOSIHHO HAXOJIAIINICSA B TTAMATH U KOHTPO-
JTUPYIOIIHIA IOYTOBBIE COOOIIEHUS TOIb30Barens (moanepxkka mporokoiaoB POP3/SMTP/IMAP4/NNTP). O6na-
PYXHMBaeT U 00€3BPEIKMBAET IIOYTOBBIE BUPYCHI €Ille 10 MONyUeHHs (MM OTHPABKH) MUCbMa MMOYTOBBIM KIIHEH-
TOM.

o [Inanuposwux 3a0anuti - OTBEYACT 3a PEryJsApHbIe NeicTBUS (OOHOBJICHUSI BUPYCHBIX 0a3, CKAHMPOBa-
HHUE JUCKOB KOMITBIOTEPA 110 PACIIUCAHUIO).

® Mooyne asmomamuueckoeo 0OHo6neHus (yCTaHABIMBAETCS B 00s3aTEIBHOM HOPSIKE) A CaMOCTOS-
TENBbHOW 3arpy3KH U YCTAaHOBKH JIOTIOJHEHUI K BUPYCHBIM 0a3aM U OOHOBJICHHI aHTUBHUPYCHBIX KOMIIOHEHTOB.

o Kapanmunnoe omoenenue - Narka, Kyja MOMEIIAIOTCS BCE O0BEKTHI, JJIsl KOTOPBIX OBLIO BHIOPAHO JIeH-
crBre "mepeMectuTh" (10 yMOI4aHUIo 3T0 nozkaraior 'infected.!!!" B karanore Dr.WEB).


http://www.esetnod32.ru/
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3.5.1. CkaHep Dr.Web

I'nagnoe oxkno ckanepa. Bknaoka nposepka

7 Dr.Web® Ckanep ana Windows (zaperwcTpypoBaH Ha Dr.Web Curelt Project)
Bafin  HacTpokkk  Oomolk

Mpoeepka | CTaTHoTHKS

B AaHHOM pEsHME CKAHMPOEAHHHD NOABERrSHOTCA CREAYHILLHE

ﬁ‘. EbICTDaFl NPOEEPKS | nfhekTel: ANTI-VIRUS

* CNEpaTHEHAA NamMATE -
Sarpys04HEIE CEKTOPE| BEeX AMCKOE ,-"\.\_1!_'_

OOBeKTEl SETOZAMYCKS f:""

FOPHEEOH KATANOr 3arpys04H0ro AMCKa

KOpHEBOH KaTanor AHCKa YCTaHOBKH Windows

CHMETEMHBIA KaTanor Windows

Manka MaH AokyMeHTEI

BpeMeHHE KaTanor CHCTEME

BpemMeHHEIH KaTanor NoNeE30EaTENA

" MonHaA npoeepka

{" BuifiopoqHo

* X X X X X ¥ ¥

= [el[wil[s]

OBLEKT My T | CTaTwve | JercTEHE |
BElaenHTE BCE I BeIneyHTE || [[EpEHMEHOEATE ” [IEpEMECTHTE || ¥ 0ANHTE I
[
BeINOAHEHD - BMPYCOOE HE HaMAEHD |D |858 |2IZIIZI?-IZI4-25 (01:23) |196196

B riaBHOM OKHE ckaHepa (CM. PECYHOK BHIIe) (popMupyeTcs 3amanne Ha ckaHupoBanue (Bkianka Ilpo-
BepKa), a TAKXKE MMPEIOCTABISETCS JOCTYII K HTOIOBBIM CBEJICHUSIM O paboTe ckaHepa (BkiIajaka CTaTHCTHKA).

B neHTpanbHOM YacTH OKHa B 3aBUCHUMOCTH OT BBIOODA pedcuma CKAHUpoBaHus OTOOPaKaeTCsl CIIHUCOK
00BEKTOB, KOTOPBIE OYAyT IMOJABEPIHYTHI POBEPKE, JTUOO0 UEPAPXUUCCKUI CITUCOK (ailyIoBON CUCTEMBI.

B HmkHel yacTi OKHa pacronaraercs Tabiuma ais 0TOOpakeHUsI CBEeJIEHUH O HalICHHBIX B XOJI€ CKaHH-
POBaHHA 3apaKCHHBIX U IMOJO3PUTCIIbHBIX OG’LGKTaX, a TaK¥XXE€ O MPOU3BCACHHBIX HpOFpaMMOﬁ ):[eﬁCTBHSIX.

Kpome KHOMOK M MyHKTOB MEHIO JUIsl JOCTYIA K Pa3JIMYHBIM OKHAM, HACTPOWKaM M (PYHKIHMSM Mpeay-
CMOTPEHBI CIEIYIOLINE KAA8UUU ObICIPO20 00CMYNa.

F1 — oTkpsITHE CTIpaBKY;

F3 — B rmaBHOM OKHe nepexoa Ha Bkinaaky IlpoBepka;

F4 — B rmaBHOM OKHE mepexo] Ha BKIaJAKy CTaTHCTHKA;

F5 — otkpriTue okna IlyTh 1 Macka mpoBepKH,;

F7 — 3amyck mpornecca ckaHUpOBaHUS ONIEPATUBHOM NaMSITH;

F8 — 3amyck nporiecca OOHOBJICHHUS;

F9 — oTkpeITHE OKHA C BKJIaIKAMH HACTPOEK CKaHEpa;
F10 — nepeBoy gokyca Ha MmeHIO Daii;

Ctrl + F5 — 3amycTuTh MpoIecc CKaHUPOBAHHUS;

Ctrl + F6 — ocTaHOBHTH MMPOIIECC CKAHUPOBAHHSL.

Anmueupycnas npogepka (ckanupoeanue) §aiinogoii cucmemol

[Ipu pabote mox ynpasinenuem OC Windows Vista pekoMeHIyeTcs 3aITycKaTh CKaHep OT UIMEHH T0JIb30-
BaTels, 00JaJaroIIUM [IPaBaMu a]MIUHUCTpATOpa. B mpoTuBHOM cityyae Te (aiibl U marku, K KOTOPBIM HENpH-
BUJIETHPOBAHHBIN MOJTb30BATENh HE UMEET IOCTYyMa (B TOM YHCJI€ U CUCTEMHBIE MTalkK) He OYAYyT MOABEPTHYTHI
HpPOBEpKE.

HemennenHo nociie 3amycka mporpaMMa Ipu HacTpOHKax MO YMOJYaHHUIO TPOBOJUT aHTUBUPYCHOE CKa-
HUPOBAHHUE OTNIEPATHBHOW NAMSATH U (aiiyioB aBTo3anycka Windows.

[IpoBepka ocTanbHBIX 00BEKTOB (HaiIOBON CHCTEMBI MPOU3BOAMTCS 110 BalleMy 3arpocy. Beibepure ogux
U3 CIIEAYIOIINX PEXUMOB aHTHBUPYCHOTO CKAHUPOBAHUS:
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7 DrWeb(R) Ckanep gna Windows (zaperncrpnposan na 000 "Crponr i [ m]
dafin  Hactpofikin  MoMowks KHOMKa
MNpoBepka |CTEITI-1L_|'IJ1Ka I Hauatb npoBepKy
g Oucr 3,5 (A2 DrAWEB
" BrICTpaA NpOBEQKA & NowansHsi guae (C0) ANTI-WIRUS
o 3 arxivdd o KHOTKa
- MonHaA NposEpKa @ anIOCTaHOBVITb
* BoiGopoyHo @ oL serDiata npoBepkKy
E-{C3 dbu
E-{C3 ddrn3
(H-{C3 Dedarant KHOMMKa
-3 dkd1 OcTaHOBUTb
14';. E?::nc‘uments and Settings nposepKy

OfeexT | MyTe | CTaTyc | efcTene |

T Mone oTuyéTa

EelAEnHTE ECE I BEINeYHTE I [EpEHMEHEESTE I [EpEHEcTHTE I Y AANHTE I

MpoBepka NpEPBaHa NONBI0BaTENEM! - BUDYCOE HE HaMOeHD |I2| |9 35 |2|2|DB-1EI-E|9 {03:43) |4338 16

BoicTpasi npoBepka

B naHHOM pexHMe MPOU3BOIUTCS CKAHUPOBAHHUE CIICAYIOMNX 00HEKTOR:
* OIEpaTUBHOMN NMaMSATH;

* 3arpy304YHBIX CEKTOPOB BCEX TUCKOB;

* O0BEKTOB aBTO3aITyCKa;

* KOpPHEBOT'O KaTajora 3arpy304HOro JHcKa,

* KOPHEBOTO KaTayora JIucka ycraHoBkH Windows;

» cucreMHoro karaiora Windows;

* mankd Mou I0KYMEHTHI;

* BPEMEHHOTO KaTajora CHCTEMEI,

* BPEMCHHOIO KaTajiora MmoJjhb30BaTels.

IHoaHass npoBepka

B nanHOM pexxuMe NpOon3BOAUTCS MOJTHOE CKAHUPOBAHUE BCEX XKECTKUX JAUCKOB U CMEHHBIX HOCUTEJIEH
(BKIIOYAst 3arPy304HBIE CEKTOPBI).

Bri6opotno

JlaHHBIN pEKUM MPETOCTABIIIET BOZMOXKHOCTD BBIOPATH MHOOBIC MANKK U Gaiibl I TOCICAYIOIIEro CKa-
HHUPOBAHUS.

[Tpu BEIOOpE AAaHHOTO pekMMa B LIEHTpabHOM yacTh Biiaaku [IpoBepka Oyziet npencTaBicHa daiinoBas
cucTeMa B BUJIC HepapXuueckoro jepena. [Ipu He0OXOAMMOCTH €ro MOXHO Pa3BepHYTh BIIOTH JI0 KATAJIOTOB
JI000r0 ypoBHS 1 (HaijioB B HUX.

Hapsny ¢ BeIOpaHHBIMU 17151 CKAHIPOBAHHSA B UEPAPXUIECKOM CIHCKE 0OBEKTaMU OyIyT MOJIBEPTHYTHI
MTPOBEPKE U 3arpy304HBIE CEKTOPHI BCEX JHUCKOB.

Ha pucyHke HIke n300paxkeHa CUTYaIHs, B KOTOPO B peskuMe BuIGOpoUHO BBIOpaH /ISl CKAHUPOBAHUS
BeCh jJornueckui nuck C: ¥ oJHa U3 I1al0K Ha JUCKETE.

Ji1st TOro YTOOBI IPUCTYNHUTH K CKAHUPOBAHHIO, HAKMHUTE Ha KHONIKY HayaTh mpoBepky |E| B IIPaBOM
YacTH OKHa.

I[J'IH TOr0 4TOOBI MMPUOCTAHOBUTL IIPOBCPKY, HAKMHUTC HA KHOIIKY HpI/IOCTaHOBI/ITL NMPOBEPKY ii

UYro0bl MPOIOIKUATH MIPOBEPKY HAXKMHUTE HA KHOTIKY 4l

UtoObl OCTAaHOBUTH MPOBEPKY, HAKMHUTE HAa KHOIIKY OCTAHOBUTH MPOBEPKY ]
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[To ymom4aHuio mporpaMma HMPOHU3BOJNUT aHTHBUPYCHOE CKaHWPOBaHHE Bcex (aIoB ¢ MCIONB30BaHUEM
KaK BUPYCHBIX 0a3, TaKk M ABPUCTUYECKOI0 aHAIN3aTopa (aJrOpUTM, IMO3BOJISIIOIINN C OOJBIION BEPOSTHOCTHIO
0OHapyXHBaTh HEU3BECTHHIC MIPOrpaMMe BHPYCHI HA OCHOBE OOILIMX MPUHLMIOB UX co3fganus). VcnonHsemble
(hbaiinpl, yrakoBaHHBIC CIICIIUAILHBIMH YIAKOBIIIMKAMY, ITPH MPOBEPKE PACIIAKOBBIBAIOTCS, MTPOBEPSIOTCS (haiiiibl
B apXMBax BCEX OCHOBHBIX PACIPOCTPAHEHHBIX THIOB (Zip, Arj, Lha, Rar u mHOrHX npyrux), ¢aimoBex KOH-
teiinepax (PowerPoint, RTF u npyrux), a taxke (aiiinbl B cocTaBe MACEM B TOYTOBBIX ANTUKAX TMOYTOBBIX MPO-
rpamm (popmaT mucem JOKeH cooTBeTcTBOBaTH RFC822).

Bepcus Dr.Web mis pabounx cranmmii B cirydae oOHapy>KeHHUSI H3BECTHOTO BUPYCa WX MIPH MOJ03PEHUHN
Ha 3apakeHHOCTh 00BEKTa BUPYCOM II0 YMOIYAHHUIO HHPOPMHUPYET MOIB30BATENS 00 3TOM B CHEIHATEHOM 10.1€e
omuema, pactoiIoKeHHOM B HM)KHEH 4acTh OKHA (CM. PUCYHOK BBIILIE).

Dr.Web ans cepsepoB Windows Mo yMOIYaHHUIO MPEANPUHAMAET aBTOMAaTHYEeCKUE ACUCTBHS IO MPEaoT-
BPALCHUIO BUPYCHOU YTPO3BL.

Jleiicmeus npu oOHapyscenuu 6upycoe

Bepcus Dr.Web misa pabounx craHmmii B cirydae oOHapy»KeHHUS H3BECTHOTO BHUPYCa WIIH MPH TO03PEHUHU
Ha 3apaXEHHOCTh OOBEKTa BUPYCOM 10 YMOJIYAHHIO HH(OPMHUPYET IOJIB30BaTEsI 00 3TOM B CIIELUAIBLHOM I10J1e
oTYeTa, PaclojOKeHHOM B HW)KHEH yactu okHa. Dr.Web miist cepepoB Windows 1o yMOJTYaHHIO MPEAPHHH-
MaeT aBTOMaTHYECKUE AEHCTBUS 110 NPEIOTBPALLCHHUIO BUPYCHON YIPO3bI.

B mone otueta (cM. pUCYHOK HIDKE) B TaOIHIHOM (DOpME TIPEICTABISIOTCS CBEJICHHUS O HAWIEHHBIX B XOJIE
CKaHMPOBAaHHA 3apaKC€HHBIX U IMMOAO03PUTCIIbHBIX OG’LCKTEIX, a TaKKC O IMPOMU3BCACHHBIX HpOFpaMMOﬁ HCﬁCTBHHX.
Ecnu ykazanHble 0OBeKTH OOHAPYKEHBI B (haiiIOBBIX apXHUBaX, MOYTOBBIX (hailyiax win GaiyioBbIX KOHTEHHEpax,
B TaONHLIE MPUBOAATCS KaK HHGUIUPOBAHHBIE OOBEKTHI, TAK M COACPIKAIINE UX APXUBBI.

1 {Dr.Web® Ckanep ana Windows {(zapervcrpyposan Ha Mapwa MpecHyxuHa)

Parn  HacTpofikd  DomMowe

MpoEepka I CTATHCTHKA I

EI:: My Documents
L) 21W-7805pring-2006
‘3 books
\: driveb
3 10 Lite
\: marn_en
‘3 marn_rus

\: My HelpandManoal Projects

. My Music
: My Pictures

" BLICTpaA NpoBepka
" MonHan npoeepka

% BrifiopoqHo

OAberT I My Tk | CTaTve I SJEACTEME I
gicar, #om E:iMy Documents EICAR Test File (NOT a Wir. ..
eicar, #arleicar.com E:\My Documentsieicar #ar  EICAR Test File (MOT a Vir...
eicar, #ar Ei\My Documents ApXME COAEPMMT HHDHUM, .,
| BEINEYHTE || [EpEHHEHDEATE || [ERERECTHTE || S AANHTE |
[
BhIMNOAHEHD - BHPYCE HAFRAEHE |2 |32D |2DD?—04—03 (01:26) |186839

Kononka Tabnumbt O0beKT COAepKUT HaMMEHOBaHUE WHOHUITMPOBAHHOTO (aiiyia Uil 3arpy309HOTO CEK-
TOpA.

Komnonka IyTh coiepXUT nyTh K HHOUIIUPOBAHHOMY OOBEKTY.

Kononka CrtaTyc CONIEpKUT yCIOBHOE HaWMMEHOBaHHME BUpyca (A (ailioB W 3arpy30YHBIX CEKTOPOB)
WM co00IIeHne 00 MHQUIIMPOBAHHOCTH apXHBa.

Kononka JleiicTBHE COIEPKUT COOOIIEHHE O BBINOJIHEHHBIX ACHCTBUAX (M3JICUCHUH, yAAJICHHH, Iepe-
MMEHOBAaHHUY WU TIEPEMEIICHUN 00BEKTa).

[Ipu oOHapyxeHHH 3apa’k€HHOTO WM TOJO3PUTENBHOTO (Qaiifia, UCIOIB3YeMOro APYyruM 32-OUTHBIM
npuwioxkenueM Windows, BEIOpaHHOE BaMU JICHCTBHE HE MOKET OBITh BBITIOJIHEHO HEMeUIeHHO. B moe oTuera
CKaHepa B KoJioHKe JleiicTBMe B 3TOM ciydae MOsBISETCS 3amuch "bymer msneden mociie pecrapra’, "bymer
yaalieH nocjie pectapra’ u T. 1. B 3aBUCUMOCTH OT BBIOpaHHOTO JielcTBUSA. COOTBETCTBEHHO TOJIBKO IPH TOCIIE-
IYIOIIEeH TMepe3arpy3ke HyXXHOe JeicTBHe W OyAeT peanbHO BhIMoMHEHO. [loaToMy mpu 0OHApYKEHHH TaKHX
00BEKTOB PEKOMEH]IyeTCs POBECTHU TIepe3arpy3Ky CUCTEMBI Cpasy Mociie OKOHYAaHUS CKAaHUPOBAHUSI.
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Brr MokeTe mpeanucarh nmporpaMmme JICHCTBHS 10 YCTPAHEHUIO BHPYCHOMW yTPO3bI, OTOOPAKEHHOH B OT-
yere. JIJist 3TOro MEeNKHUTE NpaBOil KIABUIIIEH MBIIIN MO CTPOKE CIUCKAa OTYETa, COJEprKalleid ONMMcaHue 3apa-
XKEHHOTO 00BbeKTa. J{JIsl BbAETICHUS OOBEKTOB B CIIMCKE OTYETa JIOMOJHHUTENBHO HCHONB3YIOTCS CIEIyIOLIe
KJIaBUIIY 1 KOMOMHALIUY KIIaBHII:

e Insert — BIAETUTD 00BEKT C epeMeleHHeM Kypcopa Ha CISAYIOIIYO TO3UIUI0

e Ctrl+A — BbLIeIuTh BCe

e KJIaBUINIA * Ha HU(PPOBOI KIIaBUAType — MHBEPTUPOBATH BBIACIICHUE

Bribepute aelicTBre, KOTOpOE BBl XOTUTE NPEANPUHSATH, B OTKPBIBIIEMCS KOHTEKCTHOM MEHIO WJIM Ha-
XKMHTE Ha COOTBETCTBYIOILYIO KHOIIKY I1OJ IIOJIEM OTYEeTa:

Bbl1e4nTh — BOCCTaHOBHUTH COCTOSHHE OOBEKTA 1O 3apakeHus. JlaHHOe nelcTBHE BO3MOXHO TOJBKO
npu oOHAapYXEHWH M3BECTHBIX BHPYCOB, M TO HE Bcerja. JleficTBue HEeBO3MOXHO NMpH OOHApy>KEHHH BUpYyca B
apxuBe.

Yaanute — ynanuts HHOUIUPOBAaHHBIN 00beKT. HEeBO3MOXKHO, €ciii BUPYC OOHApy’>KeH B 3arpy304HOM
CEKTOpe.

IlepenmenoBaTh — M3MEHUTH PACHIMPEHUE UMEHHU (aiiia B COOTBETCTBHM C HACTPOHKAMH MPOTPAMMEI.
HeBo3morxHO, eciii BUpyc 0OHapysKeH B 3arpy304HOM CEKTOPE.

IlepemecTuTh — TIEpeMECTHTh HHOUIIMPOBAHHBIHN (ailll B CHIeNMaNbHBINA KaTanor (kapaHTuH). [IyTs k ka-
TaJOTy 33JacTCsl HACTPOMKaMu MporpamMmbl. HeBO3MOKHO, eciii BUpyc 00Hapy»KeH B 3aTPy304HOM CEKTOpE.

Ecnu BBl BEIOpanin BapuaHT BbL1eYHMTH, OTKPOETCS JOMOIHUTENFHOE KOHTEKCTHOE MEHIO, B KOTOPOM He-
00X0AMMO BBIOpATh PEAKLHUIO IPOrPaMMBI B CIIy4ae HEYJauHOTO JICUEHHUSL.

[To ymom4anuto npu BeIOOpE ACHCTBUS YAAJAUTH A5 (aliIoBBIX apXUBOB, KOHTCHHEPOB MIIM TIOYTOBBIX
SIIIMKOB MPOTrpaMMa BBIIAET MPEAYNPEKICHUE O BO3MOXKHOM MOTEpE JaHHBIX.

Jusa ¢aitnoB BHYTpH apXUBOB HUKaKWe ACHCTBHAS HEBO3MOXHBI. [Ipu BeIOOpe JeiicTBUS YAAIUTH apXuB
OyZeT ylajaeH IEeTHKOM.

Brxnaoka Cmamucmuxa

7iDr.Web® Ckanep ana Windows {3apericTpuposan Ha Mapua MNpecHyxuHa)

dain  Hactpodkk  Oomows
Mpoeepka  CTATHCTHKE I
MokaszaTe CTATHCTHRY ANA: IBcero j
~ Brprycel ~ AercTEMA
MposepeHo: 320 Meuenero: ]
MHBHUMPOESHHEIX ! z ¥aaneHo: o
Mo AHBHEELHE 1] MeperMeHOEaHD: ]
MoAC3PHTENEHEL:! i} TMEpEMELLLEHD: 0
R 0 MpoMrHopHpOEaHD: ]
Mporpamm AosE0Ha: 1] —EBpema
I'Iporpamm—mymnci 1] Bpema;
MoTEeHUHaNEHD onacHe:: 0 CKopocT:!
Mporpamm B3nomMa: 1]
OfbErT | MyTh | CTaTye | AEHcTEHE |
eicar. #om E:ify Diocuments EICAR Test File (MOT a Yir...
eicar, #areicar.com E:\My Dacumentsigicar, #ar EICAR Test File (NOT a Vir...
eicar, #ar E:ify Documents APEHE COASPMMT MHBHUH, .,
| BeIAERNHTE BLE I | EemedmTe ” [[EperMEHDEATE. ” [MEpEMECTHTE. ” ¥ AATHTE I
[
BEINONHEHD - BHPYCEl HARAEHE! |2 |32l3 |20E|?-D4-E|3 {01:26) |186839

B okHe cTatrCTHKU cOOpaHBI UTOTOBEIE CBEICHUS O paboTe ckaHepa — o0Iee KOJTUISCTBO ITPOBEPEHHBIX
00BEKTOB, 0OHAPYKEHO HH(DHUIIMPOBAHHBIX U3BECTHHIMU BUPYCAMU, MOIU(PHUKAIMSIMI U3BECTHBIX BUPYCOB, 00-
HapyXEHO TOJI03PUTENIBHBIX OOBEKTOB, a TAKXKE CBEJACHUS O JCHCTBUSAX MPOrPaMMBbI HaJ| 3apaKEHHBIMU U TI0-
JO3PUTEITEHBIMH O0BEKTAMH.

Brl Takoke MOKETE TOIYYUTh 3TU CBEJIEHUS JJIs IIOOOT0 M3 JIOTHYECKUX JUCKOB KOMITbtoTepa. [ aToro
BEIOEpUTE HEOOXOMMMBINA IMCK B packpbiBaromieMcs crucke Iloka3aTe CTATHCTHKY JHS, PACIIOIIOKEHHOM B
BEpPXHEHN 4acTH OKHa.

Jliist Toro 94TOOBI OOHYJINTH CTATHCTHYECKHUE CBEICHUS, HAKMUTE Ha KHONIKY QUYHCTHUTD.

Hacmpoiitka napamempoeé ckanepa

st Toro yTOOBI U3MEHUTH HACTPONKH IPOTPAMMBI:
1. Beibepure xomanay meHio Hactpoiiku/M3mMeHUTh HacTpoiiku. OTKPOETCS OKHO HACTPOEK, COAep-
JKallee HECKOJIBKO BKIIAJIOK.


mk:@MSITStore:C:/Program%20Files/DrWeb/ru-drweb.chm::/idd_proppage_actions.htm
mk:@MSITStore:C:/Program%20Files/DrWeb/ru-drweb.chm::/idd_proppage_actions.htm
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2. BHecute HeoOXxoauMbie u3MeHeHUs. [Ipr HEOOX0IMMOCTH, HakUMaiTe Ha KHONKY IIpuMeHHTDh niepes
MEPEexX0/IOM Ha JAPYTYIO BKIAJIKY.

3. Tlo okoHYaHWH PENAKTUPOBAHUS HACTPOEK HaxkmuTe Ha KHOMKY OK 1uisi coXpaHEHUs BHECCHHBIX W3-
MEHEHUI WM Ha KHOMKY OTMeHa IS 0TKa3a OT HUX.

M3MmeHeHne HACTPOEK MMEET CHIIy TOJBKO B JaHHOM ceaHce paboTel ckaHepa. [Ipu moBTOpHOM 3amycke
YTHIIUTHI, BCE HACTPONKHN aBTOMATHYECKH BO3BPAIIAIOTCSA K IEPBOHAYAIBHBIM 3HAYEHHUSM, OTIPEIEICHHBIM B ini-
(hbatiie, MOCTaBISIEMOM B KOMILJICKTE.

Bxnaoka Ilposepka

Hactpo#ikn Dr.Web® Ckanep E

MpoBepka | Tunel haiinos | AeficTera || OTueT | OBwme

CMMCOK HMCKAHH3EM Bl I'IYTEﬁ

(]

%LUSERPROFILE %\ DoctorweblQuar antine AobasHTE

¥aanmTe

CAMCOK MK K Haemelx hainoe

]

*7z

*.ar?
*bzz
# cah A ¥AANMTE

AobaenTe

>

o] Come

Ha 3T0i#1 BKJIa/IKe 3aaF0TCS CITUCKU KAaTAJIOTOB M (PaiiioB, HCKITFOYaEMbIX U3 CKAHUPOBAHMSI.

CnycoK MCKIKYAaeMbIX MYTeH. 3ech MOXKHO 33/1aTh CIIMCOK KAaTaloroB, (haiibl B KOTOPBIX HE OyIyT
MOJBEPrHYTHI IPOBEPKE. B TakoMm kauecTBe MOTYT BBICTYNATh KAaTaJOI'M KapaHTHHA aHTUBHpYca, paboune KaTa-
JIOTY HEKOTOPBIX MPOTpaMM U T. II.

Ji1st TOro 4yTOOBI CO3/1aTh CIMCOK MCKITIOYaeMBbIX MYTEH:

e BBenuTe myTh K KaTayory, (aiibl B KOTOPOM JIOJDKHBI OBITh HCKITIOUEHBI M3 MPOBEPKU. BEI Takke Mo-

’KeTe BOCHOJIL30BaThLCS KHOKOM [: Y BBIOpPAaTh 0OBEKT B CTAHAAPTHOM OKHE OTEPAIIOHHONW CUCTEMEI.

e Haxxmute Ha kHONKY /lo6aBUTH, pacrosoxeHHyo cripaBa. Kartanor Oyaer 100aBieH B CIIMCOK, pacro-
JIOKEHHBIA HIKE.

e J[ns TOro 4TOOBI yIAIUTh KAaKOW-TM00 KaTalor M3 CIUCKA, BRBIOEPUTE €ro B ATOM CIIMCKE M HAKMUTE Ha
KHOTIKY Y nanuTth. CoepxuMoe Katajaora OyJeT TOMyIIEeHO K MOCIEAYIOICH TPOBEpKe.

Cnncok McKIKYaeMbIX (aiijioB. 31ecs MOKHO 331aTh CIIMCOK (ailioB (Macok (ailyioB), KOTOpbIE HE
Oynyt ckanupoBatscs. (13 mpoBepku OyIyT HCKITFOUEHBI Bce (paiiiibl ¢ JaHHBIM MMeHeM.) B Takom kauecTBe Mo-
T'YT BBICTYINaTh BpEMEHHBIC (aiiibl ((haliyibl MOJKAYKK) U T. 1.

st TOro 4yTOOBI CO3/1aTh CIIUCOK MCKIII0YaeMBbIX (haiyIoB:

e Brenute nmMs (Macky) ¢aiina, KOTOPBIH J0JKeH ObITh UCKITIOUEH U3 TIpoBepKu. Eciu BBoAUTCS MM Cy-

niecTByroulero ¢aiiia, MOXKHO BOCIIONIB30BATHCSI KHOMIKOM EI/I BbIOpaTh OOBEKT B CTAHAAPTHOM OKHE OTKPBI-
Tus Qaitna. BMecto yacTu nmenn (aiina, 1omycKaeTcsl HCIoIb30BaHUE CUMBOJIOB * u ?. CHUMBOJI * 3aMeHseT
TOOYIO MOCIIeI0BATEIEHOCTH CHMBOJIOB; CUMBOJI ? 3aMEHST OJIMH M TOJIBKO OJTUH CUMBOJ (JIFOOOH).

e Haxxmure Ha kHOmnky JloGaBuTh, pacmoyiokeHHyto cripaBa. ®aitn (Macka (aiina) Oyner mo0aBjieH B
CIIUCOK, PaCMOJIOKEHHBIN HUXKE.

e J[n1st TOTO 4TOOBI YAATUTH KaKOW-TO0 0OBEKT U3 CIHCKA, BEIOEPHUTE €ro B CIIMCKE U HAXKMUTE Ha KHOIIKY
Yaannrs.

[Ipn HEOOXOAMMOCTH MCKIIIOYEHHUS! U3 aHTUBUPYCHOH NMPOBEPKH ONpenesieHHOro (aiina, BHECUTE MyTh K

naHHOMY (aiiiny (MOYKHO BOCHOJIB30BATHCSI KHOIKON E) u ero ums (umsl (paiina ciiegyer nponrcaTb Bpy4HYIO)
B rosie CHNUCOK UCKJII0YAaeMbIX MyTeM.

Taxxe Ha 3TOH BKJIa/IKe MPEJOCTABISIETCS BOZMOKHOCTh MCIIOIb30BAHNS IBPUCTHYECKOr0 aHaaIn3a (Me-
TOJ1a, IO3BOJISIIOLIETO BBISIBIISATE MOJIO3PUTEIbHBIE OOBEKTHI, C OOJIBIION BEPOSTHOCTHIO 3apaKEHHBIE €Ile HEU3-
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BecTHBIMU BUpycamu). [lo ymMongaHuio maHHas HacTpoiika BKIIOUYEeHA. PeKOMEHayeTcsl COXpaHHUTh MCTOIh30Ba-
HUE 3BPUCTHYECKOTO aHAIM3a MPH CKAaHUPOBAHWU M HE MEHSTH JaHHYIO HACTPOUKY.

Bxnaoka Tunwt ¢haiinos

Hacrpoikd Dr.Web® Cranep E|

Mpogepka | THOE! dhafinos AercTera | OTuet | Obwme

Pexunm Nnposepkr

() BrifipatHsle THE!

O SaaaHHbIE MAckH

Dafnel B apxHBax

o] Come

Ha sT0#i BKIIazke 3amaeTcs IOMOJHUTEIBHOE OIpaHMYEHHE HA cOcTaB (DailyIoB, KOTOPBIE NOJKHBI OBITH
MOJBEPrHYTHI CKAHUPOBAHUIO B COOTBETCTBUH C 33/IaHMEM Ha CKAHHUPOBAaHHE.

B o6mactu Pe:kum npoBepku 3amaetcst ciocod oTdopa mpoBepsieMbIX (aiinos.

Bri0panHsiii o ymordanuio BapuaHT Bee ¢aiiabl obecrieunBaeT MaKCUMAIBHYIO 3aIUTY.

BapuanTel BeiOpannbie THIIBI ¥ 3aIaHHBIE MACKH TIPEANUCHIBAIOT MPOBEPATH TOJIBKO (PaifiIbl, pacIu-
peHUA NI UMEHA KOTOPBIX COOTBETCTBEHHO BXOJAT B CIIMCOK, 3anaBaeM1,n71 B HpaBOI;'I HYaCTHU BKIAaIAKH. Ilo YMOJI-
YaHWUIO CIIMCOK BKJIHOYACT PACIIMPCHUSA OCHOBHBIX THUIIOB q)aﬁHOB, MOTrymux OBITH HOCHUTEIIMH BUPYCOB, U OC-
HOBHBIX TUIOB (ailyIOBBIX apXHUBOB. BBl MOKeTe OTpEeqaKTUPOBATh ITOT CIIUCOK.

Ha »Toii BKIIaake 3amaercs Takke PeKUM MPOBEPKHU (PailIOBBIX apXHBOB M MOYTOBBIX (DAiyIOB, KOTOPHIH
JOCTYTICH B BEPCHUU CKaHEpa, BXOASIIEH B MONHEIHN nakeT AHTHBHpYyC Dr.Web.

Bxnaoka /leiicmeusn

X

Hactpodkn Dri\Web® Cranep

Mpoeepica | THAe! dafinos | ASACTERA | OTueT | OBWwHe

CEbErTEI Bipe A0HOCHEIE Nporparel (Mabware)
WHpMUMpOBaHHEIE | [T 1 b

HeMznEUMMEIE | MepeMecTHTE b

PErnamHbe nporparisl (Adwars) |MHBOPMHMpOBaTE %
Mporpanmebl 4oseoHa (Dialers) |MHpOpMMpoEaTE %

MoAospHTENEHEE | MHBOPMHMPOESTE L
Mporparme-wy Tk (Jokes) | MHPOPMHPOBATE W

FHMUMPOE SHHEIE NaKeTEl

ApsHBtl | NEPEHECTHTE v MoTeHuHanEHD anacHele | MHBOpHHpoEaTE %

i "
D Gy Mporpartel 53noma (Hackkools) | MHbopHHpoEaTE

KoHTeHHepEl | MepeMecTHTE b

MepeMMEHDBATE paclMpeHme | #77
MyTe anA neperewerin | %USERFROFILE%eiDoctorwWebiquarantinet | .. ]

Janpoc NOATEEPHAEHHA
o Comme ]

Ha »Toii BKJamke 3amaeTcs peaxiysl MporpaMMbl Ha OOHApPY)KEHHE 3apa)KeHHBIX WJIHM TOJI03PHTEIHHBIX
(aiinoB, BpeAOHOCHBIX IPOTrPaMM, a TaKKe HHUIMPOBAHHBIX apXHBOB.

Peakuus 3amaeTcs oTaenbHO A1 00BEKTOB, 3aPa’KEHHBIX M3BECTHBIM U (IIPEAIIONI0KUTENBHO) H3IEUNMBIM
BHPYCOM, IS 3apa’KEHHBIX HEU3JIEYMMbIM BHPYCOM H JUIA MTPEIMOI0KUTENFHO 3apaKeHHBIX (TI0103PUTENBHBIX ),
a TaxKe IS OTAENBHBIX BUIOB BPEIOHOCHBIX ITPOTPaMM M OTAEIHHBIX TUIIOB apPXHUBOB.

[To ymonmuanuto Dr.Web undopmupyer nons3oBarens nNpu HOAO3PEHUN Ha 3apaKEeHHOCTh 00BEKTa BUPY-
com. [Ipu aTOM cBeneHMs 000 BCEX MOAO3PUTENBHBIX 00BEKTaX BBIBOJATCS B MOJIE OTYETA, B KOTOPOM BBl MOXKE-
TE€ B JIaJIbHEHINEM NpEANucaTh nmporpaMme HeoOXoauMble EUCTBUS BpydHYto. B cityuae oOHapyKeHuUs1 n3BeCT-
HOTO BUpYca, 0 yMon4aHuto, Dr.Web nbiTaercst n3neunts 00bekT. Eciin BUpyc Hen3ineynM WM MOIBITKA Jede-
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HUS He Obla yCHemrHoW, OyleT oTpaboTaHa peakiys, 3aJaHHas Il HEH3JICYHMBIX BUPYCOB (110 YMOITYaHHUIO
(haiin mepememniaeTcs).

Bbl MoxeTe BRIOpaTh IPYrUe PeaKiuu:;

BouieunTh (JOCTYIHA TONBKO MPH HAcTpoiike peakimu Jljst MHPUIIMPOBAHHBIX) — MTPEANKUCHIBAET CKa-
HEpy MBITAThCS U3JIEUNTh O0BEKT, 3apaKCHHBIN U3BECTHBIM BUPYCcOM. ECITM BUpYC HEH3JICUUM HIIM MOTBITKA Jie-
YeHUs He OblIa YCIeNTHOM, OyIeT oTpaboTaHa peakiius, 3aJaHHasT JIJIsl HEU3JICUMMBIX BUPYCOB.

Yaanuts — NpeAnuchiBaeT YAAINTh 3apayKCHHBIN WU MTOA03PUTEIbHBIN (aill (1 3arpy304YHBIX CEKTO-
POB HUKAKUX AEHCTBUN MPOU3BOIUTHLCS HE OYIET).

IMepenMeHoBaTH — MpEINKCHIBACT IEPEUMECHOBATH PACIIMPEHUE UMEHH 3apaKEHHOTO WM TT0I03PUTENb-
HOrO (paiila B COOTBETCTBHU C MAacKoM, 3amaBaemoil B mojic [lepenMeHoBaTh pacuupeHue (10 yYMOJTYaHHIO
#7?, T. €. 3aMEHUTH MEPBbIA CUMBOJI PACIIMPEHUS Ha #).

IlepeMecTHTH — NIPEANICHIBACT IMIEPEMECTUTE 3apaYKEHHBIA WIIH TTOJ03PUTEILHBIN (aiia B KaTaJloT KapaH-
THHA, 33a1aBaeMblii B mosie [IyTh as mepemenneHusi (110 yMoJ4aHHI0 Togkatanor Quarantine, KOTOPBIN AJis
Windows 9x/Me pacmnomnaraercst B karanore c:\DoctorWeb\, a nns Windows NT/2000/XP/2003 —s kaTasore
%USERPROFILE%\DoctorWeb\).

HUrHopupoBaTh — (JI0ITyCKaeTCsl TOJIBKO JIJISl BPEIOHOCHBIX MPOTPaMM) — HE BBIBOJWTH HH(OOPMAIIHIO B
OKHE OTYeTa.

Jlononnumenvnvie HacmMpouKu ne4eHus

27 HacTpoHKEH NeueHHA gl

MNeYeHHE HEKOTOPEL: MHBEKUMA HEEOSMOXHO DES NEPESArPYSKH CHCTEMEI
BrIOOp peMmma neqeHma:
() Mepesarpy#aTe CHCTEMY AETOMATHYECKH, BCIM HEORX0AHMO
(%) He NepesarpyaTh CHCTEMY AETOMATHHECKH

MpeanaraTe Nepezarpysky B Cy4Yas Heobxo AMMOCTH

| QK | [ CTHEHHTE ]

OTO OKHO BbI3bIBaeTCS KHONKOU lomosinnTenbHO Ha Bkiaake JeiicrBus okHa HacTpoiiku ckanepa.

JJis ycrienHoro 3aBepileHus JeUeHNsT HEKOTOPBIX 3apakeHHbIX (MHPUIMpOBaHHBIX) (ailioB Tpebyercs
nepe3arpyzka OC Windows. B 1aHHOM OKHE 33JJal0TCsl IOTIOTHUTEIbHBIC HACTPOMKY JIeUeHHS TaKuX (haiiiios.

Bapuant Ilepe3arpyaTh cucTeMy aBTOMAaTHYECKH, ecJii HeodxomuMmo npeanucsiBaet Dr.Web nepesa-
rpyxatrb OC Windows aBToMaTu4ecku, 6e3 TOMOTHUTEILHOTO JIUANOTa ¢ I0JIh30BATENEM.

[Tpu npoBeneHNny TIepe3arpy3Ky Bce HECOXpaHEeHHbIE TaHHbIe OyayT yrepsHbl. [Ipu BeiOope myHnkra Ilepe-
3arpy:kaTh CHCTEMY aBTOMATHYECKH Tiepe]] HayajoM JICUCHHsI PEKOMEH/IyeTCs 3aBEepIINTh padoTy BeeX 3aIry-
HIEHHBIX npuioxeHnit (kpome Ckanepa Dr.Web).

BriOpannbiii o ymonyanuio BapuanT He mepe3arpy:kaTh cMCTeMy aBTOMATHYECKH IIPH YCTaHOBJICH-
HoM ¢utaxke IlpensiaraTh mepe3arpysky B ciay4yae He00X0AMMOCTH npeanuckiBaeT CkaHepy BbIAaBaTh 3alpoOC
Ha nepes3arpysKy.

Custre dnaxka [peanarats nepe3arpy3ky B cjiydae He0OX0JUMOCTH OTMEHSET BO3MOXHOCTH Iepe3a-
rpy3ku OC Windows. B aToM cityuae jedeHne HEKOTOPhIX HHPEKITUI MOXKET OCTAThCSl HE3aBEPIICHHBIM.

Bknaoka Omuem

Hactpoiku Dr.¥eb® Ckanep &l

MpoBepka | Tunel hadnos | Aefictena | OTHET | Ofwme

% USERPROFILE%|DoctorWebiCurelt log E]

Pexii OTKDBITHA 0THETS Koanpoeka
(3 AohasnaTe @ anist

O MNepesanMceiBaTe O OEM
MpeaeneHBi pasmep dakna oT4eTa NeTann
MpoBepRemle oo beKTEl
MpeAenEHEI pasmep: 2045 KE . RS
WMEH YNaK0BLIHIOE
WreHa apxMeaTopos

CTATHCTHES
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Ha aToli BKianke 3aaeTcst pesxuM BeieHus (aiina oTueTa.

ITo ymomganuio ycranosieH ¢uraxkok Bectu ¢aiia oTuera.

ITo ymomuanuto daiin otuera Curelt.log mis Windows 9x/Me pacriosaraetces B karanore c:\DoctorWeb\, a
s Windows NT/2000/XP/2003/Vista — B karanore %USERPROFILE%\DoctorWeb\.

Bbl MoXxeTe HACTpOWTh HAMMEHOBAHHE W pacroliokeHue (aiyia oTyera, KOJIUPOBKY TEKCTA, PEXKUM OT-
KpBITHS (TOOABIATH JIM 3alMCH B KOHEI (aiiia oT4eTa WM Mepe3anichiBaTh €ro B Hadale KaKIoTo ceaHca), a
TaKXe CTENeHb ACTAILHOCTH OTYeTa. Tak:ke MOXKHO YKa3aTbh, CIEAYeT JIM OrPAaHUYMBAaTh MAKCUMAIBHBINA pa3Mep
OTYeTa M HACTPOUTH 3TOT PazMep.

Bknaoxka Oouwue
Hacrpoikd Dr.Web® Cranep g]
Mposepka | Tine: dafinos | Asfictena | Otuet | Obwme
MPHOPHTET MPOBERKH
MENoNE30BaTE HACTPORKKM ME PEECTpE J
Hezkmi Bicokm#
3EVEH
[IMenonezoeats seyim
o Comee

Ha »Toi1 BKTajKe 3a7at0Tcs mapaMeTpsl B3auMoaenucTBus nporpaMMbl ¢ OC a Takke 3BYKOBbIE pEakIuu
MPOTrpaMMBbl Ha Pa3In4HbIE COOBITHS.

[TapameTp ABTOCOXpaHeHHe HACTPOEK HE HCIOJb3yeTcst yTunuToi Dr.Web.

®naxok Menob30BaTh HACTPOIKH M3 peecTpa MO3BOJISET 3alIOMUHATH B peectpe Windows cBeseHus o
reOMETPUUYECKHX MapaMeTpax OKOH MPOrPaMMBI IIPY HOCIIEAHEM 3aIlyCKe.

Onaxok IIpoBepaTh padoTy 0T 0aTapen MO3BOJISET IPOBEPATH NEPE] HAYAJIOM CKaHUPOBaHMSA, paboTaeT
11 HOyTOYK oT Oarapen. Oniys JOCTYITHA TOJBKO JIJIsl TOPTATUBHBIX KOMITBIOTEPOB (HOYTOYKOB).

Berynok IlpuopuTteT npoBepKHU M03BOJIIET U3MEHUTH IPUOPUTET MIPOLEcCa CKAHUPOBAHUS B CUCTEME.

PexuM 3ByKOBBIX peakLii JOCTYIIEH B BEPCHU CKaHEpa, BXOAIIEH B MOMHBIN nakeT AHTHBHpYC Dr.Web.

3ananue

1. Barpysure Ckanep Dr.Web.

2. B rmaBunom oxue Ckanepa Dr.Web, B pexknme BbIOOPOUHO BBITOJHWTE MPOBEPKY Ha BUPYCHI CBOEH
paboueil nanku. Eciu B Xozne npoBepku ObUTH HalIeHbI BUPYCHl U HHGOPMALIUS O HUX OTpa3uiachk B noje om-
yema, TO BBIJIENINTE BCE HAlJICHHBIC 3apakKeHHbIC (aiiibl U TIONBITATECh BBIICUNTh UX. Eciu 3tn daiinbr oka-
KYTCSl HEM3JIEUUMBIMH, TO YIAJIUTE UX.

3. IlpoBepbTe Ha BUPYCHI NaNKu 3 Kypc U 4 Kypc, Haxonsmuecs B nanke Mou dokymenmsi. B ciyqae 00-
Hapy>KeHUsS HHPHULIUPOBAHHBIX (PaiiIOB BBIIOIHUTE UX JICYCHHUE, 4 €CIIM HEOOXOJUMO, TO U yIaJIeHHE.

4. Ha Bruagke CTaTHCTHKA MTPOAHATM3UPYHTE CTATHCTHKY AJis iucka C:. 3aTemM oOHYyJIHMTE CTaTUCTHYE-
CKH€ CBE/ICHUSI.

5. V3MeHuTe HACTPOUKHU CKaHepa cielyomuM o0pa3oM: 3a1aiiTe NCKII0UEHHE U3 TPOBEPKHU Narnok /Ipe-
nooasamenu, 3 kypc u Mou pucynku, HaXOJIIMUXCS B manke Mou 0oxymenmsl; 3aJlaiiTe UCKIIOYEHUE U3 MPO-
BEPKHU BCEX TEKCTOBBIX (hailJIoB (MCIIOIB3YsI CUMBOJIBI * MM ?), HAXOIAIIUXCS B Baleil paboueit mamnke. Boimos-
HUTE POBEPKY Ha BUPYCHI NaNKu Mou 0oKyMeHmbl C y9E€TOM 3alaHHBIX HACTPOEK.

6. Ymamute HACTPOWKHM, 3aJJaHHBIE B I1.5.

7. Ha Bknanke Tunbl ¢aidjioB OKHa HACTPOHKHU CKaHepa BEIOEPHUTE PEXXHUM MPOBEPKU 3ajaHHBIE MACKH
M K yXKe yKa3aHHbIM TuUaM (aiiyioB go0aBbTe Ul MPOBEpKU paciuupenus daitnos: *.doc u *.rar. Ha Brianke
JeiicTBus BoiOepute B obiactu O0bexThl: MHpuumpoannsie — Buuieuums, Hensneunmsie — Ilepemecmums,
[Mono3purensusie — HUnpopmuposams. BrionHHTE IPOBEPKY Manku Mou 0oKymeHmbl ¢ YI€TOM BBIOpPaHHBIX
HaCTpOEK.

8. Ha Bkiazake [leitcrBust B 001acTi O0bEKTHI BOCCTAHOBUTE MPEKHUE HACTPOMKH (T.€. JJIs MHPUIU-
POBAHHBIX, HEU3JICUUMBIX H TIOI03PUTENIBHBIX 00BEKTOB BbIOCpHTE Bbrieuums). COXpaHUTE JaHHbIC HACTPONKH.
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BrimoauTe MpoBEpKy HAa BUPYCHI Baliei pabodeil manku yepe3 KOHTEKCTHOE MeHIO. J[JIs 3TOro B OKHE

IIposoonuxa wma Moezo kKomnblomepa BBI30BUTE KOHTEKCTHOE MCHIO Ha 3HAUYKe BAIlCH Manky W BBIOEpPUTE U3
Hero KoMaHny Juis poBepku Ckanepom Dr.Web.

©CoNo~wWDNE
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28.

KoHTpoJibHBIEC BONIPOCHI

Onwuimre XapakTepHbIE YePThl KOMIBIOTEPHBIX BUPYCOB.

Jaiite onpeneneHrue nporpaMMHOTO BUpYyca.

[lepeuncaure kiaccuUKaMOHHbBIE IPU3HAKA KOMIIBIOTEPHBIX BUPYCOB.

OxapaxkrepusyiiTe (paisIoBBIi 1 3arpy309HBII BUPYCHI.

B uem ocoOeHHOCTH PE3UICHTHBIX BUPYCOB?

CdopmynupyiiTe IpU3HAKH CTEIC-BUPYCOB.

[lepeuncnure necTpyKTUBHBIE BO3MOKHOCTH KOMIIBIOTEPHBIX BUPYCOB.

[MosicanTe camMmomudpoBanue 1 NOTUMOPPUIHOCTH KaK CBOMCTBA KOMIIBIOTEPHBIX BUPYCOB.
[lepeuncnute BUABI "BUPYCONOAOOHBIX" IPOTrpaMMm.

[Tosicaute MexaHn3M (QYHKITMOHUPOBAHUS "TPOSHCKOM MPOrpaMMBbI" (JJOTHUECKOH OOMOBI).

B 4eM 3akirouaroTcs AeCTPYKTUBHBIE CBOHCTBA JIOTHYECKUX O0MO?

Kak ncrnons3yroTes yTHIIUTBI CKPBITOTO aIMUHUCTPUPOBAHUS M UX JECTPYKTHUBHBIE BO3MOKHOCTH?
Oxapaxrepusyiite "intended"-Bupychl 1 IPUYUHBI UX TTOSBICHHUS.

7151 uero Ucnonb3yrTCs KOHCTPYKTOPBI BUPYCOB?

s cozmanus Kakux BUPYCOB UCTIONB3YIOTCS MOTUMOP(UK-TEeHEPaTOPhI?

[losicHuTe NOHATHS "CKaHUPOBAaHUE HAJIETY" U ""CKAHUPOBAHUE IO 3aMpocy’.

IlepeuncnuTe BUABI aHTUBUPYCHBIX IPOTrPaMM.

OxapakTepu3yiiTe aHTUBUPYCHBIEC CKAHEPHI.

[MpuHnHnel GyHKIMOHUPOBAHHS OJIOKHPOBIIMKOB 1 MUMMYHH3aTOPOB.

Ocob6ennoctn CRC-ckanepos.

B gem cocToaT 0coOEHHOCTH 3BPUCTHUECKAX CKaHEPOB?

Kakue dakTopsl onpeensoT KaueCcTBO aHTUBUPYCHOHN MPOrpamMMBbI?

Kakue 13 nepedyncieHHbIX BhIlle aHTUBUPYCHBIX IPOrpaMM SBJISIOTCA Hanbosee 3)heKTUBHBIMU?
st yero npennasnaden Ckanep Dr.Web?

Yro nposepsiercst Ckanepom Dr.Web B pesxxume nosnotl nposepru?

Kak MO)KHO OCTaHOBHTH IPOBEPKY, BbinoHseMyto Ckanepom Dr.Web?

Kakast undopmarmst orobpaxaercs B noie omuema Cxkanepa Dr.Web?

Kakue nelicTBUsI MOKHO MPENNpPUHATh HaJ WHQUIMpPOBaHHBIMU (aiinamMu, 0ToOpaKaeMbIMU B TI0JIE

ordeTa riaBHoro okna Ckanepa Dr.Web?

29.

['1e BBIMOJNHSAIOTCS HACTPOWKU napametpoB Ckanepa Dr.Web?

JlabopaTtopnas paGora Ne 4

OcHOBHbIe npu3HaKu npucymcmaeusi Ha KoMnblomepe
8pPe0OHOCHbIX NMpPo2paMmMm

Ileab padoThbI: HN3YUCHUC SIBHBIX IIPU3HAKOB 3apaKCHUA KOMIIBIOTCPA Ha IIPUMEPE MO,Z[I/I(i)I/IKaLII/II/I Ha-

CTpoeK Opay3epa, UCClIeJOBaHNE BO3MOMXHBIX MECT CKPBITHIX MTPOSBICHUN 3apa’keHUs: 3aIlyIlIeHHbIE

MMPpONECChI, JICMCHTBI aBTO3aIlyCKa, CCTCBAsI AKTUBHOCTD.

BBenenue

YMeHne CBOEBPEMEHHO HAWTH U 00E3BPEANTH BPEIOHOCHYIO MPOrPaMMY - OJIMH U3 KIIFOUEBBIX HABBIKOB
KOMITBIOTEPHOI TpaMOTHOCTH. J1J1 3TOr0 HEOOXOAMMO 3HATh OCHOBHBIE MPU3HAKH MPHUCYTCTBUS BHPYCA, YMETh
OLIEHUBATh JACHCTBHUS, BBIIOIHAEMbIE TOM WJIM HHOW MTPOrpaMMOM Ha MPeIMET UX BPEIOHOCHOCTH U 3HATh, UTO B
HIEPBYIO OYEPEAb CIEAYET IIPEANPUHSATD, ECIIM KOMIIBIOTEDP BCE K€ OKA3aJICS 3apaxKEH.

Bce Buap! mposiBieHnii BUpyca Ha KOMIIBIOTEPE MOXHO pa3OWTh Ha TPH TPYIIIIHL:

- SIBHBIE;

- KOCBCHHBIE;

- CKpBITBIE.



K  aenmvim  oTHOCATCS
MCHECHHE HACTpOeK Opaysepa,
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‘joaiin Mpaera Bua  MeOparHoe  Cepenc  Cnpasks

BCIIJIBIBAOIIUEC COO6HICHI/I$[ nu

O © 1) 2 0| g @3

“ |
HECaHKIMOHUPOBAHHBIM /J03BOH |
B MHTEpHET. |

Agpac: R‘j hip:f v, micrasoft comfisapliredir. diPprd=iedpver=6aar=rsnhoms

K koceennvim MOXHO OT-
HecTH OJOKHpoBaHHE PaOOTHI
aHTUBHpYCa, JOCTyIlA K cailTaMm
AQHTUBUPYCHBIX KOMIIAHUH, COOH
B paboOTe CHUCTEMBI WIH JIPYTUX
MPWIOKEHUH, TIOYTOBBIC YBe-
JIOMJICHHS O PacChUIAEMbIX BaAMHU
BUpYCax.

HekoTopsie BpeaoHOCHBIC

lﬂ HEeB03MOXHO 0TOBPazUTL CTPAHULLY

373 CTPAHKMUA CEHYAC HBQOCTYNHA, BO3HOXHO, 3TO BLI3EIHO
TEXHHUECK MK npobnenann Ha eel-yzne, nnn Tpebyerca
NSMEHeRNEe NapanNsTDOos OSOSQEBGTQI‘IH.

Nonpobyiire cnegywowes:

mporpaMmbl YMEIOT AOCTATOYHO ® HaXMHTE KMONKY m O6MOBHTE HMNH NOBTOPHTE NONUITEY

XOpouio CKpeIBaTh OT IIOJIB30Ba-
TCJIA CBOKO ACATCIBHOCTH - Ta-

noixe.
¢ [TpoBEpbLTE NPIBMNLHOCTE ARDECE CTPaKHUL! B CTDOKE

KHE TIIPOABJICHUA, Ha3bIBAEMbIC . :f:::cdr;po:epmb HACTPONKY NOAKMAOYEHNS, stbepure & :_]
CKpbimuimu, OOBIYHO MOJ CHITy | Forcso T [ mtemet /
OOHapyX HUTh TOJLKO AaHTHUBHU-
pycHOi mporpamme. OfHAKO B Puc. 1. Yeeoomnenue, evi600umoe ¢ okne opaysepa, ecinu
MO0OM ciydae, eciy BO3HHKIIO Hem 00cmyna 6 Humepnem.
XOTh Majeilee NoJ03peHue Ha CB0licTBa oboSTenAYENN 20 x]
HaJIMYKe BUpyca, HEOOXOUMO YMETh MPOBECTH
NPOCTEHIIYIO JHATHOCTHKY CHCTEMBI, YTOOBI Conepwamwe | Moaknowessn | Mporpaerasr | Bocnomsmenwo |
1100 MOATBEPIUTD 3apaXKCHUE, WM OIPOBEPT- (s Bescnactacts Komunermancriocrs |
HYTb €r0. — JIOMBLHAR CTPaHHIA -
HRAKHTE CYPEHILY, C ROTOPOH CABAYET HaMBATS 630D,
3ananmue 1. Hzyuenue nacmpoek | p———
opayzepa Internet Explorer et e o]
[lepBoe 3ajmaHuWe 3TOW J1AOOpPaTOPHOI = = = =
[~ BpeMesroe @ain Minreprera

paboThI MOCBAIIEHO U3YUYECHUIO SIBHBIX MPH3HA-
KOB TIPOSIBIEHUH BHpyCa Ha NMpUMepe HECaHK-
LHUOHUPOBAHHOI'O M3MEHEHHS HAacCTpOeK Opay-
3epa.

SIBHBIC POSIBJICHUS OOBIYHO BBIPAKAIOT-
Cs B HEOXKUJIAHHO TOSBIISIONIMXCS PEKIAMHBIX
coo0IIeHusIX 1 OaHHepax - OOBIYHO ATO CIel-
CTBUE TPOHUKHOBEHHUS HA KOMIIBIOTED pPEK-
JIaMHOW yTUnuThl. [I0CKONBbKY MX rJ1aBHAS LETb
- 9TO TPUBIEYb BHHMAaHWE IOJIb30BATENs K
peKIaMHUpyeMOil ycIyre WM TOBapy, TO WM
CJIOKHO OCTaBaThbCs HE3aMETHBIMU. Tarxke siB-
HBIE MPOSIBIICHUS MOTYT BEI3bIBATH Psifl TPOSH-
CKHX TPOTpaMM, HalpUMEp YTHIIUTHI HECaHK-
IIMOHUPOBAHHOTO JI03BOHA K IUIATHBIM CEpPBH-
caMm. OHH BBIHYXIIEHBI OBITH SIBHBIMH, IIO-
CKOJIBKY HCITOJIb3YEMbIE WMHU TPHIOKEHUS

CJIOKHO HCIIOJIB30BAaTh HE3aMETHO OT IIOJIB30BaTCIIA.

NG NpocmsTpuesensis CTRAHHIE KOAMPYOTEA & 0c06e0
(A DAY 009 YCROPEHIA e NOCHSAYOLIEND NPOCHAOTRA

Ynanums "Cockia”... Uaanurbcaaam..l ﬂapamerpu...l

- AypHan
TN, Nonka suprana coaepsiT CobsH AR SLCTROFD A0CTYNG
£ ’ K. CTPEHALAN, KOTOPSIE Bal HAASEHO NG AN

CRONSKO AHEA XPEHUTE CCBUIKM. |2ﬂ 3: Oymcrere I

Usera... | Wpmare:. I Aseiwu... I Ocopmnmne...]

[ ox ]

Orresta | l'lptmemrol

Puc. 2. Okno ceoiicme o6o3pesamens.

MexaHn3M HeCaHKIIMOHMPOBAHHOTO U3MEHEHHS HACTPOEK Opay3epa MHOTIa UCIOIb3YeTCs JIs TOr0, YTO-
OBl BBEIHYIUTH MOJIb30BATEIICH 3aiiTH Ha ONpeAeNICHHBIN CaiT, 4acTO MOPHOTPaPUUECKOro coaepxkanus. [ 3To-
0 MEHSETCS aJipec JOMAIllHEeW CTPaHULIbl, TO €CTh apec caiTa, KOTOPbI aBTOMAaTUYECKHU 3arpyKaercs npu Ka-

JKI0M OTKPBITUH Opay3epa.

1. Ortkpoiite O6pay3zep Internet Explorer, Boconb30BaBIIMCh OHOMMEHHBIM SIPJIBIKOM Ha pabodeM cTolie
i BeiOpaB Ilyck/Bce mporpammsi/Internet Explorer.
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2. Ecmu y Bac OTKPBHIT U HACTPOEH JOCTYN B VIHTEpHET M MOC/IC YCTAHOBKH ONEPAIIMOHHON CHCTEMBI
CTapTOBasi CTpaHWIlAa M3MEHEHAa He OblLIa, MODKHA OTKPBITHCS CTPAHUIA MO YMOJIYAHUIO — 3TO MOXET OBITh
http://www.google.com.by umu http://www.yandex.ru wiu kakas-nmu6o apyras ctpanuna. Eciu gnoctyn B aTep-
HET HEe HACTPOEH, TO BBIBEJECTCSA COOTBETCTBYIOIIEE yBegOMIeHHE (cM. puc. 1)

3. TIpoBepbTe 3HAUCHHE TapaMeTpa, OTBEYAIOIIETO 3a CTAPTOBYIO cTpaHumity. [y 3Toro B oOkHe Opay3epa
HykHO BbIOpaTh CepBuc/CBoiicTBa 0003peBaTens/Bkiaaka Ooume.

4. Anpec CTapTOBOii CTpaHMIBI yKa3aH B Mojie Apec. 3HaYCHHE ITOTO IOJIS COBHAIACT C TEM aJIpecoM,
KOTOPBIA OBUI aBTOMAaTHYECKU 3aJIaH MPU OTKPBITHH Opay3epa. VI3MEHUTE 3TO MMOJIe, YAaluB UMEIOIIUICS TaM
ajipec W BBeMs HOBBIN agpec WWW.Viruslist.ru (cm. puc. 2). Jamee st MOATBEPKICHNS CACTAHHBIX M3MEHEHUI
ménkuute no kaomnke OK.

5. Bakpoiite u cHOBa OTKpoiiTe Opay3ep Internet Explorer.

6. VYOGemurech, 4TO TENEPh MEPBBIM JETIOM OblIa 3arpykeHa cTpanuia WwWw.viruslist.ru.

7. Ha 3arpyxeHHOM CTpaHHIIEC 03HAKOMBTECH C PEHTHHIOM BPEJOHOCHBIX ITPOTPAMM.

Takum oOpaszoM, eciau Bamr Opay3ep Hadall CAMOCTOSTENBHO 3arpyXaTh IMOCTOPOHHHHA CaiiT, B TIEPBYIO
odepens HyKHO U3y4UTh HACTPOHKH Opay3epa, T.e. KaKoi ajjpec BHICTABJICH B MOJIE TOMAITHEH CTPAaHUIIBL.

Psin BpetOHOCHBIX MpOrpamMM OTrPaHUYKBAIOTCS U3MEHEHHUEM 3TOTO MapaMeTpa U AJid YCTPaHESHHUsI TOCe-
CTBHUH 3apaXCHHsI HY>KHO JIUIIIb UCIIPABUTh aJpec JOMamiHeil cTpaHuiibl. OJHAKO 3TO MOXKET ObITh TOJIBKO Ya-
CTBIO BPEIOHOCHOW Harpy3ku. [loaToMy eciu BbI OOHapyXHIIM HECAHKIIMOHUPOBAaHHOE M3MEHEHHE aapeca I0-
MalllHEH CTpaHUIBl, CIIEAYeT HEMEAJICHHO YCTAHOBHTH aHTHBUPYCHOE TIPOTPaMMHOE 00ecTIedeHrE U IPOBEPUTH
BECH KECTKUI JUCK Ha HAJIMYKE BUPYCOB.

3ananmue 2. Ilooo3pumenvnuvle npoyeccol

Bropoe 3aganue 3T0ii 1abopaTOpHO pabOThl MOCBSIICHO 03HAKOMIICHHIO C OCHOBHBIM METOIOM HCCIIe-
AOBaHMs CIIMCKa 3aIlyHICHHBIX IPOIECCOB Ha KOMITBIOTEPEC (T.C. CIIMCKa pa6OTaIOHII/IX B ,I[aHHBII\/'I MOMCHT IIpO-
rpamm), OMYYCHUIO HABBIKOB paboThl ¢ Jucnemuepom 3a0au Windows v U3y4eHUIO CTaHAApPTHOIO Habopa 3a-
MYIICHHBIX MPOLECCOB.

OnHUM U3 OCHOBHBIX MPOSIBICHUN BPEIOHOCHBIX MPOTPaMM SBJISCTCS HAIWYHE B CIHCKE 3ayIIEHHBIX
MIPOIIECCOB MOAO3PUTEIBHBIX MporpamMm. Mccrienyst 3TOT CIIUCOK U 0OCOOEHHO CpaBHHUBAsI €r0 C MEPEUHEM IPo-
IIECCOB, KOTOpPbIe OBLIM 3aITyIeHbl Ha KOMIIBIOTEPE 10 Hadajga paboTHI, MOXKHO CEAaTh JOCTATOYHO JOCTOBEP-
HBIE BBIBOJIBI 00 MHPHUIIMPOBAHWU. DTO YACTO TIOMOTAET IMPU 0OHAPYKEHUU BPEIOHOCHBIX IMPOTPAMM, UMEIOIINX
JIUIIIb TOJBKO CKPBIThIC MM KOCBEHHBIC NIPOsiBicHU. OHAKO HEOOXOAUMO YETKO MOHUMATh U YMETh OTJINYATh
JIeTaJbHBIE TPOIIECCH OT IMO03PUTEIbHBIX.

Jucnemuep 3a0au Windows - 310 cTraniapTHas yTwinTa, Bxozsmas B mo0yto Microsoft Windows NT -
MOIOOHYIO ONEPAIMOHHYIO CUCTeMY, B ToM uncie Microsoft Windows XP. C ee MOMOIIbI0 MOXHO B PEKUME
pearbHOro BpeMEHH OTCIICKHUBATH BBITOTHSIONIUECS MPUIOKEHUS U 3aIlylIeHHbIC TPOIECCHI, OIICHUBATh 3arpy-
KEHHOCTb CHUCTEMHBIX PECYPCOB KOMITBIOTEPA M UCTIONB30BaHHUE CETH.

[o3nakomumcest ¢ uaTepdeiicom Jucneryepa u Mpociae UM 3a U3MEHEHUSIMH B CHCTEME Ha MpHMeEpe 3a-
mycka nporpaMmsl Paint.

1. Ortkpoiite Jucnemuep 3aoau Windows, Haxas oxHoBpemenHO kiaBumm Ctrl+Shift+Esc. Otkpsis-
nreecsi OKHO COACP)KUT YEThIpe BKJIAAKH (CM. pucC. 3), OTBEYAIOIINE YEThIPEM BHJIaM aKTUBHOCTH, KOTOPBIE OT-
cnexuBaet [ucneryep: lpmniaoxenus, Ilpoueccenl, BoicTpoaeiicTBre (MCIIONB30BaHUE CUCTEMHBIX PECYPCOB)
u Cetb. [Io yMom4aHHIo y Bac JOIKHA OTKPBIThCA BKiIaaka Ilpomeccsr.



2. BuumarenbHO U3yYnTE
CTaBJICHHBI B OKHE CIIMCOK IIPOIIECCOB.

Eci Ha KOMIIbIOTEpe He 3alyIleHsl HHKa-  oonn [epansiper Baa  Copssxa

KHE TMOJb30BATEIbCKUE TPOTPaMMBI, OH
JOJDKEH COAEpKaTh TOJBKO CIIy)KEOHbIE
IIPOLIECCHI OIIEPALIIOHHOMN CUCTEMBI.

3. Hnsa xaxgoro mporecca BBIBO-
IATCS €ro mapameTrpsl (B COOTBETCTBYIO-
meM crondme): ums obpaza (MOXET HE
COBMaJaTh C MMEHEM 3aImyckaeMoro (aii-
Ja), ums noiv3oeamens, OT UYbEr0 UMEHH
ObUl 3amylleH MpoLecc, 3arpy3ka 3TUM
npoueccoM mpoueccopa (L[I1) n odvem 3a-
HUMaeMOW UM OTEPAaTUBHOMN MaMsITH.

3arpyska mpoleccopa IpeacTaBiIeHa
B INPOILEHTaX OT MakcuMaiabHOU. IlosTOomy
JUIs ynoOcTBa TONb30BaTelsl B CIHCKE (B
crondue Mms 0obpasa) Bceraa MpUCYTCTBY-
et myHKT "besmetictBue cuctemsl". C ero
MOMOIIBI0 MOYXHO OBICTPO y3HATH HACKOJb-
KO 3arpy’keH, BepHee CBOOOJEH MpOLEccop
(cm. puc. 3).

4. OrcoprupyiiTe Bce IpOLECcCH MO
WCIIONB30BAaHUIO  PECYpCOB  Ipoleccopa.
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I™ Qrofpavarts NPOUECb SCEX NONSICEATENSE  JameaouTh PPOUECE I

B nucneruep 3agay Windows ) s =10] x|
Mpanoserma  MNooueccs | Brictpoaeicrens | Cors |
| Wwa obpasa Vs norsseeaTana n Nawars
swchost,exe METWORK SERVICE (0 1823 Kb
swchost exe SYSTEM o 1 SE0 KB
Isass.exe SYSTEM o 1924 Kb
Servicas, exe SYSTEM 00 1 9% KB
winogon.cxe SYSTEM o 1390 Kb
CS155,8%8 SYSTEM 00 1 160 KB
ctfmon.cxe Administrator o 912 KB
SMSS, exe SYSTEM 0o 124 KB
cxphrer.cxe Administrator 173 6012 KB
tassmgr.exe Mdministrator 03 390 KB
System SYSTEM o 14 KB
BECASM.TEME CHMCTExb  SYSTEM = 16 KB

I[J'ISI OTOro Ha)XXMHTC Ha 3arojJOBOK IIOJIA

Npousccoe: 14

Jarpyska LUN: 5%

}Bbuen:me nanatv: B1464K6 | 6

/
/7

Il

5. TlockonbKy B JaHHBI MOMEHT HE
JOKHA OBITH 3allyllleHAa HU OJHA II0JIb30-
BaTeNnbCcKas Mporpamma, IpoIEeccop HOJ-

Puc. 3. Oxno Jucnemuepa 3aoau \Windows.

JeH ObITh cBOOONIeH. CrieioBaTelibHO, "be3elicTBIEe CHCTEMBI" JODKHO OKa3aThCsl BHU3Y CIMCKA C JOCTATOYHO
OO0JIBIIMM TIPOLIEHTOM "HcTonb30BaHus " niporeccopa. Ha puc. 3 —ato 94 %.

OTOT METOJ TaK)KE€ MOXKHO HMCIIOJIb30BaTh
JUI TOTO, YTOOBI B CIy4ae 3aMETHOTO CHHKe-
HUSl TIPOU3BOJUTEIBFHOCTH ONPEICTUTh, Kakas
nporpamMMa BuHOBHa B 3ToM: cronben LI mo-
Ka)XeT 3arpy3Ky mnpoueccopa, a Ilamars - ome-
PaTUBHYIO MaMSTh.

B psinme cimydaeB moxer moTpeOOBaThCS
BPYUHYIO 3aBEpUIMTh HEKUH mpouecc. ITo
MOKHO C/I€JIaTh, BBIACIUB MIETYKOM MBIIIN UMS
00pa3a 1 Ha)kaB KHOTIKY 3aBepHIMTh MPOLECC.

6. Bemmummmure Bce 3amymeHHBIH TpoO-
LECChl HA JTUCT OyMaru Win B TEKCTOBBIN (aiin
U nepeiaure K Bkiajake Ipusoxkenus.

7. llockonbKy B JaHHBI MOMEHT HeE 3a-
MyIEHO HU OJHO NPWIOXKEHHE, CIUCOK 3aIly-
IIEHHBIX PUIOKEHUH OyZAET MycCT.

8. He 3akpsiBas okHa J{ucneTuepa 3amaq
Windows, otkpoiite mporpammy Paint. [{ns
3TOTO BhIOEpUTE
yck/IIporpammbl/CtanaapTHbie/Paint.

9. He 3akpoiBas mnpunoxenue Paint,
BepHUTECH K OKHY [lucneruepa 3amau Windows
¥ TpOCIeanTe 3a W3MEHEHHSIMH Ha BKIIAJIKe
IIpunoxeHus.

10. Cnomcok 3amyHICHHBIX HPUIOKEHUH
JIOJKEH COAEPkKaTh CTPOKY, COOTBETCTBYIOLIYIO

8 fucnetyep 3apay Windows { 5,

@zn  Napanetper Bra OxHa  Cnpaexa

MprnoxerHR Irbmeccul Brictpoasirane | Cors |

=10] x|

388343

BEzbHAHHLH - Pant

CHATS saaauyl MNepescunTecs I Hosan uume...J

[ COCTORHAS

[

Paboraer

hpoueccoe: 16 'Barpy:m LIM: 4%

[Boaenare nanarv: BB472KE | 6

A

Puc. 4. Bknaoka Ilpnioxenust okna /lucnemue-

pa 3aoau Windows.
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Paint (cm. puc. 4). ITockombKy 3TO IPHIOKEHHE celigac paboTaeT, 5TO JKe 3amucaHo B croiaone CocTosiHHe.

WHorma ciryqaercst Tak, 94TO IMpOrpaMMa BEI3BIBAET OMMOKY - TOT/Ia B €€ COCTOSHUHU OymeT Hamwcado "He
otBeuaet". Ecinu Hekoe paHee Oecrepe0OHHO paboTarollee MPUIIOKEHHE HAYaNI0 4acTo 0e3 BHIUMBIX MPHIMH
nepexoanTh B cocTosiHue "He oTBedaeT", 3TO MOXKET OBITh KOCBEHHBIM MPU3HAKOM 3apaxkeHus. Torma mepsoe,
YTO MOKHO CHIEJIaTh - 3TO BOCIOIB30BaThCs KHOMKOW CHATH 3a1a4y ¥ Ha4aTh OWCKH NMPUYWH. B MHBIX ciryda-
SIX MOJIB30BATHCS ITOM KHOIIKON HE PEKOMEHIyETCSl.

11. TIlepeiigure Ha Bnaaky Ilpomeccbl. CpaBHUTE CIHCOK 3alyHICHHBIX CEiUac MPOIECCOB C MEPEYHEM,
COCTaBJICHHBIM Ha Iare 6 3Toro 3amaHus. Hailgwre ornuume (ONMMIIMTE €ro B BamieM OTYETE KaK OTBET Ha
KOHTPOJIBHBII BOIIPOC 4).

12. VYo6enutech, uro mporpamme Paint cooTBeTcTBYeT mporecc mspaint.exe. [lns storo Haiimure ero B
CIHCKE 3almyIIeHHbIX POIIECCOB, HE 3aKphIBasi U He cBOpaunBast OkHO Jucmerdepa 3agay Windows, BepHUTECH B
okHe Paint u 3akpoiiTe ero.

13. Tlpocneaute, 4TO U3 CIMCKA 3aMyIICHHBIX MPOLIECCOB MpoIai Mspaint.exe.

14. Bepnurecs k Bknaake [Ipunoxxenus u yoeanTech, 4TO OHA CHOBA MyCTa.

15. Tlepeiinure k Bkiaake bbicTpoaeiicTBue (cM. puc. 5). BHUMaTensHO M3y4YHTE PACHOIOKEHHBIE TYT
rpadukn. JltoOble BCIUIECKM HAa HHUX JOJDKHBI IO BPEMEHH COOTBETCTBOBATh HEKHWM JEHCTBUSM, HAIPHMEpP
3aIlycKy TpeboBaTelIbHOH K pecypcam MporpaMMbl. Ecin HHYEro moxoero co3HaTeilbHO HE MPOU3BOAMIOCH,
3TO MOKET OBITh IPHUYUHON /st 60JIee AeTATHHOTO MCCIIeI0OBAaHMS KOMITHIOTEPA.

16. 3akpoiite okHO ucrerdyepa 3amay Windows.

3ananue 3. Jnemenmol asmozanycka

B TperbeM 3ajaHuu npeanaraeTcsl U3y4UTh 3JIEMEHTHI ONEePAllMOHHON CHCTEMBI, OTBEYAIOIINE 32 aBTO3a-
MyCK IPOTpaMM TIpH ee 3arpy3ke, a UMEHHO: Tpymiy ABTo3arpy3ka B meHio Ilyck u yrunuty msconfig.exe.

O pecnetuep 3apay Windows

Qain  MNapanarper Bra  Copaexa

Hnst Toro, droOBl MpUKIaxHAs
porpaMMa Hayajla BBIIIOJHATBECS, €€
HY)XHO 3amycTuTh. CrefoBaTelnbHO, U
BUPYC HY)XIAaeTcs B TOM, YTOOBI €ro 3a-

=10} x|

Mpeanowerna | Mooueccss  BHCTPOAeRCTEHE ICe\'b |

nycTwid. [t 3TOro MOXKHO HCIIOJNIB30-
BaTh [Ba CLIEHApMs: IHOO clenaTh Tak, “3arpyakalfl )~ Xpowonora sarpyke L
9TOOBI ITOJIb30BATENIb CaM €TI0 CTapTOBAJ
(ucmonp3ytoTcss  OOMaHHBIE  METO/IBI),
00 BHEAPUTHCS B KOH(UTYpAIIIOHHEIC
¢aiinel M 3amycKkaTh OJHOBPEMEHHO C ‘
JIPYrOM, MONE3HOH MporpamMmo. Ontu- DA NOAKAKN | XPOHONCOHA HCNONES0E3HAA BEiNa NOAK K
MaJIBHBIM C TOYKH 3pEHHS BHUpYycCa BapH-
AQHTOM CIIY)KUT 3aIlyCK OJJHOBPEMEHHO C
OIIEpaIMOHHON CHCTEMOH - B 3TOM CIy-
Yae 3aIryCK IMPaKTUIECKH TapaHTHPOBaH.
1. Cawmpiii mpocTo#i criocob no0a- ‘
BUTh KaKyHO-THOO MPOrpaMMy B aBTO3a- Scero SM3FMECKEA NAMATE (KE)
IPy3KY - 5TO HOMECTUTh €€ APJIBIK B pa3- ASHTIITOPOS 3910: (1| Beero 196060
nen  Astosarpyska (ITyck/Bce mpo- 2;3;2:08 2?; g:g;:’:;ﬁ ) }ggg
rpaMMbl/ABTO3arpy3Ka).
2. IlpoBeppTe mamnky ABTO3a- Boaenztie naveTh (KB) Menare sapa (KE)
rpy3Ka Ha BallleM KOMITBIOTEPE. Beero 84636 | | Beero 211%2
3. Jlo6aBbTe B CIHCOK aBTO3a- Mpeaen 428328 | Brrpyxacvar 13564
rpy3ku nporpammy broknom (Notepad). AR 2itdad || haban el i
Jus sroro Beibepure Ilyck/Bee mpo-
rpammbl/CTaHAapTHBIE. Mpousccos: 15 Farpysea LIN: 4% Boaenarae nanati: 84636K6 | 6

4, B OTKpBIBIIEMCSI ITOJMEHIO
HalAUTE SIPJBIK NPOrpaMMbl biroxHom.
[{emdaxoM mpaBoil KIABHWIIM MBIIIN Ha
HEM OTKpPOWTE KOHTEKCTHOE MEHIO U BbI-
Oepure u3 Hero komany KonupoBats.

Puc. 5. Bknaoka buicrpoaeiicreue okua /Juc-
nemuepa 3adau \Windows.

5. 3akpoiiTe MOAMEHIO CTaHAAPTHBIX IPOTPaMM.
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6. Brioepure Ilyck/Bce mporpaMMbl v 1BaX bl IIEIKHUTE JICBOM KIIABUIIICH MBIIIN 110 Ha3BAHHIO TPYII-
el ABTO3arpy3ka (Wiu

IETKHUTE TPaBON KJIaBH- ot s L cbio 2 =10].%)
|
el MBI MO HA3BaHUIO | ®ain Mpesra Baa  Mbpardce  Cepenc  Cnpaexa ‘ i
, e
Ipynnsl ABTO3arpyska u | , | ' .
p Py ) Hazan - )i T -/ Monae | Maney [~ X ) s

U3 KOHTEKCTHOTO MEHIO |
BbIOepuTe KOMaHxy OT- iff'f’e?,[';75"’30.‘5'?'????_,?@??‘3@‘1“d“"“"e"'f’_’ et Hen Do el
KPBITh).

7. B pesymbprare
OTKpOeTCs COOTBETCT-
BYIOILIE€ OKHO TIanKH aBTO-
3arpysk# (cM. puc. 6).

8. B oxue aBro3a-
TPY3KH LICTKHUTE MpaBOn
KJIIABUILIEW MBIIIA  TOe-
HUOyZp Ha OeroMm moe
OKHa M B OTKpBIBHIEMCS
KOHTEKCTHOM MEHIO BbIOE-
pute koMaHay BeraBurh.

9. B  pesynbrare
9THX JeficTBUIl B OKHE [Ofxextos:0 0 Gt v Iy Computer
JOJDKHA TOSIBUTBHCSI KOTMHS
SPJIbIKA TPOrpaMMbl BoK-
nom (Notepad).

10. 3akpoiitTe OKHO U yOemuTech, 4YTO TEMeph pa3iedl ABTO3arpy3ka B CHCTEMHOM MEHIO
Myck/IIporpaMmsl He IyCT.

11. Tlepesarpy3ute KOMIBIOTED.

12. YG6emuteck, 4TO MO 3aBEPILCHHIO 3arPy3KH aBTOMAaTHUECKH 3aIlyCTHIIACH ITporpaMma biokHom.

[Ipu oOcnenoBaHNK KOMIBIOTEPA HY>KHO NOMHUTb, YTO OTCYTCTBUE MOAO3PUTEIIBHBIX SIPIBIKOB B pa3zaese
ABTo3arpy3ka cucremMaoro MeHio Ilyck/IIporpaMmsl He TapaHTHPYET, YTO HU OJHO TPUIIOKEHHUE HE 3aIycKa-
eTcs aBTOMaTHUYECKH. TEeXHUUECKH JIJIsl aBTO3aIyCKa HYXKHO JI00aBUTh COOTBETCTBYIOIYIO 3aIHCh B CHCTEMHBIH
peecTp onepauoHHON CUCTEMBI.

Hecmotps Ha 10, uTO peectp Windows oueHb OOJIBILION, CYIIECTBYET 000I04Ka, IO3BOJIAIONIASL C HUM pa-
OotaTh HamnpsMyro. Ho menarh 3T0 peKOMEHIyeTCsl TOJIbKO B KpaiiHeM ciiydae. JIjsi OOJIBIIMHCTBA CHUTYaIWH,
CBSA3aHHBIX C  ABTO3AIlyCKOM,
JOCTaTOYHO HCIIONB30BaTh CUC- [EALElEntIlee e Cr
TeMHyr0 ytuiauty Hacrpoiika
CHCTEMBI.

=] 3 repesca

™

Puc. 6. Okno nanku ABro3arpyska.

OBwre | SYSTEMLINI | WIM.INI | BOOT.INI CrywBbl | ABTOZArpyYsKa

BiapMaHT sanycka

13. Orxkpoiite TJIaBHOE
MeHio kHonkoi Ilyck u BbiOepH-
T€ NyHKT Bblnmoanutrs. B ot-
KpBIBLIEMCSl OKHE 3alycK HNpo-
rpammbl HaGepute Msconfig u
Haxxmute KHOTKy OK.

14. O3nHakombTECH c
BHEITHUM BHJOM OTKPBIBIIETOCS
okHa ytunuTel Hacrpoiika cuc-
TeMbl (cM. puc. 7).

Ha Bxianxke O01mme MOoX-
HO BBHIOpaTh BapHaHT 3aITycKa
onepanoHHo  cuctemsl.  Ilo
YMOJIYaHUIO0 OTMeueH OObIYHBbINH |_oc  J[ omenss |
3anyck. OH o0ecreynBaeT Mak-
CHMallbHyI0 (YHKIIMOHAIBLHOCTh Puc. 7. Okno ymunumer Hactpoiika cucTemMsl.
cuctembl. OcTanbHBIE JIBa BapH-
aHTa 3alycKa IpeAHa3HAYEHBI
JUIl JUarHOCTUKH. BTopoil BapuaHT, JIMarHocTMYecKMid 3aIyCK, PEKOMEHIYETCS MCIOJb30BATh TAKXKE IPU

(%) 0Bk 3aMYCK - Sarpyska Be: ADAHEEPOE YCTRORCTE M SanyCK BOEx Cy

() AWArHOCTHUECKMIA 38MYCK - 3AFPY3KA TONBKD OCHOBHBIX APSFESPOE H 38MYCK OCHOBHLX CRy#E

() BrIBopouHeIi amyck:

[ &MY THTE BOCCTAHOENEHHE CHCTEMB ] [ MzEneqs dakn. .. ]
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MOJATBEPAUBLIEMCS] BUPYCHOM MHIIUJIEHTE - €CJIM KOMIIBIOTED YK€ 3apa)KeH, Cpa3y YCTAHOBUTh aHTUBUPYC B Psi-
Jie CcllyyaeB HeJb3s, HallpUMep, €CM BUPYC CO3HATENbHO OJIOKMPYET 3allyCK psAfa aHTUBUPYCHBIX IPOTPaMM.
Torna, ecny HET BO3MOXHOCTH yIAIUTH MM XOTsI ObI BDEMEHHO 00€3BpEAUTh BUPYC BPYUHYIO, PEKOMEHAYETCS
3aIllyCTUTD OMEPALMOHHYIO CUCTEMY B 0€30MIaCHOM PEKUME, HHCTAUINPOBATh aHTUBUPYC U Cpa3y JKe MPOBEPHUTH
BECh JKECTKHMH IUCK HAa HAJIMYUE BUPYCOB.

Jisl moTydeHusl NOMOJHUTENbHOW MH(pOpMauu o0 3TOH BKIAAKe M OPYTHX MOXHO BOCIOJIB30BATHCS
KHONKo# CnpaBka.

15. Tlepeiinute Ha Bkiaaky SYSTEM.INI 1 03HakOMBTECH CO CITUCKOM 3aIycKaeMbIX JpaiBepoOB H JIPy-
I'MX TIapaMeTpoB OIMEPAIMOHHON CHCTEMBI. TyT OTOOPa)XKAar0TCs BCE CCBUIKH, YKa3aHHBIC B OJJHOMMECHHOM CHC-
TeMHOM daiiie.

16. Ilepeiigute k ananoruyHoi 3aknaake WIN.INI 1 o3HakoMbTECE € €€ COEePIKUMBIM.

17. Tlepetigure Ha Bkimaaky BOOT.INI, koropas Takxke oToOpakaeT JaHHBIC U3 OJJHOMMEHHOTO (aiina.
Kak u npenpiayiye aBe, OHa TaKKe COJACPKHUT CUCTEMHYIO HH(POpMAIio. MI3MEHSITh ee MOKHO TOJILKO 00Janas
COOTBETCTBYIONIMMH 3HAaHUSAMU. OJIHAKO 03HAKOMHUTBCS CO CTAHAAPTHBIM BHUJIOM M B CIy4ae MOJI03peHUI 00Ha-
PYXHTh CIIe/Ibl BUpYyCa MOJ| CHITY H Henpo(hecCHOHATY.

18. TIlepetigure Ha BkIanky Ciayxk0bl. 37ech MPEICTABICH CITUCOK BCEX CIYkKO, YCTAHOBJICHHBIX B CHUCTE-
Me. Kaxxnas cimyx0a mpezacTaBiseT co00l HEeKoe NpuiioxkeHue, padoraroiiee B hoHOBOM pexkume. Hampumep,
AHTUBUPYCHBIA KOMILIEKC, 00CCIEUNBAIOIINI TTOCTOSHHYIO 3aIlIUTY, TAK)XKE BCTPAUBACT CBOKO CIYXO0y, cieoBa-
TENBHO, OHA JTOJDKHA MPHCYTCTBOBATH B 3TOM MEpEUHe.

19. Ilepelinure Kk BKJIagKEe ABTO3arpy3ka U yOSJAMTECh, UTO B CIUCKE MPUIIOKCHHN, aBTOMATHUCCKU 3a-
MyCKaeMBbIX IPH 3arpy3Ke CUCTEMBI, €CTh IIporpamma biokHom.

Criucok B okHe HacTpoiiku cucTeMbl MOXKET COICPIKATh JOTOJTHUTEIBHBIC SJIEMEHTHI, HE 0TOOpaXkacMble

B paznene Ilyck/IIporpammbl/ABTO3arpy3Ka.

20. OTkII0OYNTE aBTOMATHYECKYIO 3arpy3Ky brnokroma, yopas ranouky Bosie smementa Notepad B c¢Tosi6-
e JJIieMeHT aBTO3arpy3ku u meénkaure mo kaonke OK.

21. B otkpsiBmiemcs okHe mEnkaute mo kHomke Ilepe3arpy3ka (cm. puc. 8), 9ToOBI MPOBECTH Tiepe3a-
rpy3K2yZCHCTeMH' HacTpoiika cucTeMsl Ty x|

. Jlo)kauTech OKOHYAHUS Tepe3arpy3Kd H - -
BOMIUTE B CHCTEMY OILATb. Hrofes CASNSHAEE NPOCPEMMOE HALTROMNH CHETEME! HESMEHEMA

23. TlockonbKy Bbl BHECHM (DAKTUYECKHM  BCTYNHAN B 04y, HEODXOAMNO NEDESATDY3HTE KOMIESOTED.
BPYYHYIO M3MEHEHHs B MapaMeTphl aBTO3arpy3Ku
(oTkmroumB 3amyck binokHoma), cuctema BBIBEAET | Nepesarpyxa ] Braxoa Ge3 nepesarpysH I
COOTBETCTBYIOILIEE YyBelOMJICHHE. BHHMMaTenbHO
MPOYUTANTE TEKCT YBEIOMJICHUSI U HAXKMUTE KHOTI-
Ky OK. Puc. 8.

24. D10 mpuBeneT K OTKphITHIO OkHa Ha-
cTpoiika cucrembl. OOpaTuTe BHUMaHUE, YTO TEMEPh MCIOIB3yeTCsl He OOBIUHBIN 3alycCK, a BBIOOpOUHbIH. [1pn
3TOM MOJHOCTBIO0 0OpabaTeiBatoTcs Bee neMeHThl ¢aiinoB SYSTEM.INI, WIN.INI u BOOT.INI, 3arpysxkatotcs
BCE CIIy>KOBI (IIOCKOJIBKY MBI MX HE Tporaiu), Ho (iar 3arpy:kaTh 3j1eMeHTbl aBTO3arpy3KH 3aTeHEH. DTO 03-
HA4YaeT HETOJHYIO 3arpy3Ky.

25. Tlepeiinute Ha BKIAJKy ABTO3arpy3ka 1 yoeaurech, 4to e€ BUJl He U3MEHHIICS - b1okHom BCE Tak ke
MPUCYTCTBYET B CIIUCKE, HO OTKIIIOYEH.

26. He 3akpeiBas okHa HacTpoiika cucrteMbl IpOBEphTE, UYTO b1oKkHOM aBTOMaTHYECKH HE 3aIlyCTHIICS U
pazznen Ilyck/IIporpamMmmbl/ABTO3arpy3Ka Terneps mycT.

27. Bepnurecs k 3aknanke O6mme okaa Hactpoiika cucreMsl 1 BeiOepuTe BapuaHT BeiGopouHblii 3a-
nyck. Haxmute kHonky OK 1 B cnenyromem okHe ménkaurte no kHonke Ilepe3arpyska.

28. JloxauTech OKOHYAHMS Tepe3arpy3Ku, BOMJAUTE B CUCTEMY U YOCIUTECh, UTO COOOIICHHUE O BHIOOPOU-
HOM 3amycke (Kak ObUIO B TyHKTE 23) He MOSBISETCS.

29. OpnHako MOCKONBKY uiar, cHATHIA B nmyHkTe 20, Mpu meperiitiodyeHud B pexkuM OOBIYHBIN 3amyck
BepHyJics (Obvblunbiii 3anyck TIPEATIONaraeT 3arpy3ky BCEX 3apeTHCTPHPOBAHHBIX KOMIIOHEHTORB), TPUIIOKEHNE
Fbnoxknom cHOBa aBTOMATHYECKH 3aITyCKAETCs 110 3aBEPIICHIH TIepe3arpy3Ku ONepaioHHON CHCTEMBI.

30. VYo6eaurech, uto B Ilyck/IIporpammsbl/ABTO3arpy3Ka BepHYIICS SPIbIK broxknoma.

31. VYpanute 3TOT SPJBIK, BBI3BAB KOHTEKCTHOE MEHIO (IIETYOK MPaBOM KJIaBUIIEH MBIIIHN) M BBIOPaB KO-
MaHIy ¥YaanuThb. [ NOATBEPKACHUS] CBOMX HAMEPEHUH B MOSBUBIIEMCS CIEIYIONIEM OKHE HAKMUTE KHOIKY
Ha.

32. Temnepb aBTO3arpy3Ka 4ucra. Y 0eAUTECH B 3TOM, BHIIIOJIHUB NIEpe3arpy3Ky U BOHIS 3aHOBO B CHCTEMY.
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3aganue 4. Cemesas akmueHocmop

B uerBéproM 3amaHWM mpenyaraeTcs M3YYHTh W MPOAHATN3UPOBATH CETEBYIO0 AKTHBHOCTH C MTOMOIIBIO
Hucnerdepa 3amay Windows u BCTpoeHHOH yTHINTHI Netstat, koTopas BEIBOIWT Ha 3KpaH MTHOBEHHYIO CTAaTH-
CTUKY CETEBBIX COCIMHCHUH.

Heoxunanno Bo3pociiasi ceTeBasi akTHBHOCTh MOXKET CIIY)KUTh SIPKUM CBUACTEILCTBOM pabOThl HA KOM-
NBIOTEPE MOJO3PUTEIBHON MPOrpaMMbl, MPOU3BOASILECH HECAHKIMOHUPOBAHHYIO PACCBUIKY IHCEM, CBS3bIBAIO-
HIelicsi CO CBOMM aBTOPOM W Iepearolieil eMy KOHQHUICHIATBHYI0 HH)OPMALIUIO WM MPOCTO 3arpy’Karollyro
CBOU JOMOJHUTENIbHBIE MOAYJIM WM aTakyloUled coceHne KOMMbIoTepsl. Ho mpu 3TOM HYXHO He 3a0bIBaTh,
YTO psiJ BIIOJIHE JICTAIBHBIX NPUJIOKEHUN TaK-
€ MMEIOT CBOWCTBO WMHOTZIA CBSI3BIBATBCS C =10} x|
caiToM (UPMBI-IPOU3BOAUTENS, HampuMep  Pain Mapansrtpe Bsad  Copaera
JUTSI TIPOBEPKH HAJTWYHS OOHOBJICHHH MM 00-
Jee HOBBIX Bepcuil. [ToaTomy, npexe uem oT-
KJIOYaTh CeTh U BBIAEPTUBaTH CETEBOW IIHYP,
YBUJIEB HEOOBIYHO SPKOE MUTAHHE JIAMIIOYKH
Ha CETEeBOW KapTe, HEOOXOIUMO YMETh OTpesie-
JIATh KaKue MporpamMMbl U MPUIOKEHUS BbI3Ba-
JIY 3Ty MOJI03PUTENBHYIO0 aKTUBHOCTb.

Npranoserna ] Moouyeci ] BoicTpoaecrene CoTe I

1. Orkpoiire okHO Hucnemuepa 3adau

WindOWS, Ha)kaB OJHOBPEMCHHO KJIaBHUIIH AXTHEMLD! CETESRX SAANTEPOE HE COMADYNEND,
Ctrl+Shift+Esc, u mnepeiimure Ha BKIAAKY
Cetb.

2. B HmWKHEH YacTH OKHAa pPacIHOJIOXKEeH
MepEUYCHbh BCEX YCTAHOBJICHHBIX B CHCTEME Ce-
TeBbIX agantepoB. OOBIYHO OH oaMH. B cTONO-
e Ucnosib30Banne ceTH MPUBOIUTCS MOMEH-
TaJhbHOE 3HAYCHWE JIOJNH UCIOJIh3yeMOTo KaHa-
na, a B CKOpPOCThL JIMHUM - TIPOIYCKHAs CIIO-
cooHocth. B cronbne Cocrosinme otoOpaxa-
€TCsl CTaTyC.

Ecnu Ha BameMm KoMIbIOTEpE HET HU OJI-

HOT'0 aKTUBHOTI'O aJIaliTeEPa, TO OKHO /Jucnemue- Flpousccos: 17 3arpyska LUN: 2% Bonensrae nanati: 1115566 [ 6
pa 3ad0au Ha BKianke CeTb OyAeT BBHITIISIETH
TaK, KaK IOKa3aHo Ha puc. 9. Puc. 9.

3. Wuunuupyiite kakoe-HHOYIb ceTe-

Boe coeauuenue. Hanpumep, otkpoiite Gpaysep Internet Explorer u 3arpysute caiit WWW.Viruslist.ru.

4. Tlpocneaute 3a U3MeHeHUsAMH Ha Tpaduke Jucnemuepa 3adau: Bee BalK JEHCTBUS OTOOPA3ATCS HA
rpaduke B BUJIE NIMKOB CETEBOM aKTMBHOCTH, a 3Ha4YeHHUE 10Js1 MCOb30BaHMe CeTH Ha BPeEMs IMEPECTaHET
OBITH PABHBIM HYJIIO.

Taxum 00pa3oM, eciu BbI, 3aKpbIB BcE MPUKJIIaTHBIE TPOTPAMMBI, KOTOPBIE MOTYT WHHIIMUPOBAThH CETEBbIE
COeIMHEHHs, 0OHAPYKUBAETE, UTO CETh BCE PABHO HCIOJB30BATHCS MPOIOJDKAET, HYXKHO HCKATh IIPUYKHY.

5. Huc-
nemyep  3a0ay
Tl [0V () Tl i c ros0f t Windows XP [Bepcua 5.1.2600]
Kopnopauua Mavkpocoogr, 1985-2001.

3BIBAET  TOJIBKO
camyl  0OIIyro
nH(pOPMAITHIO.
s nosydeHus
Oonee  mompoO-
HBIX JAHHBIX Puc. 10. Oxno ymunumer KomanaHasi CTpoka.
MOJKHO BOCIIOJTB-

30BaThCs yruuTon netstat.




49

6. 3akpoiite okHO Jlucnemuepa 3a0au  Windows u  Beioepute Ilyck/Bce  mporpam-
Mbl/CTangapTubie/ Komananas cTpoka.

7. B otkpbiBiIeMcs okHE (cM. puc. 10) Hy»HO HaOMpaTh KOMaHIIbl, OKAHYMBAIOIIUECS HaKaTHEM KJia-
Buinu Enter. Takoii cmoco0 B3auMOAEHCTBUS HA3bIBACTCS pabOTOM Yepe3 KOMaHIHYIO CTPOKy. Y Tunura netstat
MOAPa3yMEBAET UMEHHO TaKOH PEXKUM.

HaGepute B KOMaHIHOH CTpOKE

netstat/?

¥ HAXKMUTE KinaBuiry Enter.

8. Ipounraiite omucanue yTwiuThl Netstat. Yoeaurech, 4To sl BHIBOAA caMOW MOJMHON WH(OpMAaImu
HY>KHO UCIIOJIb30BaTh KITI0Y — .
HabGepute B KOMaHIHOH CTPOKE

netstat -a

¥ HOXMUTE KinaBuiry Enter.

9. Pe3ynpTaToM BBINONHEHHS KOMaH[bI SIBJISETCS CIIUCOK aKTHBHBIX MOAKIIOYEHHUH, B KOTOPBIH BXOIST
YCTaHOBJICHHBIC COSJMHEHUS U OTKPBITHIC TIOPTHI (CM. puc. 11).

oA GhYWINDOWS\system32\cmd.exe

KOMNOHEHTOB, YYACTHBUNUMX B COSAAHHMK NMOAKADUEHMHE, HAH OXHRADIgHY
NOPTY AAA BCEX HCNOAHAEMBX DAHAOS .

HHTEpBAan MoBYOPHLIN BHBOA CTATHCTHYECKHX QAHHMX YEpes yYxKasaHHu
NPOMEXRYTOK BpEMEHKM B cexyngax. [lia npexkpaneHHs SNsona RaHHbx
Hawmure kaasuuu CTRL+C. Fcau napamerp He sapam, CEEAeHMa o
TEKYUENW KOHOUI YPALMKM BHBOQRTCA OAMH pas.

C:\>netstat -a
GKIMBHNE noaxKapvueHua

Hia flokaabHuK agpec BrHewnun apnpec Cocroanue
ICP ivan:epnap ivan.lab.kl:0 LISTENING
ICP ivan:microsoft—ds ivan.lab.kl:@ LISTENING
ICP ivan:1110 ivan.lab.kl:@ LISTENING
ICP ivan:netbios—ssn ivan.lab.kl:0 LISTENING
ubpP ivan:microsoft—ds s

UbDP ivan:isaknmp

ubpP ivan:=4500

ubpP ivan:nethios—ns
ubp ivan:netbhios—dygm
ubP ivan:=1027?

C:\>

A3 s:
SRR

Puc. 11. Okno ymunumer Komananasi cTpoka.

OtkpoiTeie TCP-moptel 0603Havarotcst crpokoit "LISTENING" B xonmonke CoctosiHue. YacTh mopToB
CBs3aHA C CHUCTEMHBIMH ciykOamu Windows u oroOpakaeTcsi HE 1O HOMEpY, a IO Ha3BaHHMIO - epmap,
microsoft-ds, netbios-ssn. [TopTel, He OTHOCSIIHECS K CTAHAAPTHBIM CITy>K0aM, 0TOOPaXKAFOTCSI 10 HOMEPaM.

UDP-nioptst 0603Hauatorcst ctpokoit "UDP" B kononke Ums. OHU HE MOTYT HaXxOOUTHCS B Pa3HBIX CO-
CTOAHUSAX, modToMy crnenuanbHas noMeTka "LISTENING" B ux orHOmenunn He ucmnonb3yercs. Kak m TCP-
MOPTHI OHU MOTYT OTOOpaXkaThcs O UMEHAM WIIH IO HOMEpaM.

[TopThl, UcoNb3yeMble BPEIOHOCHBIMU NPOrpaMMaMH, Yalle BCEro SBISIOTCA HECTAaHIAPTHBIMH M IIO-
3TOMY OTOOpa)kKaloTCsl COTIIACHO MX HOMepaM. BrpodeM, MOTYT BCTpedaThCsl TPOSIHCKHE MPOTPAMMBI, HCIIOIb-
3yIOLIME JUII MAaCKHPOBKY CTaHAAPTHBIE JUIsS APYTUX MPHIOKEHUH nmoptel, Hanpumep 80, 21, 443 - nopTsl, Huc-
MoJIb3yeMble Ha (aiyioBbIX U BeO-cepBepax.

10. TlIpoBepbTe, Kak U3MEHUTCSI CTATHCTHKA, OTOOpakaemas Netstat mpu WHUIMUPOBAHWU HOBBIX COEJIU-
HeHui. J[jist 5TOro NoBTOpHTE MYHKT 3 (MHULIMUPYs HOBOE COEIMHEHNUE, HanpuMep, WWW.processlibrary.com).
11. Komanpna netstat, 8 otnmuume ot Jucnemuepa sadau Windows, He paboTaeT B pexuMe peaJbHOro Bpe-
MEHH, a 0TOOpa)kaeT MIHOBEHHYIO cTaTUCTUKY. Cl1eJ0BaTeNbHO, €€ HY>)KHO CHOBA 3aIlyCTUTh.
BepHutech k OKHy KOMaHAHOM CTPOKH, BBEUTE
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netstat -—-a
¥ HOXXMHTE KiIaBumy Enter.

12. HccnenyiiTe NONMy4YCHHYIO CTATUCTHUKY.
13. 3akpoiite Opay3sep, TOBTOPUTE KOMAHY

netstat -a
¥ HOXMUTE KiiaBuiry Enter.

14. YOemutech, UTO BCE BHI3BAHHBIC PAHEE CETEBBIC COCIMHCHMSI 3aKPBITHI, a EPEUCHb AKTUBHBIX COCJIH-
HEHHI HEe OTIMYACTCS OT JAHHBIX, MOMYYCHHBIX ITPH BHITOJHCHUH ITyHKTA 9.
15. 3akpoiiTe OKHO KOMaHIHOW CTPOKH. [[j1s 5TOTO BBEINTE KOMAHIY

exit

¥ HOXMUTE KinaBuiry Enter.
3aknwuenue

B atoii maboparopHO#i paboTe ObLIM M3Y4eHBI SBHbIC MPU3HAKU 3apayKeHHsI KOMIIBIOTEpa HA IPUMeEpe MO-
nuduKanuN HaCTPOEK Opays3epa, UCCIIEA0BaHbl BO3MOKHBIE MECTa CKPBITHIX HMPOSBICHUN: 3aIlyIlIEHHbIE IPOLIEC-
CBlI, DJIEMEHTHI aBTO3AIlyCKa, CETeBas aKTHBHOCTb. BBINOIHEHHE MPAaKTHUECKUX 3aJaHU MO3BONAET MOIYUYHUTh
HaBBIKH OOHAPYKEHHSI HA CBOEM KOMIIBIOTEPE MMOI03PUTEIBHBIX IPOrpaMM BpYUYHYIO, 6€3 HCIOIb30BaHMs aHTH-
BHUPYCHBIX CPE/CTB.

KoHTpoJibHbIEC BONIPOCHI

1. YTo OTHOCHUTCS K s6HbIM TIPU3HAKAM BHPYCHOTO 3apaXKCHHS KOMITbIOTEPA ?

2. Kak MOXXHO M3MEHHTH aJ[pec JOMAIlTHEH CTPAaHUIIBI, ABTOMATHYECKH 3arpy’KaeMoi MPH KaKIOM OT-
KpeITHH Opaysepa Internet Explorer ?

3. KakoBo Haznauenue /Jucnemuepa 3aoau Windows ?

4. Kaxas undpopmanms otoOpaxkaercs Ha Bkiagke [lpounecest okHa Jlucnerdepa 3amqaa Windows ?

5. Kak M0xHO gpyuH)t0 3aBEpIINTH HEKOTOPHIN MPOIIECC HA KOMITBIOTEPE M B KAKHUX CITy4asX ATO BEHITOJ-
Hsercs ?

6. Omummre HaiineHHOe Bamu oTiMuKe Ha BkiIaake IIpomeccbl okna J{ucneryepa 3amad Windows mpu
BeIoJiHeHuH 1.11 3amanus 2 .

7. Uro HYXHO cHeiarh, 4TOOBl Kakoe-THOO NPUIIOKEHHE aBTOMATHUYECKH 3arpyXalloch HpPU 3arpyskKe
OTIEPAIIMOHHON CHCTEMEI ?

8. Ha Brmagke Cay:x0bl okHa HacTpoiika cuctemMbl HaiiiuTe Ha3BaHHUA BCEX CIYXKO, OTHOCAIINXCS K
AHTHBHPYCHOM MporpaMMe, padoTaIoOIIel Ha BallleM KOMITBIOTEPE U 3aIUIINTE UX B OTUET.

9. O uéM CBUAETEIBCTBYET YBEIIMUCHHE CETEBOM aKTUBHOCTHU ?

10.Kak onpeesiuTh Kakue MporpaMMbl U IPUIOKESHHS BBI3BIBAIOT MOJ03PUTEIILHYIO CETEBYIO0 aKTUBHOCTh

11.Kakas yTUIuTa MO3BOJSIET Oojiee MOJPOOHO M3YYUTh M MPOAHAM3UPOBATH CTATUCTHKY CETEBBIX CO-
eaunenunit ? Kak 3amyckaercs sta yrunura ?
12.Kak MO>XHO ITPOCMOTPETh MTHOBEHHYIO CTATUCTHUKY CETEBBIX NOJKIIOYSHUH ?

JlaGoparopnass pabora Ne S

3awuma om HecaHKUyUOHUpPO8aHHO20 docmyna
6a3 daHHbIX Microsoft Access

Ilesb padoThl: H3yUeHHE CPEJICTB, penocTaBisieMbix MS ACCESS aiis pemeHns 3a1a4: apXuBUpPOBa-
HUS, CKATUs M BOCCTAHOBIJICHUS 0a3 JaHHBIX; 3aIUTHl HHPOPMAILIMU C TOMOIIBIO CPEACTB MHdpoBa-
HUS; aAMUHUCTPUPOBAHUS 0a3 TaHHBIX.

BBenenue

3amuTuTh 0a3bl gaHHBIX MS ACCESS 0T HeCaHKIIMOHHPOBAHHOIO JOCTYIAa MOXHO C IOMOIIBIO CIICAYIO-
ITUX CPEACTB:
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* apXUBUPOBAHHE (CO3MAHUE PE3CPBHBIX KOMHI) 0a3 JaHHBIX;
* C)KaTHe U BOCCTAHOBIICHUE 0a3 IaHHBIX;

* 3amuTa HHOOPMAITUH C TOMOIIIBIO CPEICTB MIH(PPOBAHUS;

* YCTaHOBKA MapoJisd JOCTYIa K 0a3e NaHHbBIX;

* aJIMAHUCTPHUPOBAHKE 3aIIUIIEHHON 0a3bl JaHHBIX.

1. ApXI/IBI/IpOBaHI/Ie, c’kaThe M BOCCTAaHOBJIEHHeE 0a3 JAHHBIX

Uro0bl 3aCTpaxoBaThCsl OT MOTEPH JAHHBIX, MOXKHO CO3JIaTh PE3EPBHYIO KOMHUIO 0a3bl JAHHBIX Access.
UTo0b! YBEIHYUTH MPOU3BOIUTEIBLHOCTL 0a3bl TAaHHBIX U YMEHBIIUTh €€ pa3Mep, MOXKHO HCIIOJIb30BaTh OIepa-
LIUIO C)XaThs 0a3bl JaHHBIX AcCCeESS.

1.1. Co30anue pesepsnoii konuu 6a3zwvt oannvix MS Access

EcTp Heckonbko myTelt co3anus pe3epBHOI KonuK 0a3bl JaHHBIX:

— TpH HAJWYUH TOCTATOYHOTO 00hEMA CBOOOJHOTO MECTa Ha JMCKE MOXKHO CO3/1aTh PE3EPBHYIO KOITHIO
OOBIYHBIM KoTHpoBaHUEM (aiina ¢ momommbpio mprtoskerus [IpoBogauk (Explorer), Bxomsimero B coctap ornepa-
MOHHOM cucTeMbl Windows;

—  9TOOBI COKOHOMHUTH MECTO Ha JAMCKE, MOKHO CO37IaTh CKATYIO KOIMUIO (aiiyia ¢ IIOMOIIBIO TPOrPaMMBbI
apXUBHUPOBAHMS, HAIPUMED C MTOMOIIBI0 YTUIUT WinZip uiau WinRar.

1.2. Corcamue 6a3vl oannvix Access

[Ipu ynanennn naHHBIX WM OOBEKTOB (aiin 6a3bl TaHHBIX CTAHOBUTCS (PparMeHTUPOBAHHBIM, 3TO MIPHUBO-
IIMT K TOMY, YTO JMCKOBOE MPOCTPAHCTBO UCIONB3yeTcsi HedekTuBHO. CkaTre 0a3bl JaHHBIX MO3BOJISACT IMO-
JYYUTh KOIHIO, B KOTOPOI AaHHBIE U OOBEKTHI COXPAHSIOTCA OoJiee PALlMOHAIBHO, YTO 3HAYUTEIEHO SKOHOMHT
MECTO Ha JIUCKE.

Ymoou corcamy omkpoimyio a3y dannwvix Access:

1. 3arpyswure (aiin 0a3sl JaHHBIX.

2. BuiOepure komanay meHwo CepBuc/Ciay:ke0Hble mporpaMmbl/CKaTh U BOCCTAHOBHTH 0a3y JaH-

HBIX.
Ymoowl corcamop 3aKpuimyIo 6 OAGHHLLIL MOMEHM 043y OAHHbIX Wiu npoeKkm Access:
1. 3amycrure MS Access, He OTKpbIBasi 6a3y JaHHBIX
2. BuiOepure komanay meHwo CepBuc/Ciay:ke0Hble mporpaMmbl/CKaTh U BOCCTAHOBHTH 0a3y JaH-
HBIX.

3. B nosBuBIIEMCS I1MAaTI0rOBOM OKHe Ba3a JaHHBIX [UIA CKATHSA, YKaXHUTe 0a3y JaHHBIX, KOTOPYIO He-
00X0JIMMO CKaTh, M HAKMHTE KHONIKY CiKaTh.

4. B nosBHBIIEMCS JUaaoroBoM okHe CikaTHe 6a3bl TaHHBIX MO HMEHEM BBIOEPUTE JHCK U TANKy U
BBEJIUTE UM JIJISI COXPAHEHUSI C)KaTO# 0a3bl JaHHBIX, a 3aTeM HaKMHUTE KHOTIKY COXPaHUTh.

B 06oux cirydasix mporiece CKaTHs MOXHO MPepBaTh ¢ MOMOIIbI0 komouHaiwu kiasui Ctri+Break wiu
Kkiasumu Esc.

JonyckaeTcs cxatue ¢aiina 6a3sl JaHHBIX Access B (Baiia ¢ TeM Ke UMEHEM, YTO U UMS UCXOJHOTO (haii-
Jla, Wik co3fianue (aiina ¢ HoBbIM UMeHeM. [Ipu yka3aHUM TOTO JK€ UMEHH, JUCKA WM MAalKA U HPU YCIEITHOM
CkaTuu 0a3bl TaHHBIX UCXOIHBIN (hailJl aBTOMAaTHYECKH 3aMEHSETCS Ha CKAThIN (aiiil.

Moxno HacTpouts MS Access Tak, 4T0ObI KOHKpeTHast 6a3a JaHHBIX MM MIPOEKT aBTOMATHUYECKH CKHMa-
JIUCH TIPH 3aKPBITHH.

Ymoovl ycmanosumy agnmomamuuecKoe cycamue 0a3vl 0anHbX Access:

1. Ortkpoiite 0a3y JaHHBIX, KOTOPYIO HYKHO CKaTb.

2. Broibepure xomanay menio Cepsuc/Ilapamerpol/Bkiagka O6mme/ycranoButh ¢uiaxok CikuMaTh
Nnpu 3aKpbITUM 1 HaxMuTe KHONIKY OK.

1.3. Boccmanoenenue nogpexcoénnoil 0azot 0aHHBIX

B GonpmuacTBE cnydaeB Microsoft Access ompenenser, 4To 0a3a JaHHBIX TTOBPEX/IeHA, IPU TIOMBITKE OT-
KPBITh, 3amU@poBats win jgemmdpoBaTh e€. Torna moib30BaTeio MpeloCcTaBIsIeTCs BOZMOKHOCTh BOCCTaHO-
BUTH 0a3y JaHHBIX, BHINOJHUB €€ cokaThe. HO B HEKOTOPBIX CUTyauusix He yAa€rcsl onpenesnTb, 4To 0asza JaH-
HBIX TIOBpekAeHa. Ecin 6a3a naHHbBIX BeAET ceOs HelpeacKa3yeMbIM 00pa3oM, BEIIIOIHUTE €€ CKaTHhe.
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IMpu ceprE3HBIX MpoOIEMax, KOTOPbIe MPUBOJAT K BBIHYKICHHOMY 3aBEpIICHUIO paboThl Access, 3TO
MPUIOKEHHUE Mepe3ayCcKaeTcs U aBTOMATHIEeCKH Co3aéTcsl pe3epBHast KOTHSI OTKPBITON 0a3bl TAaHHBIX Access ¢
TEM K€ UMCHEM M PAaCcUIUPEHUEM, YTO M UCXOIHBIN (aiiy, TobKo ¢ cypdurcom Backup (pe3epBHbiii).

2. 3amura uHgopManuu ¢ NOMOUbI0 IM(ppPoBaHNUs

3ammra nHpopMmanmu B 6aze naHHBIX Access MPOU3BOJUTCS C MOMOILBIO ONepaluu wugposanus. Orme-
patus mudpoBaHus B Access IPUBOAUT K cxkaTuio (haiinma 6a3pl maHHBIX. [lociie BBIOMHEHUS Omepaluy I d-
POBaHHA MPOCMOTP JAHHBIX C TIOMOIIBIO CTIEIUANBHBIX IIPOTPaMM U TEKCTOBBIX PEJaKTOPOB CTAHOBUTCS HEBO3-
MoskeH. Onepanust oewugpoganisi OTMEHSIET PE3YNIbTaThl ONIepaliy UPPOBAHUSL.

Omnepauys muppoBaHus Win Aemn(ppoBaHUsl HENPUMEHUMA K OTKPBITON Oa3e maHHbIX. Ecnu 6aza nan-
HBIX UCTIOJIB3YETCS B CETH, TO, IPEXKJIE YeM MPUCTYIHUTH K BHITOTHEHHUIO OMepayy mMuGpOBaHUS WK Iemrdpo-
BaHUsI, yOeIuTeCh, YTO OHA HE OTKPHITa HU OJTHUM U3 TIOJIb30BaTEICH.

Umoobl binoiHumb onepayuio wu@posanus uiu dewiudposanusn:

1. 3amycrute MS Access, He OTKpbIBast 0a3y TaHHBIX.

2. Bribepure komanny merro CepBuc/3amura/lllndpoBars/pacmingpoBars.

3. B mosiBuBmeMcs auanoroBoM okHe ba3a qaHHbIX 1J1s1 in¢poBaHus WK AelIN(PPOBAHUS YKOKUTE
uMs 0a3bl JaHHBIX, KOTOPYIO TpeOyeTcs 3ammnpoBarh WM IemnppoBarh, 1 HakmuTe KHonky OK.

4. Ecnu BeIOpaHHas Ha TpepIAyIIeM Iare 0a3a JaHHBIX He SBISETCS 3amupOBaHHON, TTOSBUTCS IHa-
norosoe okHO IludpoBanne 6a3pl JaHHBIX MO UMEHEM, B TIPOTUBHOM CITy4yae IMOSIBUTCS AUAIOTOBOE OKHO
JemudpoBanue 6a3pl JaHHBIX MO UMEHEM. YKaXKUTE UMs, TUCK U MAINKY JJ1s1 KOHSYHOM 0a3bl JaHHBIX U Ha-
XMUTE KHOTIKY COXpPaHHTh.

MoOXHO yKa3aTb HOBOE MM MM HUMs, COBIQJIAIONIee C UMEHEM McXxonHoro ¢aiina. Ecnu ykas3aHsl Te ke
UM, TUCK M TIaIKa, a IU(pOBaHNE WIH ACMIN(POBAaHHS BBIIIOIHEHBI YCIENTHO, TO HCXOAHBIN (aiin Oyner 3ame-
HEH Ha 3alupOBaHHBIA WK JemnpoBaHHbid. Eciu ke omepanusi IPUBOAUT K OMIMOKE, TO UCXOIHBIN (haiin
ynanés He Oyner. Kpome Toro, ncxonusiit ¢aiin He OyneT yaan€H, noka onepanus mu$poBaHUs HE 3aBEPIINTCS.
[TosToMy HEOOXOJMMO MMEThH JJOCTATOYHO MECTa Ha JMCKE IUIS ABYX BepCHid 0a3bl TaHHBIX — 3amu(poBaHHON
1 He3amu(ppoBaHHOH.

Ecnu uis 6a3bl 1aHHBIX OIpeiesIeHa 3allluTa Ha ypOBHE MOJIb30BaTeNeil, To i e€ mudpoBaHus WK Je-
muQpoBaHUs HEOOXOANMO OBITH BIAJENbIeM 0a3bl JAHHBIX WU BXOIUTH B Tpymmy Admins u uMeTs paspere-
HHE HAa MOHOIIOJBHOE OTKPBITHE 0a3bl JaHHBIX. B MpOoTHBHOM ciydae momnbITKa mudpoBaHus win aemmdppoBa-
HUS oKaxeTcs: HeynauHou. [ludposanue 06a3bl JaHHBIX HE MPEMATCTBYET JIOCTYITY K HEH JeralbHBIX MOJIb30Ba-
Tenel mim rpynn B Access. Paspenienust Ha 1oCTyn K 00BbEKTaM SIBISIFOTCS] YaCThIO CUCTEMBI 3alIUThI 0a3bl JaH-
HBIX Ha YPOBHE I10JIb30BaTENEH.

3. AAMUHHCTPUPOBAaHNE 3AMUINEHHBIX 023 JaHHBIX

Cy1ecTByeT HECKOJIBLKO CIIOCOOO0B 3amIUThl 0a3bl JAHHBIX ACCESS OT HECAHKIIMOHHPOBAHHOTO JIOCTYTIA:
e 0a3a TaHHBIX MOXKET OBITH 3aIUINEHA TTAPOJIEM;

e Jiy1s1 0236l TaHHBIX AcCess MOXKET ObITh YCTAHOBJICHA CUCTEMA 3all[UThl HA YPOBHE IM0JIb30BaTEIICH;

e IIpOrpaMMHBIi ko1 Ha VBA MoKeT ObITh 3alUINEH TTApOJIEM.

3.1. Ycmanosxka u cuamue napons 3auiumal 6a3bl OAHHbHIX

CaMblif TpOCTOl CIIoco0 3aluThl 0a3bl JAHHBIX — C ITOMOIIBIO Maposis. MOXHO Ha3HAYUTh MapoJib 0as3e
NMaHHBIX Access, M BCAKHAN pa3, KOT/Ia MOJIb30BaTeNb OyIeT OTKPHIBATh 0a3y MaHHBIX, Oy/leT 0ToOpaxarhbes anua-
JIOTOBOE OKHO C TpeOOBaHMEM BBECTH MapOJTh.

Umo6bl ycmanosums napoib 0JisA 3auiumol 0a3vl OAHHLIX:

1. 3amycrure MS Access, He OTKpbIBasi 0a3y JaHHBIX.

2. BsiOepure komaH1y MeHIO Daiiii/OTKPBITS.

3. Broigenure (aiin 6a3bl JaHHBIX.

4. IllenkHuTe MO CTPEJIKE, PACIOIOKEHHOM CIpaBa OT KHOMKKH OTKPBITh. B pacKphIBaroIEeMcs CIIUCKe
PEXKUMOB OTKPBITHA 0a3bl JAaHHBIX BBIICIHATE 3JIeMeHT MOHOMOJIbHO. ba3a JaHHBIX OTKPOETCS B PEKUME MOHO-
MOJIBHOT'O JJOCTYIIA.

5. Bribepure komanay Menro Cepuc/3ammra/3aaaTh napoJib 6a3bl TaHHBIX.

6. B nosBuBIIEMCS qUANTOroBOM OKHe B 11ojie IlapoJib BBequTe napois IS 3alUThl 0a3bl JAHHBIX C yUé-
TOM PETUCTPa CUMBOJIOB.

7. Baeaute maposs emé pas B nojie Ioarsep:kaenne.




53

8. Haxwmure xnonky OK.

Ecnu 6aza maHHBIX 3aIMIeHa Ha YPOBHE IMOJIb30BATENEH, YCTAHOBUTH MAPOIb AN €€ OTKPBITHS MOKET
TOJIBKO TI0JIb30BATENb, 000NN aAMUHUCTPATUBHBIMY MpaBaMu. Y CTAHOBKA MapOJIsi HE BIUSET Ha CUCTEMY
3alIMThl HA YPOBHE I0JIb30BATENA. JTH J1BA CIOCO0A 3alMThl MOTYT MCIIOJIB30BATHCSI OQHOBpeMeHHO. [lapons
0a3bl TaHHBIX coXpaHseTcs B 06aze JaHHbBIX, a He B (ailyie pabodeil rpymsL.

Umoowvl yoanumsb napois 3auiunivl 6a3vl OAHHBIX:

1. Ortkpoiite 6a3y AaHHBIX B PEKUME MOHOIOIBHOTO JOCTYIIA.

2. B muanorosoe okno Heo0Xx0aumMo BBECTH MAPOJIb BEANUTE APOJIb.

3. BsiOepure komanay menio CepBuc/3amuTa/Yaaauth napoib 6a3bl JaHHBIX. [0ogBUTCS qUAIOro-
BOE OKHO YajleHue NapoJisi 0a3bl JaHHBIX.

4. BeawWte TEKYIINi TapOJb 0A3bI JaAHHbIX.

5. Haxwmute kHonky OK.

3.2. Yemanoeka ceaszu c mabauyamu 6azvl OGHHBIX, 3AUUUIEHHOL nAPOIeEM

Urto0bl yCTaHOBUTH CBSI3b C TAOMUIIAMHU 0a3bl TaHHBIX, 3aIIUIIEHHON TapoieM, TpeOyeTcsl BBECTH NapoJib.
Ecnu mapons ObLT yKa3aH BEpPHO, OH COXPaHSETCS BMECTE ¢ Ipyroi nHpopMaled o ccputkax Ha Tabnwmsl. [lo-
cJie 3TOTro JIFO0OW IOJIb30BaTeNb, paboTarmuil ¢ 6a30i JaHHBIX CO CBA3aHHBIMU TaOIWIAMH, MOXKET OTKPHITH
3TH TaOuuIbl Oe3 ykazaHus napoiis. Eciu maposs 3anmuméHHon 0a3bl JaHHBIX OYIET U3MEHEH, B CICIYIOIIUI
pa3 pu OTKPBLITUU 0a3bl JAHHBIX, COACPIKAIICH CBSI3aHHBIC TA0JIHUIIbI, TOTPEOYETCS BBECTH MAPOJIb.

Microsoft Access coxpaHsieT mapoiis B 0a3e JaHHBIX, COJEpKAIeH CBA3aHHBIE TaOIUIIHI 3AIMUIIEHHON 0a-
3bl JaHHBIX, B He3aHII/I(1)pOBaHHOM BUIC. Ecmm a0 YA3BISICT CUCTEMY 3allIUTHI 6331)1 JaHHBbIX, HC chonwyﬁTe
CPEACTBO 3aIIUTHI C MOMOIIBIO MAPOJIsL. YCTaHOBUTE CHCTEMY 3alllUThl Ha YPOBHE MOJIb30BaTeNeH, YTOOBI Orpa-
HUYHTH JOCTYI K 00BEKTaM 0a3bl TAHHBIX.

4. ATMUHUCTpUpPOBaHue 0a3 TaHHBIX AccesS, 3alllHIIéHHBIX HA YPOBHE
0JIb30BaTe/1eH

B 3agauy apMuHMCTpUpOBaHHS 0a3bl AaHHBIX, 3AILMINEHHON HA YPOBHE I0JIb30BATENICH, BXOJUT BBIIIOJI-
HEHUE CIEAYIOLUX NCUCTBUN:

e TIOJKJIFOUCHHUE (aiiyia padoueli rpymibl Jisl paOoThI C 3aIUIIEHHON 6a30i TaHHBIX;

e 100aBJIEHUE HOBOT'O MOJIB30BATENsl B paOb0OUyIo TPYIILy M 3alaHUE IS HEro MpaB JA0CTyNa K 00ObEeKTaM U
IpaB Ha BlIaieHNE 00beKTaMy 0a3bl JaHHBIX (3TO OCYLIECTBISIETCS] OOBIMHO BKIIOUYEHHEM €r0 B COCTaB OMpee-
NEHHBIX TPYII BHYTPU pabodei rpymbl);

e J00aBJIEHUE HOBOH TPYIIIBI MTOJIb30BATENCH B pabouyro TPyIITy U 3aJaHue sl He€ TpaB JI0ocTymna K 00b-
exTaM 0a3bl 1aHHBIX;

e y/1ajieHue YI9ETHOM 3arncy Mob30Batelis U3 Qaiina pabodei rpymsr;

e y/1ajieHue Y9ETHOH 3amncy Irpymiisl U3 Qaiina padodeid Tpymbl;

e U3MEHEHHE NapOoJIsl TOJIb30BATEIIS;

® BOCCTAHOBJICHHE HCIIOPUYEHHOTO (paiina pabouell Tpynmbl U3 Pe3epBHON KONUHU WM MYTEM €ro BOCCO3-
JIaHWs1, UCTIONB3YsI CIIEIUATbHO COXpaHEHHYI0 MH(OpMaIHi0 00 YYETHBIX 3alHCSAX IOJb30BaTeled u pabounx
rpymn (BKJIIOYAIOLIYI0 IMEHA [T0JIb30BaTeNIeH U IPYI U UX IepcoHalbHbIe naeHTH(ukatops! (PID)).

3agaun aIMIHUCTPUPOBAHMS, KACAIOIIUECS 3alUThHI IPUIIOKECHHSI HA YPOBHE IOJIb30BATENICH, MOXKET BbI-
MIOJTHATH TOJIBKO TOJI30BaTEIh, 00JIAIAl0NIUi aIMUHICTPATHBHBIME MpaBamMu. B Access aJIMIHUCTPAaTUBHBIMHU
MpaBaMHU aBTOMATHYECKH HAIEISFOTCS TI0JIb30BaTE M BCTPpOeHHO#H Tpymmbl AdMIns. OcTanbHBIM TONTb30BaTESM
pa3pelieHo TOJIbLKO U3MEHSTh MapoJib CBOEH YUETHOW 3allMCU U MOJy4YaTh OTYET CO CIIMCKOM II0JIb30BaTeNen u
rpynn paboded TpyIIbI.

4.1. Hcnonv3oeanue ¢aiina padoueil cpynnot

PaGoueii rpynmnoii B Access Ha3bIBaeTCs Ipyma Mojiab30BaTeNe CeTH, COBMECTHO UCTIONB3YIOUIUX OJHY
WJIM HECKOJIbKO 0a3 JaHHbIX Access. Ecnu 6a3a naHHBIX 3alMIeHa HA YPOBHE MMOJIb30BaTeNeH, B (aitn padouei
TPYIITIBI 3aITUCHIBAIOTCS YIETHBIE 3aITMCH TTOJIB30BaTENIeH U TPYIII, BXOIINX B padouyro rpymiy. [laponn mosb-
30BaTeNiell TaKkXKe XpaHATCA B Qaiiie pabouell rpynmnbl. YUETHBIM 3alUCcsAM B paboueil rpymnme MoryT ObITh Ha-
3Ha4YeHBI MpaBa J0CTyIa K 0a3e JaHHbIX U € 00bekTaM (TabnuiiaM, 3amnpocam, hopMam, OTY4ETAM U MaKpocam).
[IpaBa nqoctyma COXpaHsIOTCS B 3aMUMIEHHON 0a3e TaHHBIX.
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Co3nanue u nogximoueHue daina padbodeit TPyIIbI MPOU3BOJUTCS C TIOMOIIBIO CITYXeOHOU MPOrpaMMBI,
KOTOpasi BXOJIUT B cocTaB Microsoft Access u Ha3pIBaeTCI AOMunucmpamop pavouux zpynn. BocctaHoBICHHE
(batina paboueli rpynmbl MPOU3BOAUTCS MYTEM €r0 BOCCO3/IaHUs 110 COXPaHEHHOW MH(POPMAIIHH.

4.1.1. AoMuHucTpaTop paboumx rpynn

YtoOBI 3aIlyCTUTh CIIYKEOHYIO IPOrpaMMy AOMUHUCIPAmMop padouux pynn.
1. BeiGepute komanay metio CepBuc/3amura/ ATMHUHACTPATOP PadOYMX rPYII.
2. TlosBUTCS AHATOrOBOE OKHO AIMHHHCTPATOP PabovmuX rpyii.

4.1.2. MNMoaknioveHue cparina paboyeii rpynnbl K NpUnoXxeHuto Access

UrtoObl HCTIONB30BaTh 0a3y NaHHBIX, 3AIMUINEHHYIO Ha YPOBHE I10JIb30BaTENICH, IpHcoeuHUTE K Access e€
¢aiin pabouell rpymnIibl ¢ MOMOLIBIO CITY>KeOHOW IPOTrpaMMbl AOMUHUCMPAMOpP PadOUUX ZPYnn.

1. Banycrure Aomunucmpamop pabouux epynn.

2. TlosIBUTCS AHAIOrOBOE OKHO AIMHHHCTPATOP padovux rpyii.

3. B none PaGouast rpynma oto0paxkaercss UMsi TEKYILIErO MPUCOETMHEHHOTO (ailia paboueii TpyIibl
Access. UT0oObI IpHCOEAMHNTE APYToH (haiin paboueit rpynmnsl, HAKMUTE KHOTIKY CBS3b.

4. TlostBuTcs quanoroBoe okno Maii padoueii rpynmbl. Beeaute B mosie PaGouasi rpynma mojiHoe ums
¢aiina pabouux rpynn win HaxMuTe KHONKy 630p, 4ToOb BEIOpaTh HyXHBIN (aiin. Haxxmure kHomiky OK.

5. Haxwmure knonky OK B OkHE ¢ cOOOLIEHHEM 00 YCIIEITHOM TIOIKIIOUYEHUH (aiia.

6. Haxwmure xkaonky OK, uT00bI 3aKpHITh AUATIOrOBOE OKHO AJIMHHHCTPATOP PaGoyux rpyimi.

B pesynbraTe BHIMOMHEHUS 3TUX ACUCTBHUHA MyTh K (paiiiny paboueil rpymiibl 3alUCHIBACTCS B PEECTP Kak
napamerp Access. ITO 03HA4aeT, 4To AJs BceX 0a3 JaHHBIX, OTKPhIBaeMbIX B Access, OyJeT HCIoIb30BaHa 3a-
IIMTa Ha YPOBHE I0JIb30BaTeIell Ha OCHOBE MPHCOCAMHEHHOTO (aitna pabouerr rpymmsl. (I1o ymoruanuio x
Access npucoedunén ¢aiin pabouetl cpynnul ¢ umenem SYStem.mdw, xpanswuiics 6 nanke, 8 KOMopylo YCMAaHO8-
nen Office XP, unu 6 nanke ¢ auunvimu Hacmpouxamu nonrvzosamens Windows. Ilpescoe uem npogooums 3Kcne-
pumenmul ¢ gatiiom pabouux epynn Access, peKoMeHOYemcst cOeiams pe3epeHylo KOnuw 3mo2o (aiia.)

Ecnm Hy)HO mcmonb30Bath (aiin pabodeld TPYIIB AT KOHKPETHOW 0a3bl TaHHBIX, CO3IANTe SPIBIK IS
OTKPBITHUS 3TOM 0a3bl JaHHBIX, B KOMAHHOW CTPOKE KOTOPOTrO YKakuTe mapameTp /Wrkgrp u momHoe ums daii-
n1a pabodyeil rpymbL:

"<MyTe>MSACCE.EXE" "<MNyTb>\<Ums 6a3bl gaHHbIX unm npoekta Access>" /wrkgrp "<Mytb>\<Ums caitna paboyen rpynnbi>"

4.1.3. CospgaHue u BocctaHoBneHue carina paboyeii rpynnbl

UYmoobl coz0amp codcmeennblil ghaiin padboueil zpynnul:

1. 3amycrure Microsoft Access, He OTKpbIBasi 6a3y JAHHBIX.

2. 3amycrtute nporpammy Aomunucmpamop paéouux zpynn (Cepsuc/3ammra/AxMuHHCTPATOpP pa-
0oumx rpymn).

3. B mosBHBLIEMCS THAIONOBOM OKHE AIMHUHHCTPATOP PaGoumx rpynn Haxmure KHONKy Co31arh.

4. Orkpoercs auanoroBoe okHo CBeieHus 0 Biaaejbie padoueii rpynnel. B nons Ums u Opranusa-
1Hs1 BBEJUTE HA3BaHUE pabovell TPYIIbl U OPraHU3aINH.

5. B mone Kox rpynnsl BBEAUTE YHUKAIBHBIA MACHTU(GUKATOP IPYIIIBI, COCTOSIINM U3 OYKB U IUD.
OTOT NACHTU(HUKATOP MOXKET BKIFOUATh 10 20 cuMBOIIOB (cM. puc.1).

BuumarenpHO 3amonHsiiTe mos ¢ uHpopManuei o daiie padodelt rpymmel. Bee Tpu 3HaueHHS — UM,
OpraHu3auys U KOJ IPYNIbl — HHTEPIPETUPYIOTCS ¢ YUETOM peructpa cumBoioB. CoxpaHure 3Ty uHpOpMa-
LUIO B HAAEKHOM MecTe, YTOOBl B Cllyyae MOBpEeXACHUS (aiiia pabodeid TpyNIbl ero MOXHO OBIJIO BOCCTaHO-
BuTh. Ecin aTa nHGOpMaIus OyneT yTpadeHa, py MOBpeXIeHnH ¢aiina padbodeii Tpynibl ero HeBO3MOXKHO Oy-
JI€T BOCCTAHOBUTH, a 3TO MOKET MPUBECTH K 0€3BO3BPATHOM MOTEPE JOCTYIA K 3alIUIIEHHBIM 00BbEeKTaM 0a3bl
JaHHBIX.

6. Haxwmure xknonky OK. ITosBUTCS qMAnOroBoe OKHO, MO3BOJISIONIEE 3a4aTh UMsl HOBOTO (aiina pabo-
yeii rpymiel. Beequre nonHoe uMs Qaiina ¢ pacmmpenneM mdw win HaxMuTe KHONKY O0630p, 4ToObl BEIOpATh
Narnky, B KOTOpOi OyJeT coxpaH€H HOBBIN (aiiy, n ykaxute ums Qaina. Haxmure kHonky OK.

7. TlosIBUTCSI TMAJIOTOBOE OKHO, TIO3BOJISIONIEE IPOBEPHUTH BBEAEHHYIO HH(pOpMaImio. HaxmuTte KHOIKY
OK.
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Co3gaHHbIN (atin ?
Ooueit Tpynmsl |2
CKM  NpHUCOCMMHACTCH K | 1
A . Ipmu MHEHHBII '
ccess PHCOCTUHE OpraHH3aLma; Z

(aitn pabouedt rpymmer He- Pafiowaa rpynna: DiiDoc

NOJB3YCTCSA NPH OTKPBITHH (Ll CEe e HHA 0 BAadeblue patoueH rpynnb ﬁ|
Mo0bIX  0a3  JaHHBIX B —
Access. C »TOro MOMEHTA Pafioyan rpynna onpeaenaely  AnA onpeAeneHHa HOEoro harna paboded rpynnel 3a4aATe HHa,
.. MMEETCA BOSMOMHOCTE 38481 HA3ESHME OPraHMZALMH M K04,

BCC CO3MaBACMBIC yYCTHBIC HOEBIF (iakin, HIK YCTaHOEHT]

5 M Bocnonb3yATECk MPHERABHHEIMA HHME CERASHHAMK HIH BEEAHTE
3alucH OYAYyT COXPaHSATHCS B chain, HENonbZyereR NpH sal

APYrog MMA H HasBaHHe OpraHH=auHH, Yrobel obecneqmTe

aToM (haiine paboueil rpyn- 0AHO3HAYHOE ONpeaeneHHe patoYei Fpynnkl, BESANTE KOa,
LI CO3A5TE. .. coAepHald An 20 ukdp K ByEE, pasnHYan cTPOYHBIE H NPONHCHBEIE,
WA
5. ¥Ynpaenenue yuém- Opramsauna: |2
HbIMU 3aAnRUCAMU
Ko rpynnet: |

VYpasneHue y4€THbI-

MU 3alIUCIAMU BKJIFOYACT Ok | OTHEHE

CJeAyIOLIUE ACHCTBUS:

e 100aBIEHUE IR .
. . Puc. 1. /[uanozoeoe okno CBeaenus o Biaajaesbue padovei rpynisbi.
y,I[aJ'IGHI/IC y‘IeTHOI/I 3aIlIuCHu
IIOJIB30BaTCIIA,

e n00aBieHUE WK yJalicHHE YIETHOH 3alKCH MOJIb30BaTeNs-aIMUHICTPATOPA;
e no0aBiieHUE WK yIalleHHe YIETHOH 3aMncH IPyMITbl I0JIb30BaTeNeH;
e 100aBJIEHUE TOJIB30BATENS B TPYIITY WM

yAaJ€HUE MOJIb30BaTEIsl U3 TPYIIIbL; NonabzoRaTe A4 W LPYANbI
e U3MECHEHHME Mapojisl YYETHOM  3alMcH
[IOJIB30BATEIISL. MonkzoEaTenM l rpgnnbll HstieHeHWE napoas
Bce nepeuuncneHHble AEUCTBHSI MOXKHO BbI- ManesosaTent
MIOJTHUTH B ACCESS C TTIOMOIIBIO TUAJIOTOBOTO OKHA W [admin -]
IHonb30BaTe M ¥ rPyNIBbL.
Ymoobl_omkpovims _0uano2060e _0KHO 01 R | T | CHATE Dapore ‘
YHPAGAEHUA VUEMHBIMU 3ANUCAMU: pyrns
1. Vnocroseperech, 4TO HyXHBIH (aiin MMEHOWMECA CPyInEd: ¥4acTHE B FEYNNe:
pabodeii rpynmel npucoequHEH K Access win Oa- adrrins Admins
3€. AobaenTE ==
2. OrtkpoiiTe 0a3y JIaHHBIX U 3apPETUCTPH-
py#TECh ¢ MOMOIIBIO YYETHOM 3amucH, 00Jaaro- << ¥aamTe
el agMUHUCTPATUBHBIMU TPAaBaMH (3TO MOXKET
ObITh, HANPUMEP, BCTPOCHHAsl YyuéTHAs 3aluCh
Admin). PacneqaTaTe OTHET |

3. Boibepure komammy Mmenwo — Cep-
Buc/3amura/llonb3oBaTesm u rpynnbl. [los- ok, | OrteHa ‘
BUTCs nanoroBoe okHO Ilosb30BaTesin U rpymn-
nbl (cM. puc.2).

Puc. 2. /luanozosoe oxkno Ioab3zoBaTesu U rpyninbl.
P aCCMOTpUM npoucaypsnl BBITIOJTHCHUA

CTBUU C YYETHBIMU 3aMUCSIMHU C MOMOIIBIO THUAJIO-
rOBOI'0 OKHA, NMPEJICTABICHHOr0 Ha pHuc. 3. UTOOBI 3TH JEUCTBUS MOBIHMSIN HA CUCTEMY 3alllUThl 0a3bl JaHHBIX,
TIOCJI€ UX BBHITIOJHEHUST HeoOxomuMo HaxkaTh kHonky OK B quanoroBom oxue IloJib30BaTeu M rPynbl.

Umoobbl coz0amsb yUEMHYIO 3aRUCh ROIb306AMEIA:

1. Ha Bknaake Iogb3oBaTenu nuajgoroBoro okHa Ilosib3oBaTrem u rpynnbl HaxMuTe KHONKY Co3-
IaTh.

2. TlosiBurcs nuanoroBoe okHO HoBbIi MoJib30BaTe b WM Tpynma (cM. puc. 3).

3. B mone Ums BBeauTe nms noib3oBarens, a B mone Kon — unentudukarop noms3oBarens. Haxvure
kHomKy OK.




56

WMst TTOJIB30BATENST MOYKET P ﬂﬂj
BKJIFOYATh OT OJHOTO IO JBajdla- |- —
TH CHMBOJIOB. B HUMCHU MOXHO MoAb30EATEA lrpgnnm] 1 =tdeHEHME rnapanA
WCTIONB30BaTh OYKBBI, LHUQPHL, RN,

Mpo0ensl U II00BIe IPYTHE CHUM-

" . iR |.'5.|:Imin ﬂ
BOIIBI, Kpome cuMBomoB "\ [ ] : |
<>+ =; , . 7 *  Henn3sg Takxke Co3AaTE. .. | ¥AamMTE | CHATE NP0k |
WCTIONB30BaTh BEAYIIHE MPOOEThI .

NNkl
Y YIIPABIISAIONINE CHMBOJTBIL. P
HCO6XOI[I/IMO BBECTH  HMS MMEHIWHECA CoynnEl: YUACTHE B FPYMNe:
Adrnins Adrmins

MOJIB30BATEIISL C YYETOM PErucTpa
U 3allOMHUTh WJIM 3aIlMCaTh €ro, M
MOCKOJIBKY ~ 9Ta  HMH(popMauus 22 Y amHTE
HYXXHa JJIsl YCIIEUIHOM perucrpa- -
nuu B 0a3e aHHBIX M AL BOC-
CTaHOBJIICHMS (aitma paboueit
TPYIIIBL B CIy4ae €ro IOBpexie- :
HUSL. HoeblH NoAbzo0BaTe AL MK FPY... EI@

Unentndukarop momb3oBa-
Tens (KoX) MPEICTaBIseT COOOM
MocJe0BaTeNIbHOCT OT 4 10 20
CHUMBOJIOB. Unentudukarop
MOJIb30BATENSl HE SIBJISIETCS Tapo- |
jJeM 1oJb3oBarens. Bwmecre ¢
MMCHEM  IIOJIB30BATEN  OH MC-  Pyc, 3. Juanozoeoe okno HoBblil 10J1b30BaTe/Ib HIIM IPYIIIA.
MOJIB3YETCs B alNrOpUTME LIHdpo-
BaHUsI I BEIYMCIICHHUS WACHTH(PHUKATOpA 3aIUTHl YUETHOH 3amucu. MaeHTHPHUKATOp TOIb30BaTeNs, TaK e KaK
WACHTHU(QHUKATOP TPYIIIBL, SBISETCS CIOCOOOM HISHTU(UKAIIMH YYETHOM 3alUCH B CUCTEME 3aIlUTHI MPHIIOXKE-
Hus. Ecnmu ¢aiin pabodedd rpynmbl OyAeT MOBPEXAEH, YIETHBIE 3allCH B HEM MOXKHO OyJeT BOCCO3MaTh €CIU
W3BECTHBI X WACHTHU(PUKATOPHI.

Ynooul yoanume y4émuyio 3anucy noib306amens:

1. Ha sxuanke Iloab3oBaTenan B packpbiBaromieMcsi crimcke MMsi BeIGepuTe MMsI MOJIB30BATENS, COOT-
BETCTBYIOILEE yIAIAEMON YUETHON 3aMIKCH.

2. Haxmure KHONKY YaaauTh. [T0SBUTCSA IUAIOrOBOE OKHO, TPEOYIOIIEe TOATBEPKICHUS YIaIECHHUS
yuétHol 3anucu. Haxxmure kHonky Jla.

PacnedaTaTe oTHET ‘

OTMEHa

Y106b1 fO6ABMTL NONb30BaTeENIA B rpynny:

1. Ha sruaake Iob3oBaTenn B packpbiBaroriemcs cricke Mst BBIOEpUTE UMS TI0JI30BATENSI, KOTOPO-
IO HY)XKHO JI00aBUTh B HEKOTOPYIO Ipymily. B crucke YuyacTtue B rpymnmne oToOpa3uTcs CIIMCOK IPYIII, B KOTO-
pBI€ BKIIFOUEHA YUETHAS 3aIHCh MT0JIb30BATEIS.

2. B cmuicke Umeromuecst rpynnbl 0TOOPaXkaroTCst BCE TPYIIIBI, KMEIoIIHecs B (aiiie paboueii Tpymisl.
Brienute B 3TOM CITUCKE TPYIITY, B KOTOPYIO HY>KHO JOOABUTH MOJIb30BATEIS.

3. Haxwmure kHonky J[06aBUTH (3Ta KHOMKA OTMEYEHA JIBOMHOM CTPENIKOil BIpaBo). BeljenenHoe ums
IPYMIIBI IOSBUTCS B CIIUCKE Y4YacTHe B rpyImIe.

YT106bl yAQNUTb NOJIb30BaTENA U3 FrPynNnbl:

1. Ha skuaake Ilonb3oBaTenn B packpbiBaroiiemcs cricke Mst BBIOEpUTE UMS TI0JIb30BATEISI, KOTOPO-
IO HY>KHO yJIaJIUTh U3 HEKOTOPOM IPYIIIIBI.

2. B cnucke Yyacrue B rpynme 0TOOpasuTCs CIUCOK IPYII, B KOTOPHIE BKJIKOUYEHA YYETHAS 3aITHCh
M0JIb30BaTENA. BhlienuTe B 3TOM CIIMCKE TPYMITy, U3 KOTOPOU HYKHO yAaIUTh MOJIb30BaTENS.

3. Haxmure KHONKY YaaauTh (9Ta KHOINKa OTMEYEHA IBOWHOW CTPEIKOW BJIEBO). BhlmeneHHoe UMs
TPYIIBI OyIET yAaJIeHo U3 CIIMCKa Y4acTHe B Ipynie.

YT0o6b1 fO6aBUTbL YUETHYIO 3anuncCb NnoJib3oBaTeNs-aAMUHUCTpaTopa:

1. Cozpaiite HOBYIO yYETHYIO 3aIUCh MOJIL30BATEIS.
2. JloGaBbTe mosb3oBatens B rpymmy Admins.
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Y106blI YAQNUTb YYETHYIO 3aNUCb NOJib30BaTeNA-aAMUHUCTPaTOpa:

1. Beigenute y4€THYIO 3aMKCh MOJIB30BATEA-aIMUHICTPATOPA.
2. VYnanute mons30Batests u3 rpymmbl Admins WK yaanuTe y4ETHYIO 3allUCh MOTB30BATEIS.

YT106bI CO3AATb YUYETHYIO 3aNuUCb FPynnbi:

1. Packpoiire Brmagky I'pymmbl u *
HaxmuTe KHOTIKY Co3aats (cMm. puc.4).

2. TlosiButcst quanorosoe okuo Ho-
Bblii M0JIb30BaTE/b WM IPYNA.

3. B mone Mms BBeauTE MMS IPyII-
nbl, a B osie Kox (Personal ID) — unenrtu- MHA: - |admins =l
¢uxarop rpymnsl. Haxmure kaonky OK. Co3aaTe... | Y AanHTE |

MonesosaTeny [ PYNNE! l M stEHEHME I'Iapl:IJ'IFl]

Y106bI YAQNUTD YYETHYIO 3a-
NUCb rpynnbi:

1. Ha Bximaake I'pynnbl B packpbi-

BarouieMcsi crimcke Wmsi  BbIGepuTe WMs Mraa:
IPyHIIBI, KOTOPYIO HEOOXOIMMO YAJUTh. |
2. Haxmure KHONKY YJaJIMTh. Koa: OTMEHA

[TosiBUTCS UAIOTOBOE OKHO, Tpeldyrolee |
MNOATBEP)KIACHUSA yJIAJICHUsl YYETHOM 3amu-
cu. Haxxmure kHonky [la.

HeBOo3MOXHO — yIamuTh CHCTEMHbBIC
rpynmel Admins u Users W CHCTEMHYIO oK
yu€THYIO 3aluCh Mojib3oBaTesss Admin, HO
MOXXHO YAQIUTh CHCTEMHYIO Y4YETHYIO 3a-
nuch monb3oBarenss Admin W3 Tpymbl Puc. 4. /luanozoeoe oxkno Ilosib3oBaTesin U TPYNIIBI.
Admins. Ognako B rpymnmne Admins o6s3a-

TEJBHO JIOJDKEH OBITH XOTS OBl OJIMH MOJIb30BaTENb, U U3 TpyNIbl Users HUKaKylo yYETHYIO 3allHCh MOJIb30BaTe-
JIs HEJb3s YIAlTUTh.

OTreHa

Y106bI 32apaTb WJIN UBMEHUTD napoJib noJjib3oBaTesnda:

1. Orxkpoiite 6a3y JaHHBIX U 3apPETUCTPUPYHTECH C UMEHEM MOJI30BATEIs, [APOJIh KOTOPOTrO HYKHO H3-
MEHHTb.

2. BusiGepure komanay merto Cepsuc/3amura/Iloan3oBaresn u rpynnbl. [T0SBUTCS AMAIOrOBOE OKHO
Ilosb30BaTe M M IPYNIIBI.

3. Packpoiite BkiIaiKy V3mMeHnenue mapoJis.

4. B none Ioab3oBaTenb 0TOOpaKaeTCss UMsI TTOIB30BATENS, KOTOPOE OBLIO UCHOIb30BAHO MPH PETHCT-
paunu. B mone Texyuuii mapoJib BBeAWTE TEKYLIHA Napoiib MOJib30BaTens. Ecian naposb noas30Bartens He ObLT
3aJ1aH, OCTaBbTE ITO IOJIE IyCTHIM.

5. B nons Hosblii napoJb 1 lloaTBep:xnaeHne BBEAUTE HOBBIM NapoJib MoJb30BaTeNsd. HaxmMure KHONKY
OK.

YT106bl 3aMEeHUTb NapoJib NOJIb30BaTesiIA NYCTbIM NAaposieM:

1. Orxkpoiite auanorosoe okuo Ilo1b30BaTENN H IPYNIIBI.

2. Ha Bkinazke Iosb3oBaTean B packpeiBaroniemcs criucke IMst BHIOEPUTE MM TI0JIL30BATEIS, IAPOJTH
KOTOPOTO TpeOyeTcs yaaluTh.

3. Haxwmure kHONKY CHATH MAPOJIb.

YT106bI NONYUYUTb OTUET CO CMIMCKOM NoJsib30oBaTenen v rpynn pabouen rpynnbi:

1. Ortxkpoiire nuanorosoe okuo Iob30BaTEM M FPYIIIbI.
2. Ha Brmanke IToab30BaTeN HAKMUTE kHOTNIKY PacneyaraTh OTUET.
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6. Haznauenue npag oocmyna K 00vekmam 6azvl 0GHHBLX

[onp3oBarensaM U rpymnmam mojas3oBareneil padboueil rpynibsl MOKHO Ha3HAYNUTH pa3HbIE MpaBa AJs 10C-
Tyma K pa3HbIM OOBeKkTaM 0a3bl JaHHBIX, 3AIIWIICHHOW Ha ypOBHE Mojb3oBaTeneil. B Tabm. 1 mpencraBieHsI
BO3MOXHBIE MpaBa JOCTYMa, KOTOPhIE MOTYT OBITH YCTaHOBIEHBI U JOCTyNa K oObeKTaMm 0a3bl JaHHBIX. B
cronbue "/[onornumenvhvie npasa’ NPUBEICHBI MpaBa J0CTYNa, KOTOPbIE HEOOXOIUMBI JIJIS TTOY4CHHUS TIpaBa,
YKa3aHHOTO B cTosO1e "IIpasa docmyna”. B pe3ynapTare TOT0, 4TO MOJIB30BATENb WIIA TPYIIIIa HAJENSIeTCs OTpe-
NeNEHHBIMY TIPaBaMU, IOTIOTHUTEIBHEIE TTPaBa MPEIOCTABIISIOTCS aBTOMATHIECKH.

Tadoauua 1. Ilpaea oocmyna, npumenumoie Kk 00vexkmam ¢ Access.

IIpaBa nocryna

Paspemiennsnie
AeficTBHA

O0BbeKTBI

JlomoTHUTEIbHBIE
npaBa

OTKpBITHE/3AITyCK

OTtkprITHE 0a36I JAHHBIX, Qop-
MBI WJIM OTYETA, 3aITyCK MaKpoca

ba3el manubIX, dhop-
MBI, OTYETHI K1 MAKPO-
CBI

MOHONONBHBINA JOCTYI

OtkpbiTHE 0a3bl JAaHHBIX JUIS
MOHOIIOJIBHOTO JJOCTyNa

ba3el nanHbBIX

YreHre MakeTa

[IpocMOTp 0OBEKTOB B pexxUMe
Kounctpykropa

Tabmure!, 3ampocCHl,
(hopMBI, OTYETHI U
MaKpOCHI

N3menenune makera

ITpocMOTp ¥ U3MEHEHHE MaKeTa
00BEKTOB MJIH yAaJeHHE 00bEeK-

Tabmuie, 3anpoCHl,
(dhopMbI, OTYETHI U

Yrenne makera, Ute-
Hye JaHHbBIX, OOHOB-

TOB MaKpOCHhI JICHWE JaHHBIX, Y a-
JICHUE JAHHBIX
Pa3pemiennsbie OIOJIHMTe/IbHbIE
IIpaBa gocryna pe O0beKThI A
aeicTBUS npasa

AnMHUHHCTpaTOpa

Jlnst 623 TaHHBIX — YCTaHOBKA
napoJisi 0a3bl JAHHBIX, PEIUINKA-
yst 0a35l JTAaHHBIX U N3MEHEHNE
napamMeTpoB 3aMmycKa.

st 00beKTOB 0a3bl JAHHBIX —
BCE Pa3peIICHUs Ha OOBEKThI U
JTaHHBIC, B TOM YHUCIIC TIPEOCTaB-
JICHHE pa3pelicHui Ha TOCTYI

Bassl qanHbIX, Ta0-
JIUIIBI, 3aIIPOCHI,
(hopMbI, OTUETHI U
MaKpOCHI

Bce ocranbhbie mpasa

YreHre JaHHBIX

IIpocmoTp naHHBIX

TaOu1bl ¥ 3aPOCHI

Yreuue MakeTa

OO0OHOBIEHHE TAaHHBIX

IIpocMOTp M U3MEHEHUE JTAHHBIX,
HO 0€3 WX BCTaBKY WM yIaJCHHS

TaOuib! ¥ 3aIPOCHI

Yrenne maketa, Ure-
HHE TaHHBIX

BcraBka JaHHbBIX

[TpocMOTp 1 BCTaBKa JaHHBIX, HO
0e3 X U3MEHEHUS U yJaJICHHS

Tabmuip! ¥ 3apOCH

Yrenne makera, Ure-
HME JaHHBIX

VY nanenue TaHHBIX

IIpocMoTp 1 yllaneHue TaHHbIX,
HO 0€3 UX U3MEHEHUS Y BCTAaBKHU

TaOau1b! ¥ 3aIPOCHI

Yrenne maketa, Ure-
HME JaHHBIX

7. U3menenue npag oocmyna K 00vekmam 0azol OAHHbIX

Haznauenue npas noctyna Kk oObekTaM 0a3bl JaHHBIX A7 YUETHBIX 3amKcel, XpaHsmuxcs B (aitne pabdo-
4ell rpyMIbl, BHITOIHAETCS B ACCESS ¢ TOMOIIBIO AUATIOroBoro okHa Paspemenus.
YroObl OTKPHITH THATIOTOBOE OKHO JUIS HA3HAYESHHUS IIPaB JIOCTYIA K 00bEKTaM 0a3bl TaHHBIX:

1. Orkpoiite 3amuniénayo 6a3y TaHHbBIX, TOJKIIOYAB HEOOXOAUMBIA (ailsl paboueii TPyIIIIbL.
2. 3aperucTpupyiTech C IMEHEM T0JIb30BATENIs, 00JIA/IAIOIIET0 aIMUHUCTPATUBHBIMY [IPABAMH.

3. Broibepure xomanay menro Cepsuc/3amura/Paspemenusi. [TosBurcs quanorooe okHo Paspere-
HHUSL.

B nuanorosom oxHe Pa3pemenusi ectb n8e Briagku: Pa3pemenust 1 CMmena Baageasbua. C moMouibio
BKJIaJKu Pa3pemieHnss MOXKHO OINpPENEINTh MpaBa JOCTyNa K KOHKPETHBIM OOBEKTaM 0a3bl NaHHBIX JIsI KOH-
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KpETHBIX MoJib30BaTenei u rpymni. B mose IMoJib3oBaresib oToOpaXkacTcss MM IOJIb30BATEIIsA, KOTOPOE OBLIO
MPUMEHEHO IS PETUCTPAIlMi B MOMEHT OTKPBITHS 0a3bl JaHHBIX. B 3aBUCMMOCTH OT TOro, 00j1a1aeT U TEeKYy-
IIUH T0J1h30BATEh aJMUHACTPATUBHBIMY MPAaBAMU WM HET, eMy OyayT MO3BOJICHBI MJIU 3aIlPEIIeHbI POCMOTP
Y U3MEHCHHE MPaB JIOCTYIA K 00beKTaM 0a3bl TaHHBIX.

YroObl HA3HAYMTE [IpaBa JO0CTYIIA K 00beKTaM 0a3bl JaHHBIX KOHKPETHON IpyIIIE:

1. Ha Bkianke Pa3peureHust BEIOEpUTE MEPEKITIOYATEND TPYIIIbI.

2. B coucke IToap30BaTesd M rpynnbl 0TOOPa3sUTCs CIIMCOK BCEX TPYINI B padoueii rpymme. Boigenure
B OTOM CITHCKE TPYIIY, MpaBa JOCTya KOTOPOH HY>KHO H3MCHHUTb.

3. H3MenuTe mpaBa 10CTyIa K 00beKTaM 0a3bl JaHHBIX M HaxMuTe KHONKY OK.

YroObl HA3HAYUTH HpaBa JOCTYNa K 00beKTaM 6a3bl JAHHBIX KOHKPETHOMY HOJIb30BaTeII0:

1. Ha Bxianke Pa3peuieHus BbIOEpUTE MIEPEKITFOYATEND MOJIb30BATEIH.

2. B cmucke IMoJb30BaTesin U rPyNnbI OTOOPA3UTCs CIIMCOK BCEX IMOJIb30BaTeNel B paboueii rpyme.
Brizenute B 3TOM CIIUCKE MI0IB30BATENS, IPaBa JOCTYIA KOTOPOro HYKHO U3MEHUTb.

3. HU3menute mpaBa 10CTyIa K 00beKTaM 0a3bl JaHHBIX M HakMuTe KHOTIKY OK.

YroObl HA3HAYNTH BBIOPAaHHOMY TI0JIL30BATENIO WM TPYNIIE IpaBa JIOCTYIA K 00bEKTY 0a3bl JaHHBIX:

1. Ha Bxiaake Pa3spemenusi B packpbiBaromemcs crcke Tunm o6bekTa Boibepute T oobekra (Tab-
Juna, 3anpoc, ®opma, Oryer i Makpoc).

B cnmcke uMeH 00BbEKTOB HE OyIyT OTOOPa)XaThCsl CKPBIThIE OOBEKTHI, €Ci B AHanoroBoM okue Ilapa-
MeTpbl Ha BKiaake Bua He ycraHoBieH (pra’kok CKpbITbIe 00bEKThI, MO3BOJIOMINI 0TOOpaXaTh CKPBITHIC
OOBEKTHI.

2. B crucke UMst 00beKTa BBLIETUTE UM OOBEKTA, IPABa JOCTYIIA K KOTOPOMY TPeOyeTCsl H3MEHUT.

3. UYroOBI MpenoCcTaBUTh OMpPENeIEHHBIN BU/I JIOCTYIA, YCTAHOBUTE COOTBETCTBYIOIIHMI ()IIAKOK B TPYIIIIE
Pa3zpemiennsi. UYToObI 3ampeTuTh ONpen&neHHbl BUA JOCTyNa, cOPOChTE COOTBETCTBYIOMIMKA (DIaKOK B 3TOU
rpymnre.

4. Haxwvure kHonKy IIpMMeHMTH MHAYe MPU BHIOOPE APYroro IMOJB30BATENs, TPYIIIbI HIH IPYroro
00BEKTa TMOSBHUTCS TUAIOTOBOE OKHO, TpeOyrollee MOATBEPKIACHUS CIACTaHHBIX M3MEHeHHH. YToOBI MmoaTBep-
JUTH U3MEHEHUS, HaxMuTe KHOTKYy OK.

YroObl HA3HAYUTH HOIH30BATEII0 WM IPYIIE IPaBa AOCTYNA K 6a3e JaHHBIX:

1. Ha Bxuaake Paspemenus: B packpbiBaromemcs crucke Tunm od0bexTa BeiOepure sineMenT basa qan-
HBIX.

2. B crnucke Mmst o6bexTa oTo0Opasutes anemenT <Tekymasi 6a3a JaHHBIX>.

3. YcraHoBuTe HEOOXOAUMBIE PA3PEUICHUS U HAKMUTE KHOTIKY [IpHMEHUTD.

YToObl HA3HAYUTH MIPABa JIOCTYIA K CO3/1aBaeMbIM 00BEKTaM 0a3bl JIAHHBIX, IPEIOCTABISEMBbIE TI0JIb30BA~
TEJIF0 WITH TpyIme:

1. Ha Briagke Paspemenusi B packpbiBaroniemcsi cricke Tunm odbekTa BbiOepuTe THI 0ObekTa (Ha-
npumep, Popma).

2. B cmucke UMst 00beKTa BBIICIUTE DIIEMEHT, 0003HAYAIOIIHI HOBbIE OOBEKTHI 33 [aHHOTO THIIA, [IPaBa
J0CTyIa K KOTOPBIM TpedyeTcst n3MeHUTh (HanpumMep, <HoBbie popmbI>).

3. YcraHoBuTe HEOOXOAUMBIE PA3PEUICHUS U HAKMUTE KHOTKY [IpHMEHUTD.

YcranoBka uinu cOpoc (pakkoB HEKOTOPBIX pa3pelleHuil BIeYET yCTAaHOBKY MM cOpOC JPYrHX
(b1a)XKOB pa3pelieHui, NOCKOIbKY NMPEA0CTaBICHHE UM OTMEHA ONPEAEIEHHOTO BU/Ia JOCTYIA MOXKET
IIPUBECTH K IPEJOCTABICHUIO WM OTMEHE APYroro BHJa JOCTYIA, CBA3aHHOIO C M3MEHEHHbIM. Ha-
pUMep, NpeJocTaBiIeHe JocTyna K Tabiauie Buaa Urenne JaHHBIX BICUET NpeJOCTaBICHUE TOCTyIa
Yrenune Mmakera, a oTMeHa gocTyna QOOHOBJIEHHEe JaHHBIX BIEYET OTMEHY JocTtyna U3meHnenne ma-
KeTa.

8. Ilpedocmasnenue npaea na énadenue oo6vekmamu 6azvl OAHHbHIX

[IpenocraBienue npaBa Ha BiajgcHHE OOBEKTAMH 0a3bl JAaHHBIX MPOU3BOJUTCS C IMOMOIIBIO BKIIAIKU
CMmeHa BJajeJabla auajoroporo okHa Paspemenus. OnHako W3MEHUTH BIajieliblia BCeil 0a3bl JaHHBIX C T10-
MOIIIBIO 3TOTO JHAIOTOBOIO HENb3s. [JJist 3TOTO CyIecTByeT OTIeNnbHAas Ipoleypa, onucanHas aanee. [lpegoc-
TaBJICHUE IIPaBa Ha BiaJeHUE OOBEKTOM 0a3bl JAHHBIX IOJIH30BATEII0 HJIM TPYIIE MOXKET BBITOJHUTH JIHUIIb
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MOJIK30BAaTEIh, 00JIAIAIONINH a/IMUHUCTPATUBHBIMHE ITPABaMU JIJISl 3TOTO OOBEKTa WM MPABOM Ha BIIaJICHHE JaH-
HBIM OOBEKTOM.

Uro0Obl M3MEHHUTH Blajieblla 00beKTa 0a3bl JIAHHBIX (TO €CTh MPEJOCTABHTHL MPAaBO HA BIAJICHUE 3TUM
00BEKTOM):

1. Ortxkpoiite muagororoe okHo Pa3pemieHusi, Kak OBIJIO OTIMICAHO BEIIIIE.

2. Packpoiite Briiaaky CMeHa Biaageabna (cM. puc. 5).

3. B coucke Tun o6bekTa BbIOe- —
KOTOPOTO HY)KHO TIPEIOCTaBUTH JIPYTOMY
MOJIL30BATEIIO WK TPYIIIIE.

PazpeweHus CheHa Bnanensua l

4, B crucke O6bexT oToOpasurcst | OOEEKT: [
CIIUCOK BCEX OOBEKTOB 0asbl JAHHBIX 3a- Dok pDoEanke £ vl
MocTagka Adrnin
JaHHOI'O THIIA. HaHpOTI/IB KaXxaoro mus KeapTaneHee obopoTel Admin
00BEKTOB — B CITHCKE TeKyll.lI(lﬁ BJIAJIe- KEapTaneHee 0B0pOTEI KNMEHTOE Adrnin

NOAYHMHEHHEIR 0THeT KEapTaneHee 000TpoTel  Admin

Jen — OToOpa3suTCS MMS I0JIb30BATEA KBapTanHoe oBoTpaTE! Admin
WJIA TPYIIIEI, KOTOPOH B HACTOSINEE BPEMS MocTaskal Admin b
Ha3HAuEHO MPaBO Ha BJaJIcHUE OOBEKTOM. Tun aftexTa: Hoeeii Bnaseney:

5. Beigemure B cmucke OObeKT OTueT ] - |
UMs 00BEKTa, BIaACIbIA KOTOPOTO HY>KHO Crmcok: O rpynner ) ponszosatend
N3MCHUTL.

CMEHWTE BNadenbLa |

6. YrtoObl Ha3HAYMTh B KauecTBE
HOBOTO BJIafieIblla 00BbEKTa KOHKPETHOTO
MOJIb30BATENIS, BBIOEPUTE MEPEKII0UATENh
10/1b30BaTeJIM, a 3aTeM B PaCKPBIBAIO-
memcsa crnucke HoBbIi Biajgesen BbIOe-
pUTe WMs 3TOTO MOJb30BaTeisl. YToObI lTl OiHErE
Ha3HAYUTh B KayecTBE HOBOT'O BIajeblLia
o0BeKTa Tpymnmy, BBIOEpUTE TMEepeKIoYa-
TENlb TPYMIIBI, @ 3aTEM B PACKPBIBAIOIIEM- Puc. 5. Bknaoka Cvmena Bjaajesibua
cs cnucke HoBblil Biagenen BeiOepuTe 0uano206020 oxna Pazpemenus.

WMS1 5TOW TPYIIIBIL.

7. Haxwmure kaonky CMeHHTH Bjaxeabuna. Hampotus uMeHH 06bekTa 0TOOpPA3HUTCS UMs €r0 HOBOT'O
BJIaJeJIbLIA.

8. Haxwmure kronky OK, 4T0GBI 3aKpHITH AUATIOTOBOE OKHO Pa3pernenus.

MonezoeaTens: | Admin

Yro6bl HA3HAYMTH HOBOTO BJIAJIEIbIla Oa3bl TAHHbIX:

1. 3amycrure Microsoft Access, oakimounB (haiin paboyrx IPYII, COAEPIKAIIMNA YUETHYIO 3alIHCh HOBO-
'O BJIaJeIblIa.

2. Co3naiite HOBYIO 6a3y JIQaHHBIX, 3aPETHCTPUPOBABIIUCH C UMEHEM HOBOT'O BJIAJIENBIIA.

3. HmnoprupyiiTe B cO3JaHHyI0 0a3y JAHHBIX BCE OOBEKTHI 0a3bl JAHHBIX, BJIaJIENbIla KOTOPOH HYKHO
W3MEHHTH.

st umriopra 00bEKTOB 0a3bl IAHHBIX HEOOXOIUMO 00J1aaTh paBamMu Omkpsimue/3anyck Ajis 6a3bl JaH-
HBIX U Ymenue makema 1jist Bcex 00beKTOB. B IPOTHBHOM city4yae OyyT HMIIOPTHPOBAHBI TOJBKO T€ 0OBEKTHI,
Ha KOTOPbBIC €CTh HEOOXOAUMBIEC TpaBa J0CTyIa. PeKOMEHIyeTCs epel HMIIOPTUPOBAHHEM OOBEKTOB OTKPBITH
HCXOIHYI0 6a3y MaHHBIX, 3aPErMCTPHPOBABIIUCH ¢ MMEHEM IT0JIL30BATENSI, 00IaafONIEr0 aMIHHUCTPATHBHBIMHI
MpaBaMHu, U MPEIOCTABUTh TpaBa Ha Umenue maxema aisi Bcex 00bekToB B rpymme Users.

3aganue

1. B manke Mou nokymentsi\IIpenonasarenun\KoaabkoBa\lndopmannonnasi 6e30nacHoCTb Haii-
aute Qain 6a3bl naHHbIX IIpokam.mdb u ckonmpyiite ero B cBOK pabouyro mamky (IOCJe Yero OKHO MarKu
HNudopmannonnas 6e30MacHOCTb 3aKpoOiiTe).

2. CxommpoBaHHYI0 0a3y JaHHBIX niepenmenyiite B IIpokam1l.mdb.

3. UroOsrI 3acTpaxoBaThcsl OT MMOTEPH JAHHBIX CO3JAalTE B CBOEH MAalKe PE3epBHYIO KOMUIO 0a3bl JaHHBIX
ITpoxam1.mdb ¢ momMoIpi0 0O0BIMHOTO KOMMPOBaHUS. [10IyUEeHHYIO KOMUIO 0a3bl TAHHBIX COXPAaHHUTE MO UMe-
HeMm Ilpokam1_xonus.mdb.

4. 3amycture MS Access, He OTKpbIBast 0a3bl JAHHBIX.
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5. BhIIONHKTE cxKAaTHE HAXOAIIEHCS B Baieil manke 0a3bl nanHbix IIpokaml konusa.mdb, coxpanus eé
o umeneM Ilpokaml _konusa_cycamas.mdb.
6. Cpasuure pa3mepsl 06a3 nauubix IIpokam1_konua.mdb u Ilpokaml_xonus_cocamas.mdb.
7. Jns 6a3bl nanubix IIpoxkam1.mdb ycraHoBUTE aBTOMAaTHYECKOE CKATHE TIPH KAKIAOM €€ 3aKPBITHH.
8. Bwmonuute mmdposanne 0a3pl naHHbix IIpoxkaml_xonus.mdb, coxpanuB eé mom umenem Ilpo-
kaml_xonus_wugposannas.mdb.
9. Cpasuure pa3mepsl 06a3 nauubiX IIpokam1_xonus.mdb u Ilpokaml_konus_wiugposannan.mdb.
10. OTmenuTe aBTOMaTHYECKOE CokaThe Oas3sl HaHHbIX IIpoxkaml.mdb mpu kaxmoMm eé 3aKpHITHH.
11. YcranoBute mapostb 777 asist 3amuThl 0a3bl qanHbIX Ipokaml_xonus.mdb.
12. Bakpoiite 6a3y nanubix Ilpokaml xonus.mdb, a 3aTem cHOBa OTKpOUTE €€.
13. Y nanure naposp 3amutel 0a3sl gaHHbIX IIpokam1_konus.mdb.
14. B cBoeiil manke co3gaiiTe HOBYIO Hanky ¢ nMeHeM ba3bl JaHHBIX U TepeHecuTe B He€ (ainpl 0a3
JIAHHBIX
- Ilpoxam1_konus.mdb;
- Ilpoxam1_konus_cycamas.mdb;
- ITpoxam1_konus_wugposannas.mdb.

15. BepuuTech B cBOrO pabouyro Mmanky U co3uaite (hain pabodeit rpynnbl CO CIEAYIOMIMMH XapaKTepH-
CTUKAMH:

a) Umsa— My,
0) Opranuzanus — BNTU,
B) Kog—12345.
16. Coxpanute Qaiin paboueii rpymiisl B Baieil padoueii manke mox uMeHeM Security.mdw.
17. JIns 6a3b1 mauueix Ipokaml.mdb cospmaiite Tpu y4€THbIC 3alKMCH IOJIB30BaTeIeH W 100aBbTE X B
TPYIIIBL:

a) Add (kox —Add1l, rpynma Admins,) — nonb3oBaTenb-agMUHUCTPATOP;
6) Din (kox — Din2, rpymma Users) — nonb3osarterb;
B) Den (xox— Den3, rpymma Users) — nonb3oBarerb.

18. Jlns mons3oBatesst Admin 3amaiite maposns 111.

19. Bakpoiite 6a3y nanubix Ipokaml.mdb, a 3aTem cHoBa oTkpoiite €€ mox umMerem Admin.

20. Bakpoiite 6a3y manusix IIpokaml.mdb, a 3aTem cHoBa oTKpoiiTe €€ mox uMeHem Den.

21. Bakpoiite 6a3y nannsix IIpokaml.mdb, a 3atem cHOBa oTKpO#iTE €€, HO yxe moj umeHem Din.

22. Jlnst nonb3oBarenst Din 3amaiire maposs 222.

23. Bakpoiite 6a3y nanubsix IIpokaml.mdb, a 3atem cHoBa OTKpoiiTe e€ mox umenem Din. ITonpoOyiite
yIanuTh mosib3oBatens Din, a 3aTem 3akpoiite 0a3y TaHHBIX.

24, OtkpoiiTe 0a3y AaHHBIX TOJ WMEHEM IOJB30BaTeA-aaMUHNCTpaTopa Add W cHHUMHTE Mapoib C
nosnb3oBarens Din, a 3atem yaanute nonbs3osatens Din.

25. 3akpoiite 6a3y ganusix IIpoxkaml.mdb, a 3atem cHoBa oTKpoiiTe €€ o nmerem Admin.

26. 3akpoiite 6a3y manusix IIpokaml.mdb, a 3aTeM cHOBa OTKpoiTe ¢€, HO yxke moa umeHem Add.

27. Y nanute none3oBatenss Admin u3 rpymmer Admins.

28. Ha Pabouem croJie co3zaiite ApibIK, KOTOPbIA OyaeT 3amyckaTh Bamry 6a3y maHHbsiXx IIpokaml.mdb ¢
UCIIONIb30BaHKeEM (aiiia padoueid rpynmsl. [Ipu co3nanum sipiibika B KOMaHAHYIO CTPOKY BBEIHTE:

"C:\Program Files\Microsoft Office\Officel0\MSACCESS.EXE" "C:\Documents and Settings\Cryzeat\My
Documents\3  kypc\108616-1\ITpokarl.mdb” /WRKGRP "C:\Documents and Settings\Crtyaeut\My Docu-
ments\3 kypc\108616-1\Security.mdw"

Cosnannbiit sapibik 0ynet umets ums MSACCESS.EXE.
29. [epenmenyiitTe co3aaHHbIN SPIbIK HA Pabouem ctone B Illpokaml.

B nanbHeiimem, 3arpy:kaiite 6a3y panuwix IIpoxaml.mdb ¢ moMombio co3naHHOrO A5 Heé sAp-
Jbika Ha PaGoueM cToJ1e.

30. C nomolipio co31aHHOTO spIibika Ha Pabouem ctosie oTkpoiiTe 6a3y nanubix IIpokaml.mdb mon ume-
HeM noJjib3oBarelsi-aaMuHucTparopa Add u co3zaiite aBe y4ETHBIC 3aIIUCH TPYIIT CO CICAYIOIIUMHU XapaKTepH-
CTUKAMH:

a) Wwms rpynmer — Hackers (kox — Hackers1);
6) Wwms rpynmer — Good (kox — Good1l).

31. 3atem co3naiite ABe YUETHBIC 3aMMCH 110JIb30BATEICH U J100aBbTE UX B IPYIIIbI:
a) Ann (xox — Ann4, rpynma Hackers) — nons3osarens;
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6) All (xkox — All5, rpymia Good) — nonb3oBaTerns.

32. YcranoBuTe 0TOOpak€HHE CKPBITBIX 00BEKTOB 0a3bl JaHHBIX.

33. lTo6aeste B rpynmny Hackers nosan3oBatens Den.

34. Tobasbte B rpynny Good mons3oBatens Add.

35. OtmenuTe rpymme USers cieayroniye npaea: mpocMoTp Jr000i u3 Tabuil.

36. Haznaubte rpynme Good cienyroriue mpaga: mpocMOTP JIF000# 13 TabIIuIlL.

37. 3akpoiite 6a3y TaHHBIX.

38. C nomorpto sipibika 3arpy3ute 6a3y nanHbix IIpoxkaml.mdb nmox mmenem ANN u nomnpoOyiite oOT-
KpBIBaTh JII0ObIE TaOMUIIBL. 3aTeM 3aKpoiiTe 6a3y JaHHBIX.

39. C nomorpto spibika 3arpysure 6a3zy naHusix IIpokaml.mdb mox umenem All u monpoOyiite oTKpbI-
BaTh JIFOObIe TAOMUITEL. 3aTeM 3aKpoiiTe 0a3y JaHHBIX.

40. C nomoIiisio spibika 3arpysute 6a3y nanubix IIpoxkam1l.mdb mox umenem Ann.

41. Y nanute nosib3oBatens All.

42. Y nanmute nonb3osatens Add u3 rpymmer Good.

43. IlonpoOyiiTe OTKPBIBATH JIFOOBIC TAOIUIIBI 0a3bl JAHHBIX.

44. 3akpoiiTe 6a3y JaHHBIX.

45. Tlepen 3aBepiicHHeM pabOThI B Kilacce yIalWTe M3 Baieil manku Gaiia pabodedl rpymmbl Securi-

ty.mdw.

KonTpoabHbIe BOIPOCHI

1. Kakwue cymecTByOT criocoObI 3amuThl 6a3 maHHbIX MS ACCESS 0T HECAaHKITMOHUPOBAHHOTO JOCTYTA?
2. Jlig 9ero oCyIIeCTBISIETCS CxKaTHe 0a3bl JAHHBIX ?
3. MoxHO 11 ckaTh (aiin 6a3bl TaHHBIX, YTOOBI IPU STOM OCTaJCs HA JAWUCKE W TIEPBOHAYANBHBIA BapH-
aHT 3Toro (haiina (T.e. He cxatblil) 7 Eciu MOXKHO, TO Kak 3TO CIeNaTh?
4. MoxxHo 1 3ammdpoBath 0a3y JaHHBIX, JJIs1 KOTOPOH ONpe/esieHa 3allruTa Ha YPOBHE MOJIb30BaTeNen?
Uro HaszwIiBaeTcs paboueii epynnoti B ACCESS?
Kak co3naéres (aiin paboueii rpymiibi?
Kakas naopmanus xpanurcs B daitne padodeit rpymnmsi?
Kakue neficTBus BKIIIOYAET MPOLIECC YIPaBICHHUS YUYETHBIMHU 3aIUCIME?
. Kak coznmaéres/ynansercs yuéTHas 3auch moJib30BaTes?
10 Kak coznaéres/ynansercsa yuéTHasi 3anuch rpymmsl?
11.Kak mobaBiseTcs yaéTHas 3auch B TPYIITY?
12.B kaxyto rpymmy go0aBisiercsl ya€THas 3aIiCh M0JIb30BaTeNs-aAMUHUCTpaTopa?
13.Kak MO>XHO 3aJaTh WJIM U3MEHUTDH apoJIb MOJIB30BATEINS, ISl KOTOPOTO CO3/1aHa yYETHAs 3alKCh?
14.Kax Ha3Ha4aoTCs npasa AOCTyNa K 00beKTaM 0a3bl JAHHBIX 11 KOHKPETHOU IPYIIIbI?
15.Kax Ha3Ha4aroTcsl BHIOPAHHOW TPYIITE MpaBa JI0CTyIa K 00bEKTy 0a3bl JaHHBIX?
16.Kak ycTaHaBIuBaeTCsl 0TOOPaKEHHE CKPBITHIX 00BEKTOB 0a3bl JJaHHBIX ?
17.Mo>xHO 1M Ha3HAYUTH HOBOTO Biajesbla i 0a3bl JaHHBIX. Eciii MOXHO, TO Kak 3TO caenaTs?

IV. KOHTPOJIb 3HAHUI

Bomnpocs! k 3auéry

1. OcHoBHbIE MOHATHS 3AIIUTH HHPOPMALUHU U UHPOPMALMOHHON 0€30IaCHOCTU: OCHOBHBIE TEP-
MUHBI U ompeenenus. OCHOBHbIE COCTABISIONINE HH(POPMAIIMOHHOI 0€3011acHOCTH.

2. Bugsl yrpo3 undopmarmonHoi 6e3omacHoctH. Kinaccudukanus BO3MOXHBIX yrpo3 uH(opMma-
uoHHOI 0e3omacHocTH AC.
Turmel aTak Ha KOMIIBIOTEPHYIO CUCTEMY.
HauOonee pacnipoctpanéHHble yrpo3sl Oe3onacHocTy. Kananbl yreuku uH(pOpMaIUH.
OcHOBHBIE CITOCOOBI HECAHKLIMOHUPOBAHHOI'O 1OCTyMa K HH(popManuy. Mozaens HapyIuTens.
MeToibl 3amMThl OT HecaHKIMOHUpoBaHHOTO goctyna (HC/]) B KOMIIBIOTEPHBIX CHCTEMAX.
Wnentuduxauus. [Iporokon uaeHTuhUKamH.
Ayrentudukarus. Crioco6s! ayrenTrdukanuu noup3oBatens B KC.
AyTteHTuukanys noap30BaTeIe Ha OCHOBE MAPOJIEH U MOJIENN «PYKOTIOXKATHS.

10 Ayrentudukarus noaszoBatesneit Ha ocHoBe PIN-kona.

11. AyreHTuduKanus MOIH30BATENCH MO UX OMOMETPHUYECKUM XapaKTEPUCTUKaM, KIABUATyPHOMY
MOYEPKY U POCTIHCH MBIIIBIO.

©ooN O

©ooN O AW
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12. TIporpamMmmMHoO-amnmapatHas 3anmTa nHpopmanuu ot JjokaasHoro HC/I.

13. 3ammra MHTEpHET-MOIKIFOUEHHA.

14. ®yHk1MM 1 HA3HAYEHHUE MEKCETEBBIX HIKPAHOB.

15. Bupryanbubie yactHbie cetd (VPN), ux Ha3HaueHHe U UCIOJIb30BaHUE B HH(OPMAIIMOHHBIX
cucremMax.

16. Bpemennsie ¢aitnbl. MeToabl KOHTPOJS HaJ BpEMEHHBIMU (paillaMu ONEpalmOHHON CUCTEMBI U
MPUIIOKEHU .

17. Cranmaptsl HHQOPMAIIMOHHOHN 0€30MaCHOCTH.

18. BpenoHoCHBIE IPOTpaMMBI M X Ki1acCU(DUKAIIHS.

19. OcHoBHbBIE KaHaJBl PACHPOCTPAHEHHS] KOMIBIOTEPHBIX BUPYCOB M JIPYTUX BPEIOHOCHBIX IPO-
rpamm. MeTtonbl 0OOHapy>KEHHS U YAAJICHUS BUPYCOB.

20. AHTUBUpPYCHBIE IPOTPAMMBI U KOMILUIEKCHI.

21. TIporpamMMHbI€ 3aKJIaJKH U METO/IbI 3aIUTHI OT HUX.

22. AnonumHoOe Hcnoiab30Banue MHTEpHET pecypcoB. Beibop nporaiinepa. Mackuposka IP-ampeca.

23. Hcmonp30BaHUE CIICITUATM3UPOBAHHBIX TIPOTPAMM U CEPBUCOB.

24. Be3omacHoe MCHONB30BaHUE MEKTPOHHOH mouThl (E-mail), BeIOOp mo4TOBOrO KineHTa. 3anura
OT Ccrama.

25. Kpunrorpadus xak Hayka. OCHOBHbIE IOHATHS. THITBI KPUIITOCHCTEM.

26. DinektpoHHas nUpoBas MOANUCH U €€ MPUMECHCHUE.

27. KommbrotepHas creHorpadus u e€ npruMeHeHHe.

28. IIpoTokomupoBaHME U ayquT. 3aaud U QYHKLIUH ayanTa.

29. CrpykTypa KypHaJoB ayauTa. AKTUBHBIN aylnuT, METObl aKTUBHOT 0 ayauTa. CpeacTBa aHaIu3a
U ay/uTa.

30. OcHoBHBbIE (haKkTOpHI, BAUSAIOMME Ha oOecrneyeHne MHPOPMALMOHHONW 0€30MacHOCTH TaMOXKEH-
HBIX OpraHoB. OCHOBHBIE YIpO3bl HH(POPMAIIMIOHHOM 0€30IaCHOCTH TAMOYKEHHBIX OPTraHoB.

31. Mopens HapymuTens HHGOPMAITMOHHON 0€301aCHOCTH TaMO>KEHHBIX OPTaHOB.

32. Llenu, OCHOBHBIE 3aaYd W MPHMHIMIBI OOECTIEYeHHUsT HUHPOPMAIMOHHON (E30MacHOCTH TaMo-
KEHHBIX opraHoB Pecry6nuku benapycs.

V. HHOOPMAIINOHHO-METOANYECKOE OBECIIEYEHUE
Jlureparypa

1. Xopes ILb. Meroasl u cpeficTBa 3amUThl HHGOPMAIIUA B KOMIBIOTEPHBIX cucTemax: yuel. I1o-
cobue mis ctyn. Beicil. y4e0. 3aBenenuii / [1.b. Xopes. — 3-¢ u3., crep. — M.: M3narenbckuii eHTp «AKa-
memusy, 2007. — 256 c.

2. Jleontnes B.II. be3zonacuocts B cetn Murtepuet. — M.: OJIMA Menua ['pynm, 2008. — 256 c.

3. Ianerun B. ®. MudopmarmonHast 6€30MacHOCTh KOMIIBIOTEPHBIX CUCTEM U ceTeil: yuel. 1moco-
oue. — M.: UJI «®OPYM»: UHDOPA-M, 2009. — 416 c.

4. KomnsrotepHas Ge3onacHocTb: Kpunrorp. meroas! 3amutel / IlerpoB A.A.. — M.: JIMK, 2000. -
445 c.

5. Jlokanbubie ceTn u 6e3omacHocTh Microsoft Windows XP. Inside out: [mepeBon ¢ anrnumiickoro] /
9n bort, Kapn 3uxeprt. - Mocksa: 9KOM, 2007. - 941, [2] c.

6. CoBpeMeHHasi KOMITBIOTEpHasi 0€30IacCHOCTh: TEOPETUYECKHUE OCHOBBI, MPAKTUUYECKUE ACIEKTHI:
yaeOHoe nocodue / A. 0. [lepbakos. - Mocksa: Knuxnsriii mup, 2009. - 351, [1] c.

7. OcHoBbl 3amuThl ceteil: [pun. u crangaptsi: [lep. ¢ anrn. / Bunbsam Cromnunre. - M. u 1p.:
Bunbsamc, 2002. - 429 c.

KoMnboTepHbIe NporpaMmmal

Oneparnmonnas cucrema Windows XP

[Taker mporpamm MS Office 2003/2007

[IporpamMMBbI 3amUTEl HHPOPMAIMK OT HECAHKIIHOHUPOBAHHOTO TOCTYIIA
[TporpamMMbl KpunTorpaduIecKoi 3amuThl

[Tporpammbl mmppoBaHUS JaHHBIX

AwntuupycHsiit naket Dr. Weber (unmu NOD 32)

N N
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JlarectaHCKHMi roc yAapCTBEHHbIN TEXHUYECKUI

YHHBEpPCHTET

Jlexan
¢dakynbTera

(moxmuce) (1.0.Damunust)

. .20
(,%aTa YTBEP)KICHUS)

P

Nudopmanuonnas 6€301aCHOCTD TAMOKEHHBIX CJIYKO
(HaMMEeHOBaHWE JUCITUTIIMHBI)

YueOHan nporpamMma aJjid CrnenmajJdbHOCTH:

“TamoskeHHoOe 1ei0”’
(kKoj cTIeaIbHOCTH ) (HammenoBaHue crieiuagbHOCTH)

( Ha3BaHMe (pakyabTETA)

«TaM0oKEeHHOE JIETO)

(Ha3BaHue Kadenpsl)

Kypc (kypchr)

Cemectp (cemecTphbl)

Jlekmuu

(KOJTMYECTBO 4acoB)
[IpakTuueckue (CeMUHAPCKHUE)
3aHATHA

(KOTMYECTBO YaCOB)
JIabopaTopHbie
3aHATUA

(KOJTMYEeCTBO 4acoB)
Bcero aynutopHsix
YacoB I10 AUCLUILINHE
(KOJTMYECTBO YacoB)
Bcero yacos
10 TUCLUIUINHE
(KOTMYECTBO YaCcOB)

Cocrasuna 1. A. KoBasibkoBa, CT. IpenoaaBaTeib

OK3aMeH -
(cemecTtp)
3auer .
(cemecTtp)
KypcoBas pabora
(cemecTtp)

dopma nosry4eHus

BBICIIIETO OOpa30BaHUs JHEBHAs
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VY4ebHas mporpamMma cOCTaBlIeHa Ha OCHOBE 0a30BOM MPOTpaMMBbI TTO TUCIIUILINHE
«udopmanonHast 6€30MacHOCTh TAMOXEHHBIX CITYKO».

PaccmoTpena n pekoMeH10BaHa K YTBEPKJICHUIO B KauecTBe Bapuanta Y MK Ha 3a-
cenanuu kadeapol TamoxxeHHOE J1e710

(na3BaHue Kadenpor)

« » 20 T., IPOTOKOJ
No 10

(mara, HOMep MPOTOKOJIA)

3aBenayrouuii Kah Ao

(moamucek) (1.0.Damumus)

OnobpeHa 1 peKOMEH1I0BaHa K YTBEPKJICHUIO METOIUYECKOM
komuccueit II'TY

(Ha3BaHUE BBICIICTO YICOHOTO 3aBE/ICHHS)

« »uwonsa 20 T., IpoTOKOJ No

(maTa, HOMep MPOTOKOIIA)

IIpencenarens

(moamuce) (M1.0.Damunus)
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I. HOACHUTEJIbBHAS 3AIINCKA

VYyebnas nporpamma qucuuiuinibl « MHpopManonHas 0€30MacHOCTh TAMOKEH-
HBIX CIyK0» pa3paboTaHa i cTyaeHTOB crenuanbHocTH 38.05.02 «TamoxxenHoe
TIEII0.

JlanHasi mporpamma onpeJessieT cojiepKaHue JIEKIIMOHHOr0 MaTepuasia u TeMaTu-
Ky J1aDOpaTOPHBIX 3aHATUH.

Heap npenonaBanusi Aucuuiuinnebl. Llensio nucrummmnsl « MadopmannonHas
0€30MacHOCTh TAMOKEHHBIX CIIYKO0» SBIISETCS] O3HAKOMJICHUE CTYJICHTOB C (DyHIaMEH-
TaJbHBIMU MOHSATUSMH, OCHOBHBIMU OIPEACIICHUSIMU U METOJaMU oOecriedeHus: uHdop-
MalMOHHON 0€30MaCHOCTH B YCJIOBUSX IIMPOKOTO0 MPUMEHEHUSI COBPEMEHHBIX UH(DOP-
MAalMOHHBIX TEXHOJOTMH. A HMEHHO, HW3y4Y€HHE MHPOPMALMOHHBIX YIpo3, HX
HEUTpaIu-3allii, BOMPOCOB OPTaHU3AIMK Mep 3aIlIUThl WHGOPMAIMOHHBIX PECYpPCOB,
HOPMAaTHUB-HBIX JOKYMEHTOB, PETIAMEHTHUPYIOIKUX HH(POPMALMOHHYIO NEATEIbHOCTD,
KpUNTOrpa-(pUYecKuX METOJIOB 3alllUThl UH(POPMALMU, IPYTHe BOMPOCHI, CBSI3aHHBIE C
oOecreueHn-eM 0e30MaCHOCTH KOMITBIOTEPHBIX CETEH.

OcCHOBHOE BHUMaHHUE B pPaMKax JIMCUUIUIMHBI YACISIETCS PACCMOTPEHHUIO METOIOB
3aIIMATHI OT HECAHKIIMOHUPOBAHHOTO JTOCTYMA K MHPOPMALIMK B KOMIBIOTEPHBIX CETSX C
MOMOILbIO MPOTPAaMMHBIX M MPOTrPaMMHO-TEXHUYECKHX CPEICTB, Oa3UPYIOLIMXCS Ha
KpUnrorpapuueckux npeoopa3oBaHusIX; yrpo3 B KOMMYHHKAIMOHHBIX CETAX U MEp 1O
MPEAOTBPALIEHHUIO MOMBITOK PEANTN3alUU 3TUX YTPO3, OCHOB MOCTPOEHUS U HCIOJIb30Ba-
HUSI MEKCETEBBIX SKPAHOB, MPAKTHYECKUX BOMPOCOB CETEBOM 0€30MacHOCTH, METO/IOB
oOecrnieueHns HaEKHOTO XpaHEHUSI HHPOPMAIIUU B KOMIIBIOTEPHBIX CETX.

[IpenogaBanne mucuuruHbel «MHbOpManmoHHass 0€30MaCHOCTh TaMOXEHHBIX
CIIy’k0» JOJKHO CIOCOOCTBOBAThH MOBBIIIEHUIO YPOBHS MOATOTOBKH CIIELIUATINCTOB Ta-
MO>KE€HHBIX OPTaHOB C II€JIbI0 COOTBETCTBUSI NMPO(PECCUOHANBHBIM KOMIIETEHIIUSM B 00-
JacTU MH(GOPMAITMOHHBIX TEXHOJIOTUH.

3agaum um3ydeHMsl AUCHUILIMHBI. 3anaya aucuuruinebl «MHbopmanumonHas
0€30MacHOCTh TAMOKEHHBIX CIIY>K0» COCTOUT B MOJYYEHHH CTYJIEHTAMHU OCHOBHBIX T€O-
PETUYECKUX 3HAHMM MO 3aumuTe MH(OpPMAUU OT HECAaHKIMOHUPOBAHHOI'O JOCTYIA B
KOMITBIOTEPHBIX CUCTEMAxX M CETAX: MeToAaM olOecreueHus KOH(PUIECHINAIbHOCTH, 1e-
JOCTHOCTH M JOCTYITHOCTH WH(OPMAIIMH; CPEJICTBAM 3alluThl JOKyMeHTOB Microsoft
Office; cpencrBam obecnieueHnss 6e€30MaCHOCTH 0a3 JaHHBIX MYTEM pa3rpaHUYCHUS J10C-
Tyna K WH(GOpMalUU; CPEACTBAM KpHUNTOTrpaduu; METOJAaM M CPEICTBAaM 3aIUTHl MH-
dbopMaiuu OT BpeIOHOCHBIX MPOTrpaMM — KOMIIBIOTEPHBIX BUPYCOB U MPOTPAMMHBIX 3a-
KJIaJOK. Takke CTyJEeHThI JOJIKHBI ObITh O3HAKOMJIEHBI C OCHOBHBIMH CTaHAAPTAMU HH-
(dhopmMarmoHHON 6€30MTaCHOCTH.

[TomyyeHHBIE TEOPETUUECKUE CBEICHUS TOJKHBI ObITh 3AKPEIUICHBI HA TPAKTUKE
B XO/I€ BBITIOJIHEHUS JIA0OPATOPHBIX PadoOT.

IlepeyeHb TUCHHUNJINH, YCBOEHHE KOTOPbIX HEO0X0AMMO JI1 U3yYeHHUS TaH-
HOW JucnumIuHbl. Matepuan kypca «ubopmarmornHas 6€30MacHOCTh TAMOKEHHBIX
CITYRRON QEBPY SO MAG KA BB K FECRAAY TN TSR K
— «TexHonoruun opranuzanuu, XpaHeHus: 1 00padOTKHU TAHHBIXY;

— «/lenonpou3BoICTBO B TAMOKEHHBIX OpraHaxy.
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B pesynbrate ocBoenus kypca «MHpopMammonHas 0€30MacHOCTh TaMOKEHHBIX

CITY’K0» CTYJIEHT JOJKEH

3HATh:
CoJiep’KaHNe OCHOBHBIX MOHATHH oOecrieueHrs HHPOPMAIMOHHON 06€3011acCHOCTH;
OCHOBHBIC BHUJBI Yrpo3 WH(POPMAIMOHHONW O0€30MacHOCTH, METO/BI UX BBHISBICHHUS
1 OJIOKMPOBAHUS;
METOJIBI M CPEACTBA 3aAIUTHl OT HECAHKIIMOHUPOBAHHOTO JOCTYIa K MH(POpPMAIUN B
KOMITBIOTEPHBIX CUCTEMAX;
METO/IbI 3aIIUTHI HHPOPMAIIMK OT HECAHKIITMOHUPOBAHHOTO JOCTYIIA B OMIEPALIMOHHBIX
CUCTEMaX;
KpunTorpaduueckre MeTo Il 0oecreyeHus: HHPOPMAIIMOHHOM 0€30MacHOCTH;
CIIOCOOBI 3aIIUTHI KOMITBIOTEPHBIX CUCTEM OT BPEOHOCHBIX MPOTPamMM;
yMeThb:
o0OecnieunBaTh 3alIUTy MH(OOPMALMU IITATHBIMUA CPEACTBAMM OIEPAI[MIOHHON CUCTe-
MBI
OCYIIECTBIATH 3PPEKTUBHBII BHIOOP KOMIBIOTEPHBIX CUCTEM 3alLIUTHI;
NPUMEHSTh Pa3JIMYHbIE TEXHOJOTUH 3aIIUTHl HHGOPMAIIUK B peabHbIX HHPPACTPYK-
Typax.
NpuodpecTH HABBIKM:
obecrieuenus nHPOpPMAITMOHHOM 0€30MacHOCTH Ha paboueM Mmecte, (B T. 4. APM).
3HaHUA ¥ YMEHUs, MOJIyYCHHbBIE CTYJCHTAMH MPU U3YYCHUH JaHHON AMCIUILIHU-

HBI, HCO6XOI[I/IMBI AJI1 OCBOCHUS IMOCIICAYIOMUX CIICHNAJIbHBIX AUCHUIIINH, CBA3AHHBIX C
I/IH(l)OpMaHI/IOHHBIMI/I TCXHOJIOTHUAMMU.

JlucumIimHa u3aaraercs B TeYEHHE OJHOIO CEMECTpa, KypC pacCUMTaH Ha 00BEM

74 y4eOHBIX 4yaca, u3 HUX — 34( ) aynuTopHbIX yaca. [IpumepHoe paciipeneicHue ayau-
TOPHBIX YaCOB T10 BHJIaM 3aHATHI U CEMeCTpaMm:

6 cemectp: nekiuit — 17 () gacoB, 1abopaTopHbix pabot — 17 (') gacos.
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I1. COAEPKAHUE YYEBHOI'O MATEPHUAJIA

Tema Ne 1. OcHOBHBIE IOHATHS ¥ AHAJIHU3 YTPo3 HHGPOPMANMOHHOI (€30NaACHOCTH

OcCHOBHBIE MOHATUS 3aUIUTHl UHPOpPMAIMKM U MH(POPMAIMOHHOW OE30MacCHOCTH:
OCHOBHBIE TEPMHUHBI U OMpeEJeNIeHUs. YTPo3bl HHPOPMAIIMOHHON 0€30MacHOCTH U UX
knaccudukanusa. Haubonee pacnpoctpanénnsie yrpo3sl 0e3onacHocTu. Kananbl yreuku
uH(pOpMaLIUN.

Tema Ne 2. 3ammuTa uHgpopManuM 0T HECAHKIMOHMPOBAHHOIO 0CTYyA

Cnoco0bl HECAaHKITMOHUPOBAHHOTO J0CTYyIa K HHpopMaIuu. MeToasl 3aliuThl OT
HCJl B xommbroTepHbIX cuctemax. Maentudukanus. Ayrentudukarus. [IporpaMmmHo-
arraparHas 3anura nHpopmaruu ot JiokaibHoro HCJI.

Tema Ne 3. Be3onacHoe MCno/1b30BaHUe HH(POPMALIMOHHOM cpeabl
3ammra MHTEpHET-NOAKIIOUEHHH, (YHKIMY U Ha3HAUYEHHUE MEKCETEBBIX SKPAHOB.
Buptyanbusie yactabie cetu (VPN), ux Ha3HaueHWe W UCIOJIb30BaHUE B MH(OpMAIIU-
OHHBIX cUCTeMaX. BpemeHHbie Qaitnbl. MeToibl KOHTPOJIS HaJ BpEMEHHBIMU (aiaamMu
OTIEpaIIMOHHOM cucTeMbl U puiokeHui. CTaHAapThl MH()OPMALMOHHON OE€30M1aCHOCTH.

Tema Ne 4. 3amura KOMIBIOTEPHBIX CHCTEM OT BPEIOHOCHBIX MPOrPamMM

BpenonocHele mporpaMmbl U HX Kiaccupukanus. OCHOBHBIE KaHaJbl pPacIpo-
CTPAHEHMsI KOMIIBIOTEPHBIX BHPYCOB U JPYTUX BPEIOHOCHBIX IMporpamm. MeToasl 00-
HapyX€HUs U YHAJICHUs BUPYCOB. AHTUBHPYCHBIE IPOTpaMMbl U KOMIUIEKCHI. IIpo-
IrPaAMMHBIE 3aKJIAAKA U METOJIBI 3AIIUTHI OT HUX.

Tema Ne 5. Be3onacHoe ucnojib30BaHue HHTEPHET-PECypPcoB
AHoHUMMHOE ucnoyib3oBanue MuTepHeT pecypcoB. Bribop mposaiizepa. Macku-
poBka IP-aapeca. cnionb30BaHue crieMaiu3upOBaHHBIX IPOTrPaMM U CEpBUCOB. be3o-
MacHOE MCIOJIb30BaHKue djeKTpoHHOoM mouthl (E-mail), BeiOOp mouroBoro kiaueHra. 3a-
IIMATA OT crama.

Tema Ne 6. Kpuntorpaguueckue MeTobl odecredeHust
HHGOPMALIMOHHOI 0€30IACHOCTH
Kpunrorpadpus xak Hayka. OcHOBHbIE MOHSATHS. THUIBI KPUOTOCUCTEM. OJEK-
TpoHHasi 1UdpoBas noanuch U e€ npuMmeHeHue. KommbroTepHas cTeHorpadus u eé
IIPUMEHEHUE.

Tema Ne /. AHAJIN3 3aIMINEHHOCTH JIOKAJLHOM BHIYMCIHTEILHOH CETH
U eé y3J10B
[IpoTokonupoBanue u ayauT. 3agaun U GyHKIuM ayauta. CTpyKTypa KypHaJIoB
ayauTa. AKTUBHBIA ayJIUT, METOAbI aKTUBHOTO ayauTa. CpeacTBa aHaJIN3a U ayJIUTa.

Tema Ne 8. 3amura TamokeHHbIX HHPOPMAIMOHHBIX CHCTEM
OcHoBHBIE (DaKTOPHI, BIUSIONINE Ha oOecrnieueHne nH(pOpMaImoHHONW Oe30TacHo-
CTH TaMO>XEHHBIX opraHoB. OCHOBHBIE YIp03bl HH()OPMAIIMOHHOW 6€30MacHOCTH TaMo-
KEHHBIX OpraHoB. Mojiesib HapymuTesss HHPOpMaMOHHOM 0€30MaCHOCTH TaAMOKEHHBIX
opraHoB. Llenn, ocCHOBHbBIE 3a/layu ¥ MPUHLIMIBI oOecrieyeHus: HHHOPMAIMOHHOU 6e30-
MAaCHOCTH TaMOKE€HHBIX opranoB PecryOnnku benapyce.



69

I11. YHEBHO-METOINYECKASA KAPTA

KosmuecTBo ay uTOPHBIX
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1. | OCHOBHBIE IOHATUA U AHAJIU3 YI'PO3 MH®OPMAIIU-
OHHOM BE3OIIACHOCTM. (4 4.)
1.1 | OcHOBHbBIE IOHATHUS 3alIMTHI UHPOPMALIMU U WHPOPMALIMOHHOM Oe3omac- | 2 [1], [4],
HOCTH: OCHOBHBIC TEPMHHBI U OIPEACICHUS. YTPO3bl HHPOPMAIMOHHON [6]
Ge3omacHoCTH M UX Kinaccudukanus. Hanbomnee pacnpocTpaHéHHbIE YTPO-
361 Oe3onacHocTu. Kanansl yreukn nHpopManmu.
1.2 | IIporpammHOe obecrieueHre 6e30MacHOCTH HHPOPMAITHOHHBIX CUCTEM. DNeKTPOHHBIN Bamura
nabopaTOPHBIN oTuera
HPAKTHKYM
2. | 3AIIMTA UH®OPMAIIMN OT HECAHKIITMOHUPOBAHHOI'O
JOCTYIIA. (4 4.)
2.1 | CiocoObl HECAaHKIIMOHUPOBAHHOTO JIOCTyMa K HHpopMaimu. MeTosl 3a- [1], [3],
muTel oT HCJl B KoMmbroTepHBIX cucteMax. Mnentudukanms. AyTeHTH- [4], [5],
¢uxanus. [IporpammHo-anmaparHas 3anmra HHGOPMAIHH OT JIOKAJTLHOTO [6], [9]
HC/L.
2.2 | OCHOBHBIC TIPH3HAKH MPUCYTCTBUS HA KOMITBIOTEPE BPEIOHOCHBIX IMPO- DIIEeKTPOHHBIN 3amura
rpaMm. J1abopaTOPHBIi oTyeTa
PaKTHKYM
3. | BESOMIACHOE WCHOJIb30BAHUE HWH®OPMAIIMOHHOM

CPEJBL. (4 4.)
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3.1

3amurta MHTEpHET-ONKITIOUEHUH, (DYHKIIMN U HAa3HAYEHUE MEKCETEBbIX
sKkpaHoB. Buptyanbusie yactubie cetd (VPN), ux Ha3HaueHue U UCHOJIb-
30BaHuEe B MH(OPMALMOHHBIX cucTemax. Bpemennble (aiinbl. Metomabl
KOHTPOJISI HaJl BpEMEHHBIMU (paifylaMu ONepalliOHHONW CHCTEMBI U IPUIIO-
skeHuid. CTaHmapThl THPOPMAITMOHHON 0€30MaCHOCTH.

[2], [3],
[4], [3],
6], [7]

3.2

besonacHocts koMnbroTepa B Cetu MIHTEpHET.

ONEKTPOHHBIN
1abopaTOPHBIN
MPAKTUKYM

3amura
oT4yeTa

3AIIUTA KOMIBIOTEPHBIX CUCTEM OT BPEJOHOCHBIX
MMPOTPAMM. (4 u.)

41

Bpenonocusle mporpamMmbl ' uX Kinaccupukanms. OCHOBHBIE KaHAJbI
pPacIpoOCTPaHEHHSI KOMIIBIOTEPHBIX BUPYCOB U IPYI'MX BPEIOHOCHBIX IIPO-
rpaMMm. MeTonsl OOHapYyKEHHS WM YHAJCHHS BHPYCOB. AHTHBHUPYCHBIE
IIPOrpaMMbl U KOMIUIEKCHI. [IporpaMMHbie 3aKilaIku U METO/BI 3AILUTHI
OT HUX.

[2], [3],
[4], [3],
6], [7]

4.2

KOMHBIOTCPHLIC BUPYCHI 1 3alllUTa OT HUX.

DIIEKTPOHHBIN
1ab0paToOpHBIN
MPAKTUKYM

3amura
oT4eTra

BE30OITACHOE UCITOJIb3OBAHUE UHTEPHET-PECYPCOB.
(6 4.)

5.1

AHOHUMHOE ucmoyib3oBanue MuTepHeT pecypcoB. Bribop mposaiinepa.
Mackuposka IP-agpeca. lcnonbp3oBaHue CHEUAIU3UPOBAHHBIX IPO-
rpaMM M cepBHUCOB. be3onacHoe UCHoab30BaHUE AMEKTPOHHON mouThl (E-
mail), Be10Op MOYTOBOrO KJIMEHTA. 3al|Ta OT CllaMa.

[2], [3],
(5], [71,
[11]

5.2

3amuTa OT HECaHKIMOHMPOBAHHOrO JjaocTyna 0a3 gaHHbIX Microsoft
Access.

ONEeKTPOHHBIN
n1a0opaTOPHBIit
MPAKTHKYM

amnmra
or4dera

KPAUIITOI'PAOUYECKHUE METO/1bI OBECIIEYEHU A NH-
POPMAIIMOHHOMU BE3ONMACHOCTM. (7 4.)

6.1

Kpuntorpadust kak Hayka. OCHOBHbIE MOHATHS. TUIBI KPUINTOCHUCTEM.
OnexkTpoHHas nudpoBas moamuck u e€ nmpuMmeHeHue. KommbroTepHas
cTeHorpadust u e€ npuMeHeHue.

[3], [4],
[7], [10],
[12]
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6.2 | Kpunrorpaduueckre METOIBI ¥ CPEICTBA 3aMIUTHI HHPOPMAIIUH. DIIeKTPOHHBIN 3amura
nabopaTopHbIi oT4yeTa
PaKTHKYM
7. | AHAJIM3 3AIMUIIEHHOCTH JIOKAJIbHOM BBIYUCJIH-
TEJBHOM CETH U EE Y3J10B. (2 4.)
7.1 | IlporokonupoBanre W ayauT. 3amaun U GyHKnuu ayaura. CTpyKTypa [2], [3].
KYpHAJIOB ayJuTa. AKTUBHBIN ayJauT, METOJbl aKTUBHOTrO aynuta. Cpen- [4], [5],
CTBA aHAJIN3a U ayJUTA. [6], [7]
8. 3AIUTA TAMOXKEHHBIX UHOOPMAIIUMOHHBIX CUCTEM.
(34)
8.1 | OcHoBHBIC (haKTOpPbI, BIUSIONME Ha obecreueHre HH(POPMAIMOHHOM [2], [3],

0€30I1aCHOCTH TaMO>KEHHBIX OpraHoB. OCHOBHBIE yrpo3bl HHPOPMALMOH-
HOM 0€30MacHOCTH TaMOXKEHHBIX OpraHoB. Mojenb HapymmTens uHpop-
MallMOHHOM 0€30I1aCHOCTH TaMOKEHHbIX OpraHoB. Llenu, ocHOBHbIE 3a/1a-
Yl U OPUHLHUIB oOecriedeHHuss MH(OPMaLMOHHON Oe30I1aCHOCTH TaMo-
KeHHbIX opraHoB Pecny6snku benapycs.

[41. [3],
61, [71,
[14], [15],
[16], [17]
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IV. AHOOPMALIIMOHHO-METOINYECKASA YACTbD

4.1 OCHOBHASA JIMTEPATYPA

8. Xopes Il.b. Metosas! u cpencTBa 3auThl HHOOPMAIIMK B KOMITBIOTEP-
HbIX cucTtemax: yue0. [locobue mst ctya. Beicil. yueb. 3aBeaenuii / [1.b. Xopes. —
3-e u31., crep. — M.: 3natenbckuii ieHTp «Akagemusi», 2007. — 256 c.

9. JleontneB B.II. besonacHocts B cetu MUuTepuer. — M.: OJIMA Meauna
['pynm, 2008. — 256 c.

10. anerun B. ®. MadopmanmonHas 6e30macHOCTh KOMITBIOTEPHBIX CHUC-
TeM u ceteil: yued. nocooue. — M.: U1 « POPYM»: UTHOPA-M, 2009. — 416 c.

11. Komnbiorepnast 6e3onacHocTs: Kpunrorp. meroas! 3amutsl / [letpos
A.A..—M.: IMK, 2000. - 445 c.

12. JlokampHbie cetn u Oe3omacHocTh Microsoft Windows XP. Inside out:
[mepeBoa ¢ anrnuiickoro] / O bort, Kapn 3uxept. - Mocksa: 9KOM, 2007. - 941,
[2] c.

13. CoBpemeHHas KOMIBIOTEpHAsE OE30MAaCHOCTh: TEOPETUUYECKUE OCHOBHI,
MpaKTUYECKue acnekTol: yueoHoe nocodue / A. 0. IllepOakos. - MockBa: Kuamx-
HbII Mup, 2009. - 351, [1] c.

14. Ocuobl 3anmThl ceteil: [lpun. u cranmapterl: Ilep. ¢ anri. / Buibsam
Cronnunre. - M. u ap.: Bunbesmc, 2002. - 429 c.

4.2 JOIMOJIHUTEJIbHAS JIMTEPATYPA

15. WudopmanronHas 6€30MacHOCTh: YUeOHUK JJIsl BY30B: [0 T'yMaHUTap-
HBIM U COIMAJIbHO-PKOHOMHUYECKUM crienuanbHocTsIM / B.M. SlpoukuH. - Mockaa:
Tpukcra: Akagemuyeckuit npoekt, 2005. - 542, [1] c.

16. AyrenTudukanus: ot mapoyieid 10 OTKpHITHIX Kitoueit: [lep. ¢ anrm. /
Puuapn 3. Cmut. - M. u np.: Bunssimc, 2002. - 424 c.

17. Koner u mmdps: HOnuit Lezapp, "Ouurma" u UHTEpHET: TIepeBOa C
anrnuiickoro / Podept Uepuxayc. - Mocksa: Becs mup, 2005. - XII, 302 c.

18. bezonacnas paborta B Internet: 3pPpekTUBHBIA CAaMOYUHUTEINb: TIEPEBOJ C
anrymiickoro / Yomnec Banr. - Cankt-IlerepOypr [u ap.]: AuaCodTHOII, 2005. -
397 c.

19. OcHoBbl kpunrorpaduu: yueOHOe mocoOue JJisi BBICIINX y4eOHBIX 3a-
BEJICHUI 10 TPyMIe CEeUUATBHOCTEN B 00J1aCTH HH(POPMALIMOHHON 0€30MacCHOCTH
/ A.Il.Andepos [u ap.]. - Mocksa: I'enuoc APB, 2005. - 479, [1] c.

20. OcHoBbl MH(GOPMAIIMOHHON 0€30MACHOCTU: yuyeOHOe MocoOue Mo crie-
nuangbHocTsIM "KoMmmbroTepHas Oe3omnacHocTs", "KoMIuiekcHoe obecnieyeHre WH-
dbopmaliioHHOM 0€30MacCHOCTH aBTOMAaTU3MpoBaHHbIX cucTeM" U "MHpopmannon-
Has 0e30MacHOCTh TeaekoMMyHuKanoHHbix cuctem" / C. I1. Pactopryes. - Mock-
Ba: Akanemus, 2007. - 186, [1] c.

21. WuadopmanmonHas 6€30MacHOCTh B paMKaX MHTETPAIIMOHHBIX IPOIIEC-
cOB: moJyintosiorndeckuil ananu3 / ['aOappkamanos Hypman MypaTkasbieBud: aB-

TopedepaT AuccepTallud Ha COMCKAHWE YYEHOH CTEMeHM KaHAWJaTa MOJIMTHYe-
ckux Hayk: 23.00.02. - Acrana, 2010.
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22. Wundopmannonnsie TexHojoruu. Texunomnoruu 0e3onacHoctu. CHUCTEMBI
ynpasienus 3anuroit nadopmanuu. Tpedoanus: CTh IT ISO/IES 27001-2008. -
MuHck: ['occtanaapt: besopycckuil rocy1apCTBEHHbIM HHCTUTYT CTaHAAPTU3ALNU
u ceprudukaruu, red. 2008 - VI, 27, [1] c., Bkiarouas o6noxky — (I[IpeaBapurensb-
HBIN TOCyapcTBeHHBIN cTanaapT Pecniyonuku benapycs).

23. WudopmarmoHHble TEXHOJIOTHU. MeToabl M cpefcTBa 0€30MacHOCTH.
[IporpaMmHBIE CpeICTBa 3AIIUTHI OT BO3IECUCTBUSA BPEIOHOCHBIX MPOrpaMM U aH-
TUBUpPYCHBIE MporpaMMHuble cpeactBa. Onenka kadectBa: CTh IT 34.101.12-2004.
- Mu.: T'occrangapt: benopyc. roc. HH-T cTaHAapTU3auuu U cepTudukanuu, 2004.
- I, 11 c., Bkmtou. 00610%kKy. — (IIpeaBapuTenbHblil TOCYIapCTBEHHBIN CTaHIApPT
Pecnyoimmku benapych).

24. HWudpopManmoHHBIE TEXHOJOTUHM M Oe30macHOCTh. Kpurepuu OueHKH
Oe3omacHOCTH MH(POPMAIIMOHHBIX TexHOJMOTui. [Ipoduip 3amuThl AIEKTPOHHON
noutsl npeanpusatus: CTb 11 34.101.4-2010. - Munck: I'occrangapt: bemopyc-
CKUN TOCYJAapCTBEHHBIM MHCTUTYT CTaHAApTU3AIMHU U cepTudukanuu, ned. 2010 -
IV, 33 c. — (IlpenBaputenbHblil TocyaapcTBeHHBIN cTannapT PecnyOnuku bena-

pycChb).

4.3 TEMATHUKA JJABOPATOPHBIX 3AHSATUIA
(6 CEMECTP)
TEMA 1. IlporpammHoe obecrnieueHrne 0e301macHOCTH UH(OPMAIIMOHHBIX CUCTEM.
TEMA 2. OcHOBHbIE IPU3HAKU NPUCYTCTBUS HA KOMITBIOTEPE BPELOHOCHBIX IIPO-
rpamm.
TEMA 3. be3zonacHocTh koMinbtoTepa B Cetu HTEpHET.
TEMA 4. KoMIbloT€pHbIE BUPYCHI U 3a1UTA OT HUX.
TEMA 5. 3amura 0T HECAaHKIHOHHPOBAHHOIO aocTyma 0a3 maHubeix Microsoft
Access.
TEMA 6. Kpunrorpaduyeckue METOAbI U CPENICTBA 3AIIUTHI HH(OPMAITUH.

4.4 KOMIIBIOTEPHBIE ITPOI'PAMMBbI

7. Omneparnuonnas cuctema Windows XP

8. ITaket mporpamm MS Office 2003/2007

9. IIporpaMMsl 3aIUTH HHQOPMAIH OT HECAHKIIMOHUPOBAHHOTO JTOCTYTIA
10.ITporpammbl KpUNTOTPAPUIECKON 3AITUTHI

11.TIporpammsl mmdpoBaHUs JaHHBIX

12.AutuBupycHbiit maker Dr. Weber (uau NOD 32)
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4.3 MIPUMEPHBIA TEPEYEHD BOITPOCOB K 3AYETY
(6 cemecTp)

33. OcHOBHBIE MOHATHUS 3aUUTH HHGOPMAIMU U HHPOPMAIIMOHHOM Oe3ormac-
HOCTH: OCHOBHBIE TEPMUHBI U onpeneneHus. OCHOBHbIE COCTaBIsAOMMEe HHPOpMa-
IUOHHOW 0€30MaCHOCTH.

34. Buasl yrpo3 nadopmarimonHoi 6e3onacHoctu. Knaccudukaims Bo3MOX-
HBIX yrpo3 uHdopmarmonnoi 6ezonacHoctu AC.

35. Tumbl aTak Ha KOMITBIOTEPHYIO CUCTEMY.

36. Haubonee pacrmpoctpan€HHble yrpo3sl Oe3omacHocTd. KaHambl yTedku
uHbOpMaIUH.

37. OcHOBHBIE CIOCOOBI HECAaHKIIMOHWPOBAHHOTO MIOCTYyMa K WH(OpMAaIuu.
Mopens HapymuTess.

38. Metonp! 3amutel oT HC/] B KOMITIBIOTEPHBIX CUCTEMAX.

39. Unentudukamnus. [Iporokon uneHtuduxanuu.

40. Ayrentudukarus. CriocoObl ayreHTudukanuu noub3onatens B KC.

41. AyrenTudukanus nojiab3oBaTesiel Ha OCHOBE MapoJiel U MOJAEIU «PyKO-
TIOXKATHSI.

42. Ayrentudukaius nojgs3opareneil Ha ocHoBe PIN-kona.

43. AyteHTu(uKaIus MOJIb30BaTENeH MO0 UX OUOMETPUYECKUM XapaKTepH-
CTHKaM, KJIaBUaTYpHOMY MOYEPKY U POCIIHUCH MBIIIBIO.

44. TIporpaMMHO-anmnaparHas 3ammra nHpopManuuu ot JiokansHoro HC/I.

45. 3amura MHTEepHET-TOAKIIOYEHU .

46. OyHKIMM 1 HA3HAYCHUE MEXKCETEBBIX IKPAHOB.

47. Bupryanbasle yactHbele cetd (VPN), nx Ha3HaueHue W UCIHOJIb30BAaHUE B
UH(POPMAIIMOHHBIX CHCTEMAaX.

48. Bpemennsie (aitsibl. MeToapl KOHTPOJIS HaJl BpeMEHHBIMU (aiiiaMu ore-
PALIMOHHOM CUCTEMBI U ITPUIIOKEHUM.

49. CranmapTsl HHPOPMAIIMOHHOM 0€30MaCHOCTH.

50. BpenoHocHbie TporpaMMbl U UX KIacCU(pUKAIIHSL.

51. OcHOBHBIE KaHAJIBI PACIIPOCTPAHEHUSI KOMIIBIOTEPHBIX BUPYCOB U JIPYTUX
BPEIOHOCHBIX ITporpaMM. MeTobl OOHapYKEHUSI U y1aJeHHsI BUPYCOB.

52. AHTUBHPYCHBIEC IPOTPAMMBI 1 KOMILICKCHI.

53. [IporpamMHBbI€ 3aKJIAJKA U METObI 3aIIUTHI OT HUX.

54. AnoHumHOe wucroib3oBaHue MHTtepHeT pecypcoB. Breibop mpoaiinepa.
Mackuposka [P-anpeca.

55. Ucnonb3oBaHue CrieMaain3upoBaHHBIX TPOTpaMM U CEPBUCOB.

56. be3onacHoe ucnoyib30BaHue AekTpoHHoi noutkl (E-mail), Beibop mou-
TOBOTO KJIMEHTA. 3aIIUTa OT Criama.

57. Kpunirorpadust kak Hayka. OCHOBHbIE TOHATHS. THUITBI KpUITOCUCTEM.

58. DnektponHas 1udpoBasi MOAMUCH U €€ TPUMEHEHUE.

59. KomMmbroTepHas cteHorpadgus u e€ npuMeHECHHE.

60. IIpoTokonupoBanue u ayaut. 3aauu U GyHKIUHN ayAUTA.

61. CtpykTypa KypHaJIOB ayAuTa. AKTUBHBIN ayAUT, METObl aKTUBHOTO ay-
nuta. CpecTBa aHayIM3a U ayuTa.
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62. OcHoBHBIE (DaKTOPHI, BIWAIONIME HA oOOECIedYeHne HHPOPMAIIMOHHON
0€30MacCHOCTH TAMOKEHHBIX OpraHoB. OCHOBHbBIE YTPO3bl HTHPOPMAIMOHHOHN O€30-
MACHOCTH TAMOKEHHBIX OPraHOB.

63. Mogaenp HapymuTens nHHOPMAIMOHHONW 0€30MacHOCTH TaMOXKEHHBIX Op-

TaHOB.
64. llenu, OCHOBHBIE 3a/1a4 M IPUHITUIIBI o0ecriedeHrsI HH(POPMAIIMOHHOMI

0€30IMacCHOCTH TaMOXKEHHBIX opraHoB PH.


User
Вычеркивание
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V. IPOTOKOJI COI'VIACOBAHMUAA YYEBHOM ITPOT'PAMMBI
11O U3YHAEMOMU YYEBHOU JUCHUIIJIMHE C IPYT'UMU JUCIIHU-
IIVIMHAMMU CIIEHHIUAJIBHOCTH

Ha3zBanue Ha3zBanue [Ipennoxenus Pemenue, npunsitoe
TUCIUIUIMHBL, | Kadeapbl 00 U3MEHEHUsX B coiepxa- | kKadempoi, pa3padbo-
C KOTOpOH HUW y4eOHOU MporpaMMbl | TaBIIEH y4eOHYIO
TpeOyercs co- 0 U3y4aeMor yueOHOI nporpammy (¢ yka-
TJIACOBAHME TUCUUIIINHE 3aHHUEM JaThl U HO-

Mepa IPOTOKOJIA)

V1. JONOJIHEHUS U UBMEHEHMUS K YYEBHOM ITPOI'PAMME
IO U3YYAEMOM YYEBHOM JUCHIUIIJIMHE
Ha / Y4EOHBIN roj

NoNo JlonmoaHEeHUsT 1 U3BMEHEHUS OcHoBaHue
I

VYyebHas nporpamMmma nepecMoTpeHa U 0100peHa Ha 3aceaHuu Kadeapsl
TamoxkeHHOE Jeno (mpoTokoi Ne OT 20 1)

(HanMeHoOBaHue Kadeapol)

3aBenyromuii kadeapoi

(creneHsb, 3BaHKE) (moxmuce) (MN.0.®amunus)

YTBEPXIAIO
Jexan axynbrera

(cTenieHsb, 3BaHUE) (moamucek) (M.0.Damunus)
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I11. YHEBHO-METOINYECKASA KAPTA

KosnuecTBo ay uTOPHBIX

g“ = . dacon 2 g E o~ g
5 = ], SeIEE | . :
o Z | Ha3Banme pa3zjmena, TeMbl, 3aHSITHS, lepevYeHb N3yYaeMbIX BOIIPOCOB 2 o &E EE S8 < I~ S =
S = S| 85| S &L <3 28 = =
s 3 =25 E:|¢ | 5:gEE| £ | 23
2 Iy = Z=| © M ®E = 3 S 5} s =
g 2 =258 ge =8 E£3 = 25
T & = | 5k - - = & &
1 2 3 4 5 6 7 8 9
1. | OCHOBHBIE MOHATHUA U AHAJIN3 YI'PO3 UHO®OPMAIIU-
OHHOM BE3OIIACHOCTM. (6 4.)
1.1 | OcHOBHBIC MOHSITHUS 3aIIUTHl HHPOPMAIMU U HHPOPMAIIMOHHOW Oe3ormac- [1], [4],
HOCTH: OCHOBHBIC TEPMHHBI U OIpEACICHUs. YTPO3bl HHPOPMALMOHHON [6]
Oe30macHOCTH U uX Kiaccudukaius. Hanbomnee pactpocTpanéHHbie yrpo-
3b1 Oe3onacHocTH. KaHaibl yreukn nHpOpMaIny.
1.2 | IlporpammHoOe obecriedeHne 6€30MacHOCTH HHPOPMAITHOHHBIX CUCTEM. DNEeKTPOHHBIN 3amura
71ab0opaTOPHBIi oTyera
PaKTHKYM
2. |3AIIMTA UTHO®OPMAIIMU OT HECAHKIIUOHUPOBAHHOI'O
JOCTYIA. (6 4.)
2.1 | CiocoObl HECAaHKIIMOHUPOBAHHOTO JIOCTyMa K HHpopMaimu. MeTosl 3a- [1], [3],
muTel oT HCJl B KoMnbroTepHBIX cucteMax. MneHTudukarms. AyTeHTH- [4], [5],
¢uxanus. [IporpammHo-anmaparHas 3anmra HHGOPMAIHH OT JIOKAJTLHOTO [6], [9]
HC/.
2.2 | OCHOBHBIC TIPH3HAKH MPUCYTCTBHS Ha KOMITBIOTEPE BPEIOHOCHBIX IMPO- DIIEeKTPOHHBIN 3amura
rpaMm. J1abopaTOPHBIii oTyeTa
PaKTHKYM
3. | BE3BOITACHOE MWCHOJIb30BAHUE WH®OPMAIIMOHHOM

CPEJBI. (6 4.)
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3.1

3amurta MHTEpHET-ONKITIOUEHUH, (DYHKIIMN U HAa3HAYEHUE MEKCETEBbIX
sKkpaHoB. Buptyanbusie yactubie cetd (VPN), Ux Ha3HAu€HHE U UCIOJIb-
30BaHuEe B MH(MOPMALMOHHBIX cucTeMaXx. BpemeHHble (aiiiasl. MeTomabl
KOHTPOJISI HaJl BpEMEHHBIMU (paifylaMu ONepalliOHHONW CHCTEMBI U IPUIIO-
skeHui. CTaHapThl THPOPMAITMOHHON 0€30MaCHOCTH.

[2], [3],
[4], [3],
6], [7]

3.2

besonacHocts komnbroTepa B Cetu MHTEpHET.

ONEKTPOHHBIN
1abopaTOPHBIN
MPAKTUKYM

3amura
oT4eTa

3AIUTA KOMIBIOTEPHBIX CUCTEM OT BPEJOHOCHBIX
MMPOT'PAMM. (6 u.)

41

Bpenonocusle mporpammbl ' uX Kinaccuukanms. OCHOBHBIE KaHAJBI
pacpocTpaHeHuss KOMIIBIOTEPHBIX BUPYCOB U IPYTUX BPEJOHOCHBIX IIPO-
rpaMM. MeTonsl OOHapyKEHUsS W YAAJCHHS BHPYCOB. AHTHBHUPYCHBIE
IIpOrpamMMbl U KOMILIEKCHI. [IporpaMMHBIE 3aKiIalKM U METOIbI 3aIlMThI
OT HUX.

[2], [3],
[4], [3],
6], [7]

4.2

KOMHBIOTCPHLIC BUPYCHI 1 3alllUTa OT HUX.

DNEeKTPOHHBIN
1ab0paToOpHBIN
MPAKTUKYM

3amura
oryera

BE30OITACHOE UCITOJIb3OBAHUE UHTEPHET-PECYPCOB.
(84.)

5.1

AHOHUMHOE ucmoyib3oBanue MHuTepHeT pecypcoB. Beibop mposaiinepa.
Mackuposka IP-agpeca. lMcnonbp3oBaHue ClENUaIU3UPOBAHHBIX IPO-
rpaMM M cepBHUCOB. be3onacHoe ucnoap30BaHue 3MEKTPOHHON MouThl (E-
mail), BBIOOp MOYTOBOr0 KJIMEHTA. 3al1Ta OT CaMa.

[2], [3],
(5], [71,
[11]

5.2

3amuTa OT HECaHKIMOHMPOBAHHOrO JjaocTyna 0a3 gaHHbIX Microsoft
Access.

DNEeKTPOHHBIN
1a0opaTOPHBIit
MPAKTHKYM

amnmra
or4dera

KPUIITOI'PAOUYECKHUE METO/1bI OBECHIEYEHHW A UH-
POPMAIIMOHHOMU BE3OINMACHOCTH. (9 u.)

6.1

Kpunrorpadust kak Hayka. OCHOBHbIE MOHATHUS. THIBI KPUOTOCHCTEM.
OnekTpoHHas 1HUdpoBas moanuch u e€ npuMeHeHue. KommbrorepHas
cTeHorpadus u e€ npuMeHEeHHe.

[3], [4],
[7], [10],
[12]
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6.2 | Kpunrorpaduueckre METObI M CPEICTBA 3aIUTHI HHHOPMALIUH. DJeKTPOHHBIH 3ammura
nabopaTopHbIi oT4yeTa
OPAKTHKYM
7. | AHAJIM3 3AIMUIIEHHOCTH JIOKAJIbHOM BBIYUCJIH-
TEJIbHOM CETH U EE Y3JIOB. (4 u.)
7.1 | IlpotokonupoBanue W ayauT. 3amaun U ¢yHxiuu ayaura. CTpykTypa [2], [3],
JKYPHAJIOB ayauTa. AKTHBHBIN ayJHuT, METOJbI aKTUBHOrO ayauta. Cpej- [4], [5],
CTBa aHAJIM3a U ay/IUTa. (6], [7]
8. 3AIUTA TAMOXKEHHBIX UHOOPMAIIUMOHHBIX CUCTEM.
(6 4.)
8.1 | OcHoBHBIC (haKTOpPBI, BIUSIOIME Ha olecreueHue WH(YOPMAMOHHON [2], [3],

0€30I1aCHOCTH TaMO>KEHHBIX OpraHoB. OCHOBHBIE YIpo3bl HH(POPMALIMOH-
HOM 0€30MacHOCTH TaMOXKEHHBIX OpraHoB. Mojenb HapymmTens uHpop-
MallMOHHOM 0€30I1aCHOCTH TaMOKE€HHbIX OpraHoB. Llenu, ocHOBHbIE 3a/1a-
Yl U OPUHLUIB oOecriedeHuss MH(OPMaLMOHHON Oe30I1aCHOCTU TaMo-
KeHHbIX opraHoB Pecny6sinku benapycs.

[41. [3],
61, [71,
[14], [15],
[16], [17]
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