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1. Tlenu 1 320290 0CBOCHHS THCIHILTAHBL.

IemaMu ocBoeHHS MucHMILIAHE! (Moxyns) «MudopmarmonHas 0e30IacHOCTE OTKPHITBIX
CHCTEeMY» SBISIETCS NPHOOpETEHre CTyIeHTaMy (yHIAMEHTAIBHBIX IIPEJICTABICHAR 0 (QyHKIHIX
copemenroit UBOC u o crpykType ee QyHKIHMOHATBHBIX KOMIIOHEHTOB, HACTCH OIPEACICHHC
3agad MBOC m ee rpamvil, TOBOPHICS 00 aleKBATHOM MO3WIMOHMPOBAHUM ¥ CPENCTBAX
HHTEr PaIH HBOC B copemennoii T crpykrype.

j 3ajayamMy IMCHUIUIAHBL SBISEOTCS: - MONMYYCHHE CTYACHTAMU 3HAHWH O Kiaccax 3a/1ad u
[IPOLIECCaX CO3JAHMS 3AlIAIICHHBIX I/IH(I)OpMaD;I/IOHHBIX CHCTEM M HAaBBIKOB HX OIS KaHUH.
Haqub OTIHCHIBATH OCHOBHBIC (DYHKUMOHANBHBIC TIOACKCTEMBI H UX B3aMMOJSHCTBHE B paMKax
KOMHJIGKCHOI/I BOUC; BnageTsh METOAMKOH BEIOOpa CPENCTB ABTOMATHRAIME M METOOJOTH
npouecca BHEIPEHMUS CHCTEMBI; HOHUMATD, IEPCOHAITY PA3PELICHO BCE, YTO HE 3aHpPELIEHO, CTPOTOE
CO6JIIOI[€HI/IG WHCTPYKIIMA M OTArloB BHIITONHEHUE PadoT, YACHEHUS MOHATHS BKHOCTU KAXKIOH
);LOJDKHOCTH B €IVMHOM Opranu3Me (GUpPMBI, COPABETMBOM CHCTEMBI MATEPHATHHOTO TOOTHPEHHSL.
2.MecTo AMCHMIINHLI B eTpyKType OTIOIT

Hucnmmmaa  «MupopManmoHHas 6630H&CHOCTB OTKPBITBIX CHCTEM» OTHOCHTCI K
06513&T6HBHOI/I yacTH y4eOHOro IIlaHa.

{IpenmiecTByromuMy  TUCIATLIHHAMY, (QOPMUPYIOMIUME HAdalbHbIC 3HAHUS, SBISIOTCS:
Anre6pa u reomerpusi, JluckpertHas maremarmka, Vupopmarika, OCHOBB HHGOPMAITMOHHON
fesomacHOCTH, MaremaTtudeckas JIOTHKa W TEOpHsS  QITODHTMA, 3HAHHE OCHOB Kypca
"Kpuurorpaduaeckue OCHOBBI 3aIIUTH nHpOpMATHA .

| [ocnemyrolmuMu - IUCHUIUIMHAME ~ SBJLIFOTCS: VYupasnenne — wHOOPMAHOHHOM
6ezona0H00TB}o 3ammuTa porpamMm ¥ AaHHEX, Obecneuenue b B HTENIIEKTYaNbHBIX CHCTEMAX.




1

3. Komnerenmmu 06ytmromer0c;1, (l)OpMpreMLIe B pe3yJbTare OCBOCHHS
JHCHHNJIMHBI (MOXYJIs1)

B pesynbrare ocBoeHHI I[I/ICHI/IHJII/IHBE «Mudopmanmonnas 06€30MaCHOCTD OTKPHITHIX
CHCTEM» CTYICHT NOJDKEH OBJIaJIeTh cieayronmmu komuerermusamu: OIIK-4; OITK-5.2.; OTIK-5.3.

Konx HanvenoBanue xoMueTeHIuu HaumenoBaHmne noxazaresis
KOMOeTEeHIHN OleHUBaHN (IIOKA3aTEN NOCTILREHIS
3aJaHHOT0 YPOBHS OCBOCHIS
o KOMIIETEeHIIH)
OIIK-4 CrnocobeH aHATHM3UPOBATE OIIK-4.2.6
I pusruecKyro CymHOCTb ABNEHUII U | YMEET OCYLIECTBIATE cOop, 06paboTKy,
IIPOLIECCOB, JISKAIIUX B OCHOBE aHaJM3 U CUCTEMAaTH3aLHI0 HAYTHO-
(YHKUMOHUPOBAHHS TeXHU4YecKoi uHpopmaiwu B obnacte DBM
MMKPODJIEKTPOHHOM TEXHUKH, U CHCTEM C NPHMEHEHHEM COBPEMEHHBIX
NPUMEHSTh OCHOBHbIE dH3NUeckre | WHYOPMALMOHHBIX TEXHOIOTUH
3aKOHBI U MOACTH JITIsl PEIICHYS
3aja4 Npo(PeCCHOHANBHON
JESITeNbHOCTH
OIIK-5.2 CrnocobeH paspabaTeIBaTh OITK-5.2.1.1 3HaeT MeToJIbl ¥ CPEJICTBA
SKCIUTyaTUPOBAThH CUCTEMBI obecneyeHuss MHQOPMALIMOHHO!
- 3a1UThl HHPOPMAIIAK OTKPBITEHIX 6€30MacHOCTU OTKPEITHIX HHPOPMAIHOHHEIX
UH(POPMALHMOHHBIX CHCTEM CHCTEM;
OT1K-5.2.1.2 3HaeT METOIbI KOHTPOJIS,
pa3paboTKH SKCIITyaTalHOHHOU
JIOKyMEHTaLMK, 00CTYKHBAHUsI CUCTEM
3alIUTH UHQOPMALIUI OTKPHITHIX
UH(QOPMAIIMOHHBIX CHCTEM;
OIIK-5.2.2.1 ymeeT pUMEHATH METOJBI U
CPeACTBA 3aIUThH MH(POPMAaTIMH OTKPHITHIX
HUH(POPMAIUOHHBIX CHCTEM;
- OIK-5.2.2.2 ymeeT pa3pabateiBats
9KCIITyaTallMOHHYIO TOKYMEHTALUIO,
TpeOOBaHUS 110 DKCILTyaTaliH CUCTEM
3aIIUTHl OTKPHITEIX HHYOPMAIOHHEIX
CHCTEM;
OIIK-5.3 CriocobGen ocymmecTBiaTh kKontpons | OIIK-5.3.1.1 3raeT OCHOBHEIE
' obecneveHus HHGOpMALIMOHHOH UH(POPMALMOHHBIE TEXHOJIOTHH,
o 0€30MacHOCTH U IPOBOJAUTE UCIIOJIB3yeMEIe B aBTOMATU3MPOBAaHHBIX
Bepu(pHUKAIMIO JaHHEIX B cucTeMax;
OTKPHITHIX HHPOPMALIMOHHBIX OIIK-5.3.1.2 3HaeT cucTeMB! yNIpaBIeHUs
cucTemMax uH(GOPMaLIMOHHOM 6€30TTaCHOCTHIO
k OTKpPHITOH HH(POPMALIMOHHOM CUCTEMBI;
OIIK-5.3.2.1 ymeet paboTats ¢
HHTErpUPOBaHHON cpeiol pa3paboTku
IIPOrpaMMHOro obecrieyeHus; |
OIIK-5.3.2.2 ymeeT aHaIU3upOBATh
TIPEICTABIICHHYIO B OOIIETOCTYITHBIX
HCTOYHHMKAX UHPOPMALIMIO O COBPEMEHHBIX
TeHJEHLMIX B 001acTH HHPOPMALIMOHHBIX
CHCTEM;

6 wned. ppgyne
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4. O6BeM H cOoepKAHUE IUCHUTLIMHDLI (MO JIst)

3aovHas

®opma obyueHns ‘ ouHast OYHO-
1 3204Has
O6mas TpympoemKkocTs 1o gucrumree (3ET/ B 6/216
qacax) ; ;

Cemectp A

Jlexiun, ac ; 68

TIpaxtraeckue 3aHATHS, Jac 1 « -
Jlaboparoprbie 3aHATHSL, YaC ‘ : 51
CamocrosrensHas paboTa, gac : { 61

Kypcoroii mpoexr (paGota), PI'P, cemectp -

3aueT (pH 3a04HOM (hopMme 4 Taca OTBOIUTCS HA -
KOHTPOJIb)

UHack! Ha sK3aMeH (TIpH OYHOH, OUHO-3a09HON 36
dopmax 1 3ET — 36 wacos, npu 3a0unoit popme 9
9acoB OTBOIUTCS HA KOHTPOJIb) :




4.1.Conpepxanue qucnuIaHbl (Moays) «udopmanuoHHas 6€30MaCHOCTD OTKPBHITHIX CHCTEM»

Ounas popma Ouno-3a0uHas popma 3aounas ¢popma

Paznen quCHUTIIMHEL, TeMa JISKITHA ¥ BOIIPOCH

n/n JK | 1I3 | Jib CP JIK | II3 | JIb CP JIK | 1I3 | JIb Cp

Jlexups 1: Apxurexrypa 6e3onacaoctu UTC
Hcrounuku u nociencrsus peanusauuy yrpos Ub. @yukims,

1 2 - 2 2

criocoOB! 1 cpencTsa obecrieueHus Ub. Apxurektypa 6e30macHOCTH

OMBOC

Jexnus 2: Konnerpm obecrieuenns HHQOPMAITHOHHON
6€3011aCHOCTH.

2 , 2

O6inue koHuenwmu obecneyenus Mb. O6imas nabpopManys st

obecrieueHus 6e30macHOCTH

Jlexnms 3: Kornemnuun obecnieyeHust WHMOPMAMOHHOM
0e30IaCHOCTH.

3 2 - 1 2

Obmme cpencTa obecnieuenus 6e30nacHOCTU. B3auMOCBSI3H MEKITY

CI1b.

Jlexnmsa 4: TeopeTuyeckiie OCHOBHI AyTEHTH(PHUKALMU ) o
4 | O6mume monoxenus. Benomorarensaas HHGOPMALS ¥ CPEACTBA 2 - 2 2
|ayrenTnduranyy. CBOWCTBA cIOCO00B Ay TeHTHHHKAIIH,

Jexuus 5: TeopeTuueckiie OCHOBBI &y TEHTH(DHUKAIII
BzaumoneiictBue ¢ apyrumu cnysxdamu 1 cocobamu o0ecieueHns D) ) 1 )
6e3zonacHocTH. [Tepconnduxanus (ayrenTHdUKAE DOIB30BATENCH) .
Ayterrudukarnusg 8 SMBOC u HUuTepreT-apxutexrype.

Jlexus 6: TeopeTHueckue OCHOBBL &y TEHTH(DUKALIIN
INpaxTvyeckue acreKThl MAPUPOBAHKS aTaK THITA KIIOBTOPHAS
6 |mepemaua» Ha OCHOBE IPUMEHEHUS YHUKAIBHBIX YUCES WIH 2 - 2 2
BCTPEYHBIX 3aMPOCOB. 3aIluTa IPOLEIyps! ayTeHTHOUKALHH.
IIpumepsl croco0oB ayTeHTUPHKALHY

Jlexuusa 7: TeopeTryeckre OCHOBBI YIIPABICHUS HOCTYIIOM

Obmue monoxenus. [lomutukn Y/, Benomorarensuas undopmarius
7 |ucpenctea V]I . Kitaccudukaius criocobor V]I, BaanmopeiicTBre ¢ 2 - 1 2
npyruvu CJIB u CITb. O6men CEPT|Y I Mexmy KOMIIOHEHTaAMH.
Ynpasnenue nocrynom 8 OMBOC u HuTepHeT-apXuTeKType.




Jlexuus 8: TeopeTudeckre OCHOBHI YIIPaBICHHUS HOCTYTIOM
[IpoGrema yauKanbHOCTH (HECIHHCTBEHHOCTD) [IapaMeTPOB
nommaaHocTy s Y . Pactipenenenve komnonedTos Y /1
CpaBumrensuprit ananns Y AP u VI Crnocob obecrieueHus
perpancassiun BUY JT yepes HHHIHATODA.

Jlexums 9: Teopernyueckre OCHOBB 0OECIICUSHHS HEOTKA3YEMOCTH.
Obmme nonoxenus. [lonuTHKH 00eCTIeYeHIS HEOTKA3YSMOCTH.
Benomorarensaas uHGoOpManys U cpelcTBa 0OecTIeUeHUs
HeoTkasyeMocTH. CriocoObl ofecrevdeHus] HeOTKa3yEeMOCTH. .

10

Jlexuus 10: Teopetudeckye OCHOBH 00SCIIeHeHHI HEOTKa3yeMOCTH
Baanmocsszu ¢ gpyrumu CJIB U CITb. CHIHT B cucremax SMBOC u
Harepret-apxutexTypsi. CJIHT B cricTemMax XpaHeHHs
perpancasuun. Boceranosnernue B CJIHT. B3anmonetictrue co
Ciy>x00¥ eqMHOro Karajgora.

11

Jlexuus 11: Teopetnueckue ocHOBE oOecTieueHUs
KOH(MHACHITHAITEHOCTH

Obmue nonoxkerus. [Tomurrky obecrieueHus KOHPUASHIMATBHOCTH.
BenoMorareasHas nadopManus ¥ cpeacTsa obecneyeH s
KOHQUIOSHIMATBHOCTH.

12

Jlexuus 121 TeopeTHyeckue OCHOBBI 0DecHeYeHus
KOH(DUASHITHATBHOCTH 7
Crioco6EI obecrieueHust KOH(GUIEHIHATBHOCTH. B3aUMOIeHCTBHE C
apyrumu CJIb u CI1b.

13

Jlexums 13: TeopeTuueckye OCHOBBI 00eceUeHMs
KOH(DUICHITHATLHOCTH.

Obecneuenvie koHpuaeHnuansrocTd 8 OMBOC 1 MuTeprer-
apxureKType. Popmathl npeacTasieHns uadopmauy. CKpEITbIE
KaHasbl IIepegayn.

14

Jlexuus 14: Teoperuueckue OCHOBE! 0OecTieyeHUS LeNOCTHOCTH.
OO6mue ronoxxeHus. [TonuTuky obecnieyeHns HeIOCTHOCTH.
BcenomorarensHas uHGOpMA ¥ CpeCTBA 00ECIIEISHNUS
LIEJIOCTHOCTH.

15

Jlexnus 15: TeopeTHueckre OCHOBEI 00eCTIeYeHHS [IETOCTHOCTH.
Knaccudukanus cnocobor odecnedeHus LeI0CTHOCTH. B3auMocssizu
¢ npyrumu CJIb u CIIB. Obecnieuenue nenoctHoctd 8 IMBOC u
Hnarepuer-apxurextype. J1e10CTHOCTS BHEIMHUX JAHHBIX




16

Jlexums 16: TeopeTHaeckue OCHOBEI ayTuTa 6€301IACHOCTH U
OIOBEINeHuUs 00 OIIACHOCTH.

O61pe nomoxxerus. IJoOAUTHKH U APYTUE aCTIeKThl ayIUTa
6€30I1aCHOCTH ¥ OTIOBeLIeH S 00 OITacCHOCTH. BeroMorareibHast
UH(OPMALMS B CPEeICTBa JUTs ayuTa 6€30IIaCHOCTH 1 OIIOBELIeHHS 00
omacHocth. CriocoOrt nposenenus A LB u npumenerus COIL.

17

Jlexums 17: TeopeTnyeckre OCHOBBI ayuTa 6e301acHOCTH 1
OTIOBEIICHHUS 06 OIIACHOCTH.

Bzaumocsszu ¢ apyrumu CJIb u CITb. O6ume npunimns ALB u
COIl1 8 DMBOC u HnTepHeT ~apxutekType. Peanusarws Moaemu
AJIb u COIl. Peructpaims BpeMeHU BO3HIKHOBEHUS COOBITHH,
TIOJUTSIKANIMXK Ay IUTOPCKOMY KOHTPOJIO.

18

Jlexmus 18: Teoperrdeckye 0OCHOBE 00eCTeUeHIS KITFOUaMHU.
O6ruas Momens obecrievenis knrouaMu. OCHOBHLIE KOHIIEIIIIHN
obecrieueHus witoyamu. KoHIenTyanbHbIe MOIEIH PACTIPEAETCHHS
KITIOUeH MexIy IBYMS B3aUMOAeHCTBYIONIMME CTOPOHAMHU.
IIpoBaiizieph! crienuan3UPOBAHHBIX YCIIYT.

19

Jlexums 19: Teopernyeckre OCHOBR 0DeCIIeYeHIA KITIOUAMH.
VYrpossl cucteme obecriedenus KirouaMu. MubopmanuonHse
00BeKTEI B citykbe obecmeyenns Kiouamu. KiracCel IPUKIIANHEIX
Kpunrorpadadeckux cucteM . ObecreueHHe KU3HEHHOTO IHKIIA
CEPT|OK

20

Jlexuus 20. CranpapTysalys ¥ MOAEIBHOE TIPEACTABIICHHE OTKPBITHIX
HUHGOPMALOHHBIX CHCTEM.

Pone cTaHmaproB B TEXHOJOTHMH OTKPBITEIX CHCTeM. OCHOBHBIC
TPYIIIbl CTAHNAPTOB U OPraHy3aliy [0 CTaHNApTU3aLHH.

21

Jlexnua 21. CraHmapTusanyst ¥ MOJCHBHOE TIPEICTABICHHE OTKPBITHIX
HH()OPMALHMOHHEIX CHCTEM.
Mogens OSI u POSIX.

22

Jlexums 22. IHTpaHeT Kak OTKpPHITAs CHCTEMA.
PaspaboTka u ynpasienue [TomuTHKol HCnoMb30BaHMsA PECYPCOB
UHTpaHeTa.

Jlexmusg 23. VI3BHMOCTB OTKPBITBIX CHCTEM Ha NpHMepe WHTpaHeTa
Ananms yrpos Ub pecypcaM pHTpaHeTa W NPHUUHBI HX PeaTH3AIHH.

24

Jlexnusa 24. Vs3BAMOCTH OTKPBITBIX CHUCTEM Ha MPHMEpe MHTpaHeTa
VS3BUMOCTH OTEPALlMOHHBIX CHCTEM, CEpBEpOB, PabOYMX CTaHLMM,
KAHAJIOB CBA3H.




25

Jlexums 25. YA3BUMOCTH OTKPHITBIX CHCTEM Ha NpHUMepe MHTpaHeTa
CnabocTi CHCTeMHBIX YTHIIUT, KOMaHJ{ ¥ CETEBBIX cepBHCOB: Telnet,
FTP, NFS, DNS, NIS, WorldWideWeb, Komamapl ymaneHHOro
BoITIONHeHws, Sendmail ¥ anexTpoHHAA OYTA.

26

Jlexnus 26. ATaku Ha OTKPHITHIE CHCTEMEL.

ATaxy Ha OTKpPBITBIE CUCTEMBI: aHAHU3 CETEBOro Tpaduka, MOIMEHA
TOBEPEHHOTO OObeKTa WM CyObeKTa, JIOKHBIA OOBEKT, «OTKas B
00CTY)KMBaHUWY, YAATCHHBIH KOHTPOJIb HaJ| CTAHIMEH B CCTH.

27

Jlextms 27. ATaku Ha OTKPBITEIE CUCTEMBL.
OTanel peanvBallid W YPOBHM aTak. ATaKW ¢ HCIIONb30BaHHEM
CETEBBIX MMPOTOKOJIOB.

28

Jlexmus  28. OGecrieueHue uHGOpPMABOHHON 0e30MacHOCTH B
OTKPBITHIX CHCTEMAX .
Pazpaborka ITonmutikn 6€30ACHOCTH 1 OTKPBITBIX CHCTEM.

Jlexums 29. Obecrieuenne uH(POPMALMOHHON 0(€30I1aCHOCTH B
OTKPBITBIX CHCTEMAaX.

Cepauchl 6e301acHOCTH: HACHTHO KA/ ay TeHTH()UKALTHS,
pasrpaHHdeHHe  JOCTYIa,  NPOTOKONMPOBAHWE W AYHHT,
SKPAaHUPOBAHME,  TYHHEIHpOBaHWe,  UIM(pPOBaHWE,  KOHTPONIb
LeJJOCTHOCTH, KOHTPOJib 3alIMIEHHOCTH, OOHAPY:KEHMEe OTKA30B H
OIIePaTUBHOE BOCCTAHOBJICHHE, YIIPABIICHUE.

Jlextmsa ~ 30.  AyrenTHdukaiMsi  cyOBEKTOB M OOBEKTOB
B3aMOJSHCTBHS B OTKPBITHIX CHCTEMAX.

[ocTpoenne eOMHBIX CHCTEM ayTeHTH(WKALM, aBTOpPHU3AalWH,
NIEPCOHANIM3alNH,  JeJeTHPOBAHHOTO  VIPABJICHHS JAaHHBIMH O
cyOpexTax n 00beKTax ¥ ayuTa JOCTyNa.

Jlexuus  31.  AyreHtudukauus — cyOBeKTOB H  OOBEKTOB
B3aMMOJIEHCTBUS B OTKPBITHIX CHCTEMAX. '
AHanus THIIOBOH MOJENH ayTeHTH(HKATIVH.

Jlexuus 32. BupTyaisHble BEIMUCIUTENbHBIE CETH.
Bupet BUBC B 3aucmmocTH OT peliaeMmbIX 3amad: Intranet VPN,
Client/server VPN, Extranet VPN, RemoteAccess VPN,




Jlexums 33. MesxcereBble SKpaHEbL.

Cucremsl aHanmuza 3aunpmueHHocTH. CHCTeMBl OOHApyKeHHS W
NpeAOTBPALICHIS BTOPKESHUH.

33 | Tumsl MexceTeRbIX IKPAHOB: SKPAaHUPYIOMIHE KOHIIEHTPATOPHI, 2 - 2 1
TIaKETHBIE (QUIIBTPEI, MUTI03B] CEAHCOBOI'0 YPOBHS, LITFO3BI
IIPUKJIATHOTO YPOBHSA, MEXKCETEBBIE DKPAHBI SKCIIEPTHOTO YPOBHS,
IIepCOHANTBHBIE MEKCETEBbIe SKPaHbI.

Jexima 34. MesxceTeBbIe SKpaHBL
34 | Cerepoii ckanep XSpider. Cuctema oGHapyskerus sTopskenutt Cisco 2 - 1 1
IPS.

BX0HAT KOHT.paboTa
A P Bxonnas xoHT.paboTa;

DopMa TEKYIIET0 KOHTPOJIT yCeIeBaeMOCTH (T10 CpOKam ’ 1 arrecranus 1-5 Tema
o KonTtpospHas padora
TEKYIIUX aTTeCTalyi B ceMecTpe) 2 arrecranus 6-10 Tema
3 arrectaimsa 11-15 tema
. 3ageT/ 3a4eT ¢ OLIEHKOM/ 3auer/ 3a4eT ¢ OIEHKO/
dopmMa IPOMEKYTOUHOM arTecTanui (110 ceMecTpam) OK3aMeH
“ SK3aMeH 9K3aMEH
Hroro 68 | - | 51 | el | 1 4 ! 4 |

K sudam yuebuoii pabomul. 6 6y3€ OMHECEHbL: NEKYUY, KOHCYNLINAYUY, - CEMUHAPLL, NPAKMUYECKUE 3aHIMUA, ~TaDopamopHsie pabomel, KOHWPOLGHEIE DaboNTel,” KOATOKGUYMbBL,™

camocmosnmenvrvie padomel, HAYIHO- UCCIEO0BAMENbCKAA Paboma, NPaKMUKY, KypCcoS0e NpoeKmuposanue (Kypcosas paboma). Bys moocem ycmanasnueams Opyeue udbl yuebHoLX
3aHAMUL. ) . . . . . e e o
* - PasOenvt, memMamuxy U 60Nnpocsl nO QUCYUNIUHE Credyem paz0enumv Ha Mpy mexyuue ammecmayuy @ COOM8eMcmeui co CPOKamiu nposedenus mexyiuux ammecmayuil. ITo
Ky YLy
MAMEPUATY NPOSPAMMYI, HPOUOEHHOMY CHYOCHOM Nocie 3asepuieHus: 3-eii ammecmayuu 00 kouya cemecmpa (2-3 nedenit), KOHMPONb YCHEBAEMOCIY OCYVILECINGISLeMC NP cOade
Y

3a4emda Unu sIK3aAMeHa.

4.2. Copepixanue 1200paTOPHLIX (MPAKTHYECCKHX) 3AHATHI

No Ne sreknun u3 Hauvenopanue ja0opaTopHOro (IPaKTHIECKOTO, Kosnu4gecrso 9acos Pexomeniyeman JaaTepaTypa

o/n ‘paboueii CEeMUHAPCKOI0) 3aHATHS H MeTOANeCKue paspaboTKu
NPOrpaMmMel (N2 HCTOYHHKA M3 CHHCKA
Ouno Ouno-3a04gno | 3aouHo JINTEPATYPHI)
1 2 3 4 5 6 » 7
1 Nel Nzygernne u onpoOoBaHue CHCTEMBI KPHITTO-3aITHTHI 6 NoNe 1-14
WinApi

2 No2- Hactpoiixa skparoB. bpaniMayspos, aHTHBHPYCHAS 3aITUTA 6 NoNe 1-14

3 Ne3 Pazpabotka Config ximenToB 1 cepepoB OpenVPN 6 NoNe 1-14

4 Ne 4 TocTpoenue ceTeil B TePMUBATTLHEIX KTaccaX. 6 NeNe 1-14

5 Nes Oprasuzanys CUCTEM YIAIEHHOTO OCTyIa 6 NoNe 1-14
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Ne6 [Hocrpoenne ceteil Ha 060OPYIOBAHNUN JOMAITHUX 3 NeNo 1-14
KOMIIBIOTEPOB
No7 AnpvuBuCTpUpOBaHMe, MacliTabupoBanue, HacTpoiika bUC 6 NeNo 1-14
Ne8 Paspabotka cetn B maxerte Cisko Packet Tracer 7 NeNe 1-14
UTOoro 51
4.3. TemaTuka I CaMOCTOATEIHLHOH PaboThI CTyIeHTa
No | TemaTuka o cofepXaHuIO TUCIUILTHHBL, BRIIECIEHHAs IS KomnuyecTso gacos us conepmaHHsi Pexomennyemast dopMbl
/Tl | CaMOCTOSITENIEHOTO M3YUCHHUSI JACITUTLIHHEI muTeparypa u KOHTPOJIA
Ouno Oruxo- 3a0uHO E;g):;;l:r?nﬂ e
3209HO
1 2 3 4 5 6 7
1. | OcHOBHBIE IOJNIOKEHNS YIPABICHHIC NOCTYIIA K BJIeMEHTaM 6 NeNe 1-14 Ompoc,
UHQOPMAITNH | pedepar
2. TonsTre onoxXerni KOHGUICHIMATBEHOCTH, COXPAHHOCTH, NeNe 1-14
‘ OTBETCTBEHHOCTH W aBTOPCTBA 3 - | Ompoc,
rHOOpMAITHH | pedepar
3. | Kpunrorpadudgeckue ocaorel BUC 8 NoNe 1-14 Ompoc, _
4 pedepar
4. | Apxurexrypa u ocHossl BHC 8 NoNe 1-14 Omnpoc,
' pedepat
5. Konnenmus BUC 3 -NoNe 1-14 Ompoc,
pedepat
6. Hoﬁmne monoxeHuit KOHQUICHIHATBHOCTH, COXPaHHOCTH, NoNo 1-14 Onpoc
OTBETCTBEHHOCTH ¥ aBTOPCTBA 8 o
- . pedepar
rHGOpMaHK ‘
7. | OGecneuenne oCHOB MoHuTOpHHTa U aynuta bIC 8 NoNe 1-14 Ormpoc,
: pedepar
8. | Qunocopckoe TPAaKTOBAHUE NOHATHH OTKPBITBIX U 3aKPBITHIX 7 NoNe 1-14 Ompoc,
CHCTEM U ITOJCUCTEM pedepar
UTOoro 61
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7. YaebHo-MeTon4ecKkoe H HHpopMANHOHHOE 00ecnedeHue QU CIUITHHLI

Pexomennyemas iareparypa u HCTOMHAKH HHGOPMALUN (OCHOBHAS U IOTIOJHHATEILHAS)

3as. OHOIHOTEKOM / 7 Ajaunena K .A.
B | / 7 v
/1 ‘ ‘ | Koamuecrso mnanni’l
Heo6xoaumasn yueGHas, yae0HO-MeTO{HUECKAST
Buawl (ocHOBHASA M NOIIOJHHTEILHASN) JIUTEPATYPA,
3aHATHI nporpaMmMnoe odecneuenne u MarepHer- B H
l a
Pecypcs{ 6H6J1210Te1c Kadeape
1 2 3 4 5
Ocnosuas
1. | 5k, 50, Menbnuxos, [, A. Irpopmannonuas 6e300acHOCTE URL:
cpe OTKPHITBIX cHCTeM : ydeOuuk / J[. A. MelbHUKOB. https://e.lanbook.com/bo
— 2-e m311. ~— Mocksa : ®JIMHTA, 2014. — 448 c. 0k/48368

— ISBN 978-5-9765-1613-7. — Texer :
QNIEKTPOHHBEIN // JIaHb : anexTporHo-6rbmoTedHas

cHcTEMA.
2. | ik, 10, [Terpenko, B. 1. 3amura nepcoHaNbHBIX JAHHEIX B URL:
cpe MHPOPMAITMOHHBIX CHCTeMaX . yueOHOoe mocodue / https://e.lanbook.com/bo
B. K. Ilerperko. — Crasponoyib : CKOY, 2016, — ok/155246

201 c¢. — Texcr : anexTponHski // Jlaus :
9IEKTPOHHO-ONONNOTEUHAS CHCTEMA.

3. | K, 10, OcHossl pabots! B porpamme CISCO PACKET URL:

cpe TRACER : yuebro-MeToMuueckoe mocobue / https://e.lanbook.com/bo
cocrasuren I'. B. Abpamos [u 1p.]. — Boponex : ok/154795

BI'Y, 2017. — 31 c. — TeKcT ; ameKTpoHHELH //
JIasb : 35IEKTPOHHO-OMOIMOTEYHAS CHCTEMA.

HonosaurenHas
4. | nx, 16, Kocmauera, M. M. TIpoekTrpoBaiue 3allIeHHbIX URL:
cpe 0a3 maHHBIX : yaeOHoe mocobue / Y. M. Kocmadwesa, | https://e.lanbook.com/bo
H. B. lasumiox. — Canxr-IlerepOypr : 0k/161362

Warepmenust, 2020. — 144 c. — ISBN 978-5-4383-
0191-2. — Texker : anexrponnsit // JIans :
JIEKTPOHHO-OMONMOTEYHAS CHCTEMA.

5. | 5K, 710, Bopob6etikuna, 1. B. IIporpammuposanue ¢cpeacTs ' URL:
cpe 3aruThl HHpopMaluy : yuaebuoe nocobue / U. B, https://e.lanbook.com/bo
BopobGetixuna. — Kamununrpaz : BIAP®, 2021, — ok/216425

70 c. — Tekcrt : anexTpounsti // Jlans :
3JIEKTPOHHO-ONONMOTEUHAs. CUCTEMA.

6. | JK, 110, Tpommn, A. B. Kordurypuposanyue KOMMYTaTOpOB URL:
cpe Cisco : metomuueckue yxazauus / A. B. Tpomrun. — | https://e.lanbook.com/bo
Camapa : IIT'YTH, 2021. — 24 ¢. — Texcr : 0k/301205
3NIeKTPOHHEIN // JIaHk : 3JIeKTpOHHO-ONOIroTeTHAS
crucTeMa. s _
7. | 5k, 50, [Tapmmg, K. A. Metoms " cpeiLCTBa URL:
cpe HPOEKTHPOBAHHS MH(POPMAIMOHHEIX CHCTEM U https://e.lanbook.com/bo
TeXHOJIOrHi : yaeGHO-MeToAmdeckoe nocodue / K. ok/121337

A. ITapuma. — ExarepurOypr : , 2018, — 129 ¢, —
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Texcr : aneKTpoHHbL // JIaHb | 3IeKTPOHHO-
OmnbimoTedHas cucreMa. —

JIK, J10,
cpe

OCHOBHI TOCTPOEHHs OOBEIUHEHHEIX CETEH 110
texronoruam CISCO : yuebroe mocobue. — 2-¢
m3a. — Mocksa : UHTYUT, 2016. — 285 ¢. —
TexcrT : aMeKTpOouHb // JIAHb | 3JIeKTPOHHO-
O6ubIMoTeYHAS CUCTEMA.

~ URL:

https://e.Janbook.com/bo

0k/100313
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8. MarepHa/ibHO-TEXHHIECKOE oDecredenue Muenuiuiuabl (Moayas) «apopmannoHHAs
0€30MaCHOCTDb OTKPBITHIX CHCTEM»

MartepuaipHO-TeXHIYECKOe 00ecTiedeH e AUCIUIUINHEL BKITIOYAET:
oubnuoreunsit QGomy (yueOHas, ydeOHO-MeTONMYEcKasi, CIPABOYHAS 3KOHOMHUECKAs
JTATEPATypa, SKOHOMHUYECKas HayYHas U JISJIOBAS IEPHOIKA);

- KOMIILIOTEPU3NPOBAHHEIC pa6oqﬂe MecTa sl 00y4aeMbIX ¢ JOCTYIOM B ceTb MHTepHer
(mabopatopuu 1O aBTOMATH3MPOBAHHEIM 3 MH(QOPMAITMOHHBIM ~ CHUCTEMaM, OCHAIICHHEIE
COBPEMEHHOU SJIeKTpOHHO-BBHHCHHTCHBHOH TEXHHUKOH C COOTBETCTBYIOIIUM ITPOTPaMMHBIM
o0ecIIeueHHEM ); |

- ayOUTOPHH, 000PYIOBAHHEIE HpOGKL{I/IOHHOI/I TeXHHUKOH.

st npoBeieHus MPaKTHIECKHX 3aHATHE HCIIONB3YIOTCS KOMIBIOTEPHBIE KIAacchl Kadeapol
b, o6opymoBaHHbBIE COBPEMEHHBIMH HepCbHaHi»HBIMH KOMITBIOTEPAMHE, XAPaKTEPUCTHKYA KOTOPHIX
HE HIDKE:

Pentium 4, DDR 1 Gb, HDD — 150 GB Video Card - 126 MB, CD/DVD, USB 2

Bee mepconanbHble KOMIBIOTEDH! TIOAKIIOYCHBI K CETH YHUBEPCHTETA W MMEIOT BBIXOJ B
rnobaneHyio ceTh IHTepHeT.

Ha xommerotepe mupenycraasimusaetcs OC Windows XP/Vista/7 u mporpaMMHOe
obecregerne MS Office 2010, Borland: C++ , Borland C++ Builder 6 u np. Ilpunoxenue
xoMaHIHOW cTpoku dumpasnl Ilurepa T'yrmama (Peter Gutmann) mns mpocMmoTpa (aiinos
dopmara ASN.1 BER/DER: dumpasnl.rar (Windows, x86).

8.4.  MarepuansHo-TexHndeckas, 0aza,  HeoOXoiuMmass [N OCYIICCTBIECHHI
06pazoBaTeabHOro IPOLecca 0 AUCIHTIIHHE '

Ilpm  mpoBemeHuss  JEKIUOHHBIX M TPAKTUYECKHX  (CEMUHApPCKUX)  3aHATUH
HPEyCMATPUBAETCS  MCIONIb30BAHUE CHCTEM | MYyJbLTHMENUA, HPOrPaMMHOrO OOECICYeHHS K
MH(QOPMALMOHHBIX CIPAaBOYHBIX CUCTEM; |

Microsoft Office (Word, Excel, PowerPoint, Access)

3BC http://library.mirea.ru/. ‘

Crenuaabebie yCI0BHS HHBAJAIAM H JIANAM ¢ OTPAHHYSHHLIME BO3MOKHOCTSIME
3nopoBbs (OB3)

Crenuanbabie YCIOBUS 00yUCHHS U HAIpaBlieHus paboThl ¢ wHBaMMIaMy ¥ mnamu ¢ OB3
OTIpEe/IeNICHBT HA OCHOBAHHH:

- @epmepalbHOTO 3akoHa oOT 29, 12 2012 Ne273-@3 «O6 obpasoBanumy B PoccuiicKoi
denepamumy;

- MenepanbHOro 3akoHa ot 24.11. 1995 No 181-®3 «O couranbHON 3alllUTe HHBAIUIOB B
Poccuiickoii @eneparumy;

~ mpukaza MuHoOpHayKH Poccun ot 05.04.2017 Ne 301 «O6 yrBepxxaenun Ilopsanka
Opragu3alldi M OCYINECTBJICHHS 00pa30oBarelbHON JEATeNBHOCTH 10  00pa3oBaTesIbHBIM
IIpOrpaMMaM BBICIIET0 00pa3oBaHMs — IIporpamMMaM OakajiaBpuara, IIporpaMMaM CIELHAInTeTa,
IIpoTpaMMaM MarucTpaTypb»;

- METONMYECKMX pPEeKOMEHIAIuii MO OpraHu3anuy o0pa3oBaTelbHOrO Ipouecca it
00ydeHus. MHBANUNOB W JIMI ¢ OTPAHUYCHHBIMH BO3MOXHOCTAMH 3JI0POBBS B 00pa3oBATENBHBIX
OpTaHM3AIMIX BBICHIEr0 00pa30BaHUs, B TOM YHCIE OCHAMEHHOCTH 00pasoBaTellbHOTO IIpolecca,
yrBepxkaennsix MuuoGpuayxu Poccun 08.04.2014 Ne AK-44/058H).

Tlox crenwadbHBIMH YCHOBHSIMU ,mm nosiyuerus oOpazoranms oOywarommxes ¢ OB3
TIOHMUMAIOTCS YCITOBUS 00yUEHHS, BOC]II/ITaHI/Iﬂ U Pa3BUTHS, BKIIOYAIONHE B ceOd HCIONb30BaHUE
HpH HEOOXOIFMOCTH aJalTHPOBAHHBIX 06paSOBaT€JH>HLIX IpOTPaMM M METOJIOB 00ydeHHsS H
BOCIIWTaHUsl, CHELUANBHBIX yYeOHHKOB, yqe6HLIX OCOOMH W JIMJAKTHYECKHAX MaTrepHasoB,
CIENUANEHBIX TEXHAIECKUX CPEICTE 00yUeH s KOLIKTHBHOIO ¥ HHIHBHYaTbHOTO HOIb30BAHHS,
IPEAOCTABIICHHE YCIYI aCcCHCTEeHTa (HOMomHHKa) OKA3BIBAIOIIEr0 HEOOXOMUMYIO IIOMOIIE,
IIPOBEICHHE TPYIIIOBBIX W WHIMNBH/LYAIbHBIX KOPPEKIHOHHBIX 3aHATHH, 00ECTIEUeHne JOCTyIa B .
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i

spaaud JAI'TY u gpyrue ycjoBus, Oe3s KOTOpBIX HEBO3MOXKHO WX 3arpynHeHo ocBoenue OITOIT
oOyuaroruxcsa ¢ OB3. ,

O6ydenne B paMKaX yaeOHOM TUCIHILINHEL obyuarommxcst ¢ OB3 ocymectsisercs AT TY ¢
y4eToM OCOOCHHOCTEH NCUXOQU3MIECKOr0 pPasBUTHS, WHIMBUIYATHHBIX BO3MOXHOCTEH H
COCTOSIHHS 30POBBSI TAKHX 00YYAFOIIAXCS. ‘

OOCyuenwue 1o y4eOHON mucnunnnHe 00yqaromuxcs ¢ OB3 MoxkeT 6bITh OpraHH30BaHO Kak
COBMECTHO ¢ JIPYTUMHM 00yYarOIIMUCH, TaK ¥ B OTJCIBHBIX I'PYIIIIax.

B nemsx moctymuocTH 00yUeHHS IO MUCHUTIIMHE 00eCTIe nBACT S

1) IUTst T C OTPAHUIEHHBIME BO3MOYKHOCTSME 3H0POBESI II0 3PEHHUIO:

- HaJIMU¥e albTepHATHBHON Bepcuu opuumansroro caiita JITTY B cetn «MHTEpHET» IS
crabOBU SN, ‘

- BeChb HEOOXOIMMBIH JUISI M3YYEHHS MaTEpHAIl, COTNACHO yuyeOHOMY IUIaHy (B TOM HHCIE,
JUIt O0YYAIONMKCS [0 MHIMBHIYATBHEIM y4eOHBIM IINAHAM) IPENOCTABISETCS B HICKTPOHHOM
BHUJIE HA JIUCKE.

- HHAVBUIYaNbHOE PABHOMEPHOE ocBelenue ne Menee 300 moke;

- IPUCYTCTBUE ACCHCTEHTA, OKA3BIBAIOIEr0 00yJaromeMycsl HEOOX0IUMYIO IIOMOIIIb;

- o0ecrieyeHe BO3MOKHOCTH BEINYCKA aTbTEPHATUBHBIX (hOPMATOB HEYATHLIX MATEPHATIOB
(xpynHeIi wpudT wim ayumodaiis); ‘

- ofecneUeHne JOCTya 00yYatomerocs, siBIHOMET0CsT CISHBIM U HCIONB3YIOIIEro cobaKy-
poBoJHuKa, K 3xanuto AI'TY.

2) mns arg ¢ OB3 mo cnyxy:

- Hajguuue MUKpPO(GOHOB U SBYKOYCI/IJII/IBaIOHIGI/I anrapaTypsl KOJJIEKTUBHOTO TIOJH30BaHHUS
(aymmOKONIOHKH);

3) mia nun ¢ OB3, umeromux HapymeHH;I OIIOPHO-IBUIaTENBHOTO arlapara, MaTepruabHO-
TEXHUYECKUE YCIOBHS NOJDKHBI 00ECIeunBaTE BO3SMOXKHOCTh OECIIPEIATCTBEHHOTO JOCTYIIa
oOyyaromuxcs B ydeOHbIE IOMENIEHNS, CTOJIOBbIE, TYaJIETHEIE U APYIHe TOMENIEHHUS OpraHu3alliy,
a TaKKe MpeOBIBAHUS B yKA3aHHBIX NOMEIICHUSK (HANWUMe TMAHAyCOB, NMOPYYHEH, PaCHIUPEHHBIX
TIBEPHBIX MPOEMOB U APYTUX MPUCIOCOOIEHHMIT).

Ilepen HagamoM OOYYEHHS MOTYT IIPOBOMUTHCS KOHCYJIBTATHBHEIC 3aHSTHUS, MO3BOJISIOIINE
cryneraTam ¢ OB3 aganTupoBaThes K y4eGHOMY MPOIECCY.

B mpouecce BeneHus yueOHOH MUCHUILIMHBI HAYYHO-TIENATOTHYecKuM paboTHUKAM
PEKOMEHJIYeTCs] HCIIONB30BAHHE COMMAIBHO-AKTHBHBIX H PE(ICKCHBHBIX METONOB OOYYCHHS,
TEXHOJIOT M COMMOKYIRTYPHON peabUIHTalIi C UeIbIo OKasaHus oMoy obyyaromumes ¢ OB3 B
YCTAHOBIICHUHU TIOJHOIEHHBIX MEKIMYHOCTHBIX OTHOIICHHUH ¢ APYTEMHU O0YUarOITHUMUCS, CO3NAHAN
KOM(OPTHOTO MCUXOIOTHYESCKOTO KITUMaTa B yaeGHOU TpyTILe.

OcobernocTy NMPOBEACHUS TEKyIIed U IIPOMEXKYTOUHOH aTTecTalyy IO AUCIUIUIMHE UL
oOyqarommuxcs ¢ OB3  yCTaHAaBIMBAIOTCS C  YYETOM UWHAWBHAYAIHHBIX TICHXOPH3HIECKUX
ocoberHOCTEHN (YCTHO, IMCEMEHHO Ha OyMare, MUChMEHHO Ha KOMITLIOTEPE, B (hopMe TECTUPOBAHMIS
u zp.). [pn HeoOxoauMoCTH IPENOCTABISIETCS TOMOTHUTENEHOE BpeMst [UIst TOTOTOBKY OTBETA Ha
3aYeTe WK dK3aMCHE :
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