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1. OBJIACTDH ITIPUMEHEHUA

Hacrosimas [lonutrka pacrpocTpaHsieTcsi Ha BCE CTPYKTYPHBIE MOApa3IeIeHUs
VYHuBepcutera M 00s3aTelibHa K MCIOJHEHUIO BCEMH €€ pabOTHUKaMu U
OTBETCTBEHHBIMU JullamMu. [lonoxkenust Hactosmed [lonuTUKU TPUMEHUMBI IS
UCIIOJIb30BaHUSI BO BHYTPEHHUX HOPMATHUBHBIX M METOAMYECKUX JOKYMEHTaX
VYHuBepcurera, a TaKXKe B JOTOBOpax.
[Tonutrka UHPOPMAITMOHHOM 0€30MTACHOCTH YHUBEPCUTETA ONPEACIISIET:

- LIEJIM ¥ 33/1a4U CHUCTEMBbI o0ecriedeHrss THPOPMallMOHHONW O€3011aCHOCTH;

- OCHOBHbIE TIPUHIIUIIBI M O0IIME TPeOOBaHUsA 1O 00eCTeUeHNI0 NHPOPMAIIIOHHOM
0Ee30I1aCHOCTH;

- OpraHu3aIMIo CUCTEMBI o0ecrieueHus] THHOPMAIMOHHON O€30MaCHOCTH.

2. HOPMATUBHBIE CCBIVIKHN

Hacrosimas [lonutrka pazpaboTana ¢ y4eTOM CIEAYIOIUX JOKYMEHTOB:

- ®enepanbhblil 3aKk0H "O0 nHPOpMaU, HHPOPMALMOHHBIX TEXHOIOTHUSAX U
3amute nHdopmarmu" ot 27.07.2006 Ne 149-D3;

- OenepanbHbii 3ak0H «O KOMMepueckor TaHe» 0T 29.07.2004 roga Ne9g8-D3;

- OenepanbHblii 3ak0H «O MEPCOHANBHBIX AaHHBIX» OT 27 utoinst 2006 . No 152-
®3;

- ®enepanbhbli 3ak0H 0T 6 anpens 20111 Ne 63-D3 «O0 31eKTpOHHON TOAITUCK.

- IloctanoBnenue npasutenbctBa PO OT 1 nHos6ps 2012r. Ne 1119 «O6
YTBEPKJIEHUU TPeOOBAaHUH K 3alUTE NEPCOHABHBIX JAaHHBIX MPU X 00paboTKe B
MH(GOPMAIIMOHHBIX CUCTEMAX MEPCOHABHBIX JAHHBIX)»

- Tlpuxaz ®CTIK Poccun ot 18 depans 2013r. Noe 21 «OO6 yTBepkIeHUN
COCTaBa U COJEPKAaHUS OPraHU3aLMOHHBIX U TEXHHUUYECKHX Mep MO 00eCHeUeHHUIO
0€30MacHOCTH TMEPCOHANIBHBIX JAaHHBIX MpPHU UX 00paboTke B MH(OPMAIIMOHHBIX
CUCTEMax MEePCOHABHBIX JAHHBIX).

- [Ipukaz ®Cb Poccun ot 10 wuroms 2014r. N378 «O06 yrepxkaenun CocraBa u
CONIEP)KaHMSI ~OPTaHU3AIMOHHBIX W TEXHHYECKHMX Mep T0 O00ECIEUCHHUIO
0€30MacHOCTH TEPCOHAIBHBIX JAHHBIX TPH WX 00pabOTKe B WMH(OPMAITMOHHBIX
cUCTEMax MIEPCOHAITLHBIX JTAHHBIX C HCITOJIb30BAHUEM CPEICTB
KpUnrorpaduyeckoil 3amuThl UHPOPMAIIUU, HEOOXOAMMBIX [IJISi BBIMOTHEHUS
yctaHoBieHHbIX [IpaButensctBoM Poccuiickoit deneparu TpeboOBaHMM K 3aIuTe
MIEPCOHANIBHBIX JTAHHBIX IS KaXKI0TO U3 YPOBHEH 3aIUIIICHHOCTH.

3. TEPMUHBI, OITPEAEJIEHUS, OBO3HAYEHUA U COKPAILLIEHUA

B HaCTO}IIHCﬁ [TonuTuke HCIIOJIB3YIOTCA CICAYIOMNE TCPMUHBI.



ABtomatruzupoBanHas cucrema (AC): Cucrema, cocTosias U3 MEpPCOHANA U
KOMILUIEKCA CPEACTB  aBTOMATHU3allMd  €ro  JeATEIbHOCTH, peaIu3yromnias
WH()OPMAIIMOHHYIO TEXHOJIOTHIO BBITIOTHEHHS YCTAHOBICHHBIX (DYHKITHH.

HNudopmanmoHHass TeXHOJOTUsI: COBOKYIIHOCTh NPaBWJI, IPUEMOB U METOJIOB
MPUMEHEHUSI CPEACTB BBIYUCIUTEILHON TEXHUKHU [JIs BBINOTHEHUS (PYyHKIUN
XpaHeHus, oO0pabOTKM, Tepedadyd W  HCIONB30BAHUS  MPOW3BOICTBEHHOM,
(GbUHAHCOBOHM, AQHATUTUYECKOW WM WHOW WHOOpPMAIMH, CBSI3aHHOW C
GYHKIIMOHMPOBAHUEM YHUBEpPCUTETA UH(DOpMAITUH.

NudopMauMOHHBIM TEXHOJOTHYECKUH MPOLECC: YacTb IPOU3BOIACTBEHHOIO
TEXHOJIOTUYECKOTO Tpollecca, cojAepxkamias omnepalud Haja HHPOopMaIueH,
HE00X0IUMOM 111 PyHKIIMOHUPOBAHUSI YHUBEPCUTETA.

Nudopmannonnasi 0e30MacHOCTL YHUBEPCUTETA: COCTOSHUE 3aIUIICHHOCTH
MH(POPMAIIMOHHBIX AKTUBOB YHUBEPCHUTETA B YCJIOBUAX YIpo3 B MH(DOPMALIMOHHON
chepe. VYrpo3sl MOTryT OBITh BBI3BaHBI HEMPEIHAMEPEHHBIMH  OIIHOKaAMHU
nepcoHajga, HENpaBWIbHBIM  (YHKIIMOHUPOBAHUEM TEXHMUYECKUX  CPEACTB,
CTUXUHUHBIMUA OCJCTBUSAMHM WM aBapusMu (TI0Kap, HABOJHCHHUE, OTKIIOYCHHUE
AIIEKTPOCHAOKECHUS, HAPYIICHUE TEICKOMMYHHUKAIIMOHHBIX KaHAJIOB U T. I1.), JINOO
MPEIHAMEPEHHBIMU  3JIOYMBILIIJICHHBIMUA ~ JCHCTBUSAMH,  IPUBOJAIIUMHU K
HapymieHUuI0  WHGOPMAIMOHHBIX  AaKTUBOB  YHHUBEpPCHUTETA.  3alUIICHHOCTH
JIOCTUTAaeTCsl  00ecreyeHueM  COBOKYMHOCTH  CBOMCTB  MH(OpMAIMOHHON
0e30macHOCTH -  KOH(UICHIMATBHOCTBIO, IEJIOCTHOCTHIO, JIOCTYIMHOCTHIO
MH(POPMAIIMOHHBIX aKTHBOB U HHPPACTPYKTYPhl YHUBEPCUTETA.

HNudopmanmoHHbie aKTUBbI YHUBEPCUTETA: AKTUBBI YHUBEPCUTETA, UMEIOIINE
OTHOIIIEHHE K ero UH(OpMaIMOHHON cpepe U MPEeACTABISIIONINE IIEHHOCTD IS Hee
C TOYKH 3PEHUA TOCTUKEHUS YCTABHBIX IIEJIECH.

MoHuTOpUHI MH(OPMALMOHHON 0€30IMACHOCTH YHHUBEPCHUTETA: IOCTOSHHOE
HaOmoneHne 3a OOBEKTaMH, BIMSIONIMMU Ha obOecredeHne HWH()OPMAMOHHON
0e30mMacHOCTH  YHUBEpcUTETa, CcOOp, aHaiu3 H O0000IIEHHE pe3yJIbTaToB
HaOmoneHus: moxa 3agaHHbie 1end. OOBEKTOM MOHUTOPHHTA B 3aBHCHUMOCTH OT
neneid  MoXeT ObITh  aBTOMATM3WpPOBAHHAs  CHCTEMa WM €€ 4YacTh,
UH(GOPMAIIMOHHBIE TEXHOJIOTMYECKHE MPOLECChl, MH()OPMAIMOHHBIE YCIYTH U TIP.

Ionutuka wuHPOpMANUOHHON 0€30IMACHOCTH YHHMBEPCUTETA: KOMILIEKC
B3aMMOYBSI3aHHBIX PYKOBOJSAIIUX TPHUHIIMIIOB M Pa3pabOTaHHBIX HAa WX OCHOBE
MpaBuj, NPOLEAYP M MPAKTUYECKUX MPUEMOB, MPUHATHIX B YHUBEPCUTETE JIA
obecrieueHust HOOPMAIIMOHHON O€30TaCHOCTH.

Puck: Mepa, ydyuThIBaromasi BEPOSTHOCTh pPEATM3AIUU YIPO3bl U BEIUYUHY
noTeps (yiiepoa) oT peaausaiuu dTOU yrpo3bl.

Poas B VYHHBepcuTeTe: 3apaHee ONpelelieHHas COBOKYIHOCTh IpPaBHI,
YCTaHABJIMBAIOIIMX JOMYCTUMOE B3aUMOJIEUCTBHE MEXIY CyOBEKTOM M OOBEKTOM
B YHuBepcurere. K cyObekTam OTHOCSTCS T€pCOHall YHUBEpPCUTETA, €ro
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MapTHEPHI, OOyJArOIINECs, a TAKKE WHUIIMUPYEMbIe OT WX WUMEHH JEHCTBUS HaJ
oObekTamMu. OOBbEKTaMU SBIAIOTCS anlaparHble W MPOTrpaMMHBIE CPEICTBA,
WHOOPMAIIMOHHBIE  PECypChl,  YCIyI'M W TPOIECChl,  COCTaBIISIIOLIUE
aBTOMATU3UPOBAHHYIO CUCTEMY.

Yrpo3a: OnacHoCTb, peAnoaramias BO3MOKHOCTb OTeps (yiiepoa).

Ys3BUMOCTB: HEIOCTAaTKU WM ciadble MecTa WH(OPMAIMOHHBIX aKTHBOB,
KOTOpbIE MOTYT TPHUBECTH K HAPYIICHUIO HH(OPMAIIMOHHONH Oe30MacHOCTH
YHUBepcUTETa IPH peaTu3aiiy yrpo3 B HHPOpMaAImoHHOU cepe.

AC - aBTOMaTU3UpPOBaHHAS CUCTEMA;

AUNC — aBromarnyeckasi UICHTH(PUKAIUOHHAS CUCTEMA

ACII - ananor coOCTBEHHOPYYHO! MOANKCH

Wb - undopmairionnast 6€30MacHOCTb;

NC - undopmarmonnas cuctema;

KA - xox ayrenTuduKanum;

JIBC - nokanbHas BBIYMCIMTEIIbHAS CETh;

HCJI - HecaHKIIMOHUPOBAaHHBIN TOCTYTI;

OC - onepallOHHAs CUCTEMa;

P® - Poccuiickas ®@enepanus;

CK3MU - cpenctBo kpunrorpaduyeckoit 3aiuThl HHGOpMaIuy;
CVYB/I - cuctema yrnpapiieHus: 6a3aMu TaHHBIX;

OBM - 351eKTpOHHAs BBIYUCIUTENbHAS MAILIWHA;

OUII - snexkrponHas 1udpoBasi MOAIMKUCH.

NCIIdH - nadopmalimoHHasi cucTeMa MepCOHaTbHbBIX TaHHBIX

YU — ynpasnenue nHbOpMaTH3AIAH



4. HNCXOJHASAI KOHIEIITYAJIBHAAA CXEMA OBECIIEYEHUA
UH®OPMAIIMOHHOM BE3OMMACHOCTHU YHUBEPCUTETA

4.1. KonmentyanpHasi cxema HMHQOPMAIMOHHOW O€30MaCHOCTH YHUBEpPCUTETA
HafpapjeHa Ha 3alIUTy €€ WH()OPMALMOHHBIX aKTUBOB OT YIPO3, UCXOIALIUNX OT
IIPOTUBONPABHBIX  JEUCTBUM  3JIOYMBILUICHHUKOB, YMEHBIIEHHE PHUCKOB U
CHIW)KCHHE MOTEHLHMAIBHOIO Bpela OT aBapHil, HEMpEeIHAMEPEHHBIX OIIMOOYHBIX
JNEUCTBUN TNEPCOHANA, TEXHUYECKUX COOEB, HENPABUIIBHBIX TEXHOJIIOIMYECKUX WU
OpraHU3allMOHHBIX PEIICEHHH B Mporeccax 00padOTKW, Nepefayd U XpaHECHHUS
uHbOopMaIIH 151 oOecrieueHue HOPMAaJIBHOTO (bYHKIIMOHUPOBaHUS
TEXHOJIOTHYECKUX MPOLIECCOB.

4.2. HauOonpmMMH BO3MOXKHOCTSIMHU U1 HaHECEHHs yliepOa YHUBEpCUTETa
oOnamaer ee COOCTBEHHBbIM mepcoHan. JIeHCTBUA MepcoHanma MOTYT OBITh
MOTHUBUPOBAHBI 3JIBIM YMBICIIOM (IIPM 3TOM 3JOYMBIIUIEHHHUK MOXET HMETh
COOOIIHMKOB Kak BHYTPM, TakKk H BHE YHHUBEpPCUTETa), JUOO HMETh
HEIpEeIHAMEPEHHbIN OIMOOYHBIA XapakTep. PUcK aBapuil 1 TEXHMYECKUX cOOEB
ONpEAENIEeTCS COCTOSHHUEM TEXHUYECKOro TMapKa, HAJIEKHOCTBIO CHCTEM
HPHEProCHAOKEHUsI M TEJIIEKOMMYHHMKAIMH, KBaIM(QUKAIUEH IepcoHanma M €ro
CHOCOOHOCTBIO K aJIEKBATHBIM JIEHCTBUSAM B HEILITATHON CUTYallUH.

4.3. Ins mpoTUBOCUCTBUS yrpo3aM HH(DOPMaIIMOHHON O0€301MacHOCTH B

VYHuBepcuTETE HAa OCHOBE HMEIOIIETOCS  OIbITAa  COCTaBISAETCA  MOJIEIb
IIPEANIONIAraeMbIX YIpO3 M MOJEIb Hapymurens. YeM TodHee chenaH IIPOrHO3
(cocTaBieHbl MOZIENIb YTPO3 U MOZEINb HApYIIUTENsA), TEM HUXKE PUCKU HAPYIICHUS
Wb YHuBepcureTa npy MUHUMAJIBHBIX PECYPCHBIX 3aTpaTax.

4.4. HeoO6XoanMO YyYUTBIBATh, YTO C TEYCHUEM BPEMEHU MEHSETCS XapaKTep yrpos,
MIO3TOMY CJIEIYET CBOEBPEMEHHO, MCIIOIb3YysA JAHHBIE MOHUTOPUHIA W AydUTa,
OOHOBJISITH MOJIEJTH YTPO3 U HAPYIITUTEIS.

4.5. Crparerus obecneuenust MIb YHuBepcuTeTa 3akirouaercs B MCHOIb30BaHUU
3apaHee pa3paOOTaHHBIX MEp NPOTHBOACHCTBHS aTakaM 3JIOyMBIIUIEHHUKOB, a
TaK)Ke MPOTrPAMMHO-TEXHUYECKUX U OPTraHU3alMOHHBIX PEUICHHUM, MO3BOJISIOLINX
CBECTH K MUHUMYMY BO3MOXKHBIE TTOTEPH OT TEXHHUUECKHX aBapUil U OMIMOOYHBIX
JEWCTBUH NIEpCcOHaNa YHUBEPCUTETA U APYTrUX nojbs3oBarenend AC.

5. OCHOBHBIE ITPUHIIAIIBI OBECIIEYEHUSA UB
OcHoBHBIMH NpuHITUTIaMU oOecnieueHust b sBisitoTes crnenytroiue:

5.1. IlocTosnHbIN U BcecTopoHHUM aHanu3 AC 1 MH(OOPMALIMOHHBIX TEXHOJIOTHM C
LEJIBIO BBIABIICHUS YA3BUMOCTEN HH(POPMAIIMOHHBIX aKTUBOB YHUBEPCUTETA.

5.2. CpoeBpeMeHHOE OOHapyKeHHWE TpoOJIeM, TMOTCHIIMAIBHO CIIOCOOHBIX
nonuATh Ha Ib YHUBEpcuTeTa, KOppeKTUPOBKA MOJEIIEN YTPO3 U HAPYILIUTEIIS.

5.3. Pa3paGoTka u BHEApPEHHE 3alIUTHBIX MeEp, AaJCKBaTHBIX XapaKTepy
BBISIBJIEHHBIX YTPO3, C YUYETOM 3aTpaT Ha UX peaU3aliio U COBMECTUMOCTH ITHX
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MEp C JEUCTBYIOIIMM TEXHOJIOTMYECKMM mpoueccoM. Ilpm 31OoM  Mepsl,
npuHUMaeMble a1 obecniedenuss Wb, He IOMKHBI YCIOXKHATH JIOCTH)KEHUE
YCTaBHBIX  LI€JIEM  YHUBEpPCUTETa, a TAaKKe IIOBBIIATL  TPYAOEMKOCTH
TEXHOJIOTUYECKUX  MpPOLlecCCOB  00paboTku  uHpOpMAMM U CO37JaBarh
JOTIOJIHUTENIBHBIE CIIOKHOCTH JJISI KIMEHTOB YHHUBEPCUTETA.

5.4. Koutposb 3¢ (HEeKTUBHOCTH TPUHUMAEMBIX 3aIIUTHBIX MEP.

5.5. Ilepconndukarus u aIeKBaTHOE pa3/ieJICHUE POJICH U OTBETCTBEHHOCTH
MEXIYy COTPYIHUKaMHU YHUBEPCUTETA, UCXOJIS U3 MPUHIIMIIA TEPCOHAIBHON U
€IMHOJIMYHON OTBETCTBEHHOCTH 3a COBEPILIAEMbIE OTIEpPaLIUH.

5.6. 3HaHUE COTPpYOIHUKAMU YHUBEPCUTETA CBOUX PAOOTHUKOB.

6. LEJIU U 3AJAUA HWH®OPMAIIMOHHON BE3OIACHOCTHU
YHUBEPCUTETA

6.1. Ilenp obOecneuenus Wb — co3ganue W IOCTOSHHOE COOMIOACHHE B
YHUBEpPCUTETE YCIOBUWA , IPU KOTOPBIX PHUCKHU, CBSI3aHHBIE C HApPyIICHUEM
0e30macHOCTH  HMH(POPMAIIMOHHBIX  PECYpCOB  YHHUBEPCUTETAa,  ITOCTOSHHO
KOHTPOJIUPYIOTCS M MCKIIOYAIOTCS, JIFOOO HAXOMATCS Ha JIOMYCTHUMOM YPOBHE
OCTaTOYHOT'O PUCKA.

[Ipomiecchl  obecnieuenuss WHGOPMAIMOHHON  0€30MacHOCTH  YHHBEpPCHUTETA
SBIIIIOTCS COCTaBHOM U HEOTHEMJIEMOM YacThlO TIPOIECCOB  YNPaBICHUS
WHOOPMAIIMOHHBIMUA ~ TE€XHOJIOTUSIMA M COIYTCTBYIOIIMMH  OTIEPAIIMOHHBIMU
PUCKaMU U OCYIIECTBIISIIOTCS HA OCHOBE ITUKIMYECKON MOJIENN: «TUIAHUPOBAHUE —
peanuzanus — IpoBEpKa — COBEPIIICHCTBOBAHUE — TUTAHUPOBAHHUE - ...»

6.2. OCHOBHBIMHU 33/1a4aMU JCSATENbHOCTH 110 oOecnieueHuto Ub Yausepcurera
SBIISIFOTCSL:

- BBITIOJIHEHHE TPpeOOBaHMI 3aKOHOIATENILCTBA 1O obecrneueHuto 1b;

- KOHTPOJIb BBIMIOJIHEHUS YCTAHOBJICHHBIX TpeboBaHuil no odecneuenuto Ub;

- IOBbIIIEHUE YPPEKTUBHOCTH MEPOIIPUITHI 110 00ECIIEUEHUIO U MOIIECPKAHUIO
nH(OPMAIIMOHHON O€30MaCHOCTH C YY€TOM TpeOOBaHUN CUCTEMBI MEHEIPKMEHTA
Ka4yeCTBa;

- pa3paboTKa 1 COBEPIICHCTBOBAHUE PETNIAMEHTHPYIOIINUX JTOKYMEHTOB
YHuBepcutera B 061actu obecredeHus: "HHOPMAIIMOHHON 0€30MacHOCTH;

- BBIIBJICHHE, OIIEHKA ¥ IPOTHO3UPOBAHUE YTPO3 UH(DOPMALIMOHHON
0E30ITaCHOCTH;

- BBIpa0OTKA PEKOMEHIallUi 110 YCTPAHEHUIO YSI3BUMOCTEM;



- OpraHu3alus aHTUBUPYCHOM 3aIlIUThl THPOPMALIMOHHBIX AKTHBOB;

- 3amuTa uHpopmaru oT HCIl u yTeuku 1o TeXHUYECKUM KaHajiaM CBSI3H.
7. OBBEKTbBI 3AIIIUTHI

OObeKkTamMu 3aUThl MH)OPMAIIMU B YHUBEPCUTETE SIBISIFOTCS:

- UHQOPMALIMOHHBIE PECYPCHI, CoAepKallie KOH(QUACHINAIbHYIO WHGOpPMAIIHIO,
UHGOPMAIIMIO OTPAaHHMUYEHHOTO PACHpPOCTPAHEHHUSA, BKIIOYAs MEPCOHAIbHBIC
naHHble (U3MYECKUX JIMI, KOMMEPYECKYI0 TailHy, a TakXe OTKpPBITO
pacmnpocTpaHseMylo uH(pOpMaluoo, HeoOXoauMylo i (YHKIIMOHHPOBAHUSA
YHHUBepcUTeTa, HE3aBUCUMO OT (POPMBI U BUIA €€ MPeICTaBICHUS;

- pa6OTHI/IKI/I N KOHTPAIrCHTHBI YHI/IBepCI/ITeTa, ABJIIOIIUCCA  I1I0JIB30BaTCIIIMU
ABTOMATU3HUPOBAHHBIX CUCTCM,

- uHpoOpMaIlMOHHAasT HWH(pPACTPYyKTypa, BKIIOYAIOIIAs CHUCTEMBI OOpabOTKH U
aHanu3a MH(GOPMALMHM, TEXHUYECKHME W NPOrPaMMHBIE CpEACTBa €€ 00pabdOoTKH,
nepefayd U OTOOpaKeHHs,, B TOM 4YMCIIe KaHallbl MH(POPMALMOHHOIO OOMEHa U
TEJIEKOMMYHUKALIUHA, CUCTEMBbl M CpEACTBA 3alUThl MH(pOpManuu, OOBEKTHl U
MOMEIIEHHSI, B KOTOPBIX Pa3MEIICHbI TAKUE CUCTEMBI

8. MOJEJIM YI'PO3 U HAPYIIUTEJIENA
8.1. Mogenu yrpo3 u Hapymurene (mporao3 b) sBisitorcs onpenensommumu

P pa3BEPTHIBAHUU, TTOJIIEPKAHUHA U COBEPIIICHCTBOBAHUU CUCTEMBI 00€CTICUeHUS
Wb Yuusepcurera.

8.2. VlcTouHMKY yrpo3, YI3BUMOCTH U OOBEKThI HAlAJIEHUH, TIPUTOHBIC TS
peanu3aluuu yrpo3bl, TUIIBI BO3MOXKHBIX MMOTEPh, MACILITA0bI HOTEHIUATBLHOTO
yiep0Oa onpeaensoTcs: JOKyMeHToM «MoJienu yrpo3 U HapylIuTenen,
pa3pabarbiBaeéMbIM pa0OTHUKaMU OTBETCTBEHHBIMU 332 HH(DOPMAILIMOHHYIO
0e30macHOCTh U yIpaBieHnem uHpopmaTuzanuu (nanee - YN).

9. TPEFOBAHMUSI IO TH®OPMAIIMOHHOM BE3OITACHOCTH
9.1. Obmue TpedboBaHus Mo odecrneyeHn0 HHPOPMATMOHHONW 0€301TaCHOCTH
Tpebosanus Ub popmymupyroTes 1uist creayrommx 00aacTei:

- Ha3HAUCHUE U paclpeesieHre poJiei U 0BEpUs K MepCoHaly;

- cTaaui >ku3HeHHoro nukia AC;

- 3amuThl o HCJI, ynpaBienus qoctynom u perucrpauueit B AC;

- AaHTUBUPYCHOM 3aIUTHI;

- HCNOJIB30BaHUs pecypcoB HTepHET;



- HCTIOJIB30BAHUS CPENICTB KPUNTOTpaPUUecKor 3auThl HHPOPMALIUU;

- 3aIUTHl HHOOPMAIIMOHHBIX TEXHOJIOTUYECKUX MPOTICCCOB;

9.2. TpeGoBaHusI Mo 0OecIIeueHNIO HH(HOPMAITMOHHON OE30ITaCHOCTH MPH
HA3HAYCHUU U PACIPECIICHUN POJiel U 00ECIICUeHUH T0BEPHs K IIEPCOHAITY
YHuBepcurera:

9.2.1. Jlna »bdexTuBHOrO BBHIMOIHEHUS IieJie YHuUBepcuTeTa W 3ajad 110
VOPABICHUIO AaKTUBAMU ONPENEISIOTCS COOTBETCTBYIOIIME POJIM TE€pCcOHala
VYuuBepcutera. Pomu omnpexaensiorcss ucxonsd u3 3aaad, (YHKIUOHAJIBHBIX W
MPOLIETYPHBIX TPEOOBAHMI, U 00E€CIIEUNBAIOTCSI COOTBETCTBYIOLIUMHU PECYPCAMHU.

Ponu mnepcoHUPUUUPYIOTCS € YCTAHOBJICGHHMEM OTBETCTBEHHOCTH 3a HUX
ucrnosineHue. OTBETCTBEHHOCTh (PMKCUPYETCS B TOJPKHOCTHBIX HHCTPYKITUSX.

9.2.2. C uenpto cCHUKEHUA pUCKOB HapylueHus b He pekoMeHyeTcst, 4TOObI B
paMKax OJHOM poJii COBMEUIAINCH CIeAyIoImue (QyHKIUHU: pa3paboTKu U
COMPOBOXKJEHUSI CUCTEMBI HJIA TPOTPAMMHOTO 00ECIIEUEeHHMSI, UX pa3pabOTKU U
DKCIUTyaTaluy, CONPOBOXKICHUS U SKCIUTYyaTalluK, AIMUHUCTPATOPA CUCTEMBI U
agMuHucTparopa Ub, BEITIOTHEHHS onlepaliuii B CUCTEME U KOHTPOJIS UX
BBITIOJIHEHUS.

9.2.3. Kontposnb 3a ucnonuenueM tpedboBanunii b ocymiectensiercs paboTHUKaMH
OTBETCTBEHHBIMU 32 MH)OPMALIMOHHYIO O€3011aCHOCTb.

9.3. TpebGoBaHus Mo odecrneyeHrno HHHOPMAITMOHHON OE30MTaCHOCTH CPe/ICTBAaMU
AHTUBUPYCHOM 3aIUTHI:

9.3.1. YcTaHOBKa U peryisipHOE€ OOHOBJIEHUE CPEICTB AHTUBUPYCHOM 3alMTHI HA
aBTOMATHU3HPOBAHHBIX PAOOUYMX MECTaX OCYIIECTBISETCS OTBETCTBEHHBIM
corpyaaukoM Ub. Ha Bcex OBM VYHuBepcuTeTa HaCTpanBaeTCsl aBTOMAaTHYECKast
yCTaHOBKAa OOHOBJIEHUI aHTUBUPYCHOTO MIPOrPAMMHOTO 00eCTICUeHHU 1.

9.3.2. OTBETCTBEHHOCTb 32 HEUCIIOJHEHUE WIIM HEHA/IJICIKAILIEE UCTIOTHEHUE
TpeboBaHuit HCTPYKIMI 110 aHTUBUPYCHOM 3aIIUTE BO3JIaraeTcs Ha Kaxoro
paboTHHMKa YHUBepcHUTeTa, uMeroniero goctyn k [IIDBM.

9.4. TpeOomanusi 1O oOecneyeHH0 WHPOPMAITMOHHONW O€30MaCHOCTH TIPH
UCTIOJIb30BaHUH PECYPCOB MEXKIyHApOIHOM cetn HTepHeT:

9.4.1. Pecypchol cetn MIHTepHET B YHUBEPCUTETE MCHOIB3YIOTCS AJI MOIYYSHUS U
pacnpocTpaHeHusi MH(OpPMAIMK, CBA3aHHOW C JEATEIBHOCTHIO YHHBEPCHUTETA,
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UH(POPMAITMOHHO-AHATTUTHYECKON paboThl B MHTEpecax YHUBEpPCHUTETa, OOMeHa
HOYTOBBIMM COOOIICHUSMM C BHEIIHMMU OpraHMU3alMsIMHM, a TaKXe BEICHMS
COOCTBEHHON XO3SIIICTBEHHOM JesTeNbHOCTH. JlIo00oe HHOE HCIOJIb30BaHUE
pecypcoB cetn HHTepHET, peleHne O KOTOPOM HE IIPUHATO PYKOBOACTBOM
YHHBEPCUTETA B YCTAHOBIIEHHOM IOPSAIKE, paccMarpuBaeTcs Kak Hapymenue Ub.

9.4.2. llopsanoxk NOAKIIOUEHHMS W MCIOJB30BaHUS pPECypcoB ceTh MHTepHeT
perIaMeHTUpyeTcst COOTBETCTBYIOIIMM [losiokeHuem.

9.4.3. Ucnonb3oBaHHME OHIIEKTPOHHOM TMOYTHI ISl CIIY’KEOHOW IepernucKu
JIOTYCKAETCsl TOJIBKO 4Yepe3 KOPHMOpPAaTUBHBIE MOYTOBBIE CUCTEMBI. OTIpaBKa H
MOJIy4eHHE COOOIIECHUH, coiepKalnuxX KOH(PUACHIMAIbHYIO UHPOpMAIKIO, Yepes
JIMYHBIE TIOYTOBBIE SMTUKU U CTOPOHHUE TTOUYTOBBIE CEPBUCHI 3aIPEIICHBI.

9.4.4. 3ampemaercs OTKpbIBaTh BIOXEHUS M IEPEXOJUTh MO CCBUIKAM B
AIIEKTPOHHBIX MUCHMAaX, MOJYYEHHBIX OT HEW3BECTHBIX OTIIPABUTENICH, a TaKKe B
MOJIO3PUTENBHBIX MHUChMaX, JIa)Ke €CJIM OHM MPUIILIA OT M3BECTHOIO ajpecara (B
clly4ae KOMIIPOMETALMH YYETHOW 3aIHCH ).

9.4.5. Ilpu wuCNONB30BAaHUM HHTEPHET-PECYPCOB HE JOIMYCKAETCA IOCEIICHUE
CaliTOB, COJIEpKAHUE KOTOPHIX HE CBS3aHO C BBINOJIHEHUEM CIYKEOHBIX
00s13aHHOCTEM, OCOOEHHO PECypcoB, pacmpocTpaHsomux BpenoHocHoe [0,
HapyIlIalONMX  aBTOPCKHME TMpaBa WIM  COJIEpPXKAIIUX  IMPOTUBOMIPABHYIO
uH(dOpMaIHIO.

9.4.6. 3arpy3ka (aiiioB U3 MHTEpHETa (IIporpamM, TOKYMEHTOB, MYJIBTUMEINA)
paspemiaeTcsi TOJBKO B Clydae CIy)KeOHONW HEOOXOAUMOCTH U TPH YCIOBHH
MIPOBEPKH 3arpy’kaeMbIx (aijIoB aHTHBUPYCHBIMH CPEICTBAMHU.

9.4.7. Ucnonb3zoBanue (ailloOOMEHHBIX CEPBUCOB M OOJAYHBIX XPAHUIIULI, HE
MPEIOCTABICHHBIX YHUBEPCUTETOM, JJII XPAaHCHUS WU TIEpPelaqyd CIy>KeOHOM
uH(OpPMAIMK JOIYCKACTCS TONBKO C MHUCBMEHHOTO pPa3pelicHHUS PYKOBOIMUTEIS
Mo/ipa3/iesICHUs] ¥ OTBETCTBEHHOTO 3a Wb, npu yciaoBun npuMeHeHus mu@poBaHus
U coOMoIeHNs TpeOOBaHMM 3aKOHO/IATEILCTBA O MEPCOHATBHBIX TAHHBIX.

10. OBIIME TPEBOBAHHUA 110 OBPABOTKE HEPCOHAJIbBHBIX
JAHHBIX

10.1. B YauBepcurere qokeH ObITh OTPEACIICH U JJOKYMEHTAJIBHO 3a(UKCHPOBaH
nepeduerb UCIIIu. B nepeuens UCII/IH nomkHa OBITH BKIIIOYEHA, KAK MUHUMYM,
Oyxrantepckas nHbopMannonHas cucrema (manee - bBUC), nensto co3nanus u
MCITOJIb30BAHMS KOTOPOIl sIBJIsieTCs 00pabO0TKa MEPCOHAIBHBIX IaHHBIX.

10.2. dns xaxnont UCITJIn YHuBepcutera JOMKHBI OBITH ONPEACIICHBI U
JIOKYMEHTAJIBHO 3a(pMKCUPOBAHBI:

- 11eJ1b 00paboTKHU nepcoHanbHbIX HaHHbIX B UCII/IH;
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- 00beM U cozieprKaHue MepCOHATIbHBIX JaHHBIX, oOpadareiBaeMbix B UCIIIH;

- IEPEYCHb ICUCTBUM C MMEPCOHATBHBIMU JAHHBIMH M CTIOCOOBI 00pab0OTKH
nepcoHanbHbIX AaHHbIX B UCIT/IH.

OO0beM U coliepKaHUE MEPCOHANIBHBIX JaHHBIX, a TAKKE NIEPEUCHb ICUCTBUN U
criocoObl 00pabOTKU MEPCOHANIBHBIX JTAHHBIX JTOJKHBI COOTBETCTBOBATD LIEIISIM
o0pabotku. B Tom cnyyae, ecnu 7Sl BBIOIHEHUS WH()OPMAITMOHHOTO
TEXHOJIOTMYECKOTO Tpoliecca, peanusaiuio kotoporo noaaepxkupaet MCIIIH, Het
HE0OXOIMMOCTU B 00pa0OTKE OIpPEIENIEHHBIX TEPCOHANIBHBIX JIAHHBIX, 3TH
NepCOHAJIbHBIE JaHHBIE JOJKHBI ObITH yaJCHBI.

10.3. UudopmarimoHHble TEXHOJIOTHYECKUE MPOIIECCHI, B pPAMKaX KOTOPBIX

oOpabatpiBatoTcsi  mepcoHanbHbie  jgaHHble B MCIIJIH, 10MWKHBI  OBITH
JIOKYMEHTHUPOBAHBI.

10.4. B YHuBepcurere 10JKEH ObITh ONPEAENIEH U TOKyMEHTaJIbHO 3a(UKCUPOBaH
nepeyeHb (CIUCOK) pabOTHUKOB, OCYIIECTBISIOMMNX 00pa0OTKY NEPCOHATBHBIX
nanHbix B UCIIH, 1160 uMeronmx JOCTYI K MepCOHANbHBIM JaHHBIM. JlocTyn
pabOTHHUKOB K MEPCOHAIBHBIM JIaHHBIM U 00pab0TKa NEPCOHANBHBIX JaHHBIX
paboTHUKaMH YHHUBEPCHUTETA JOIHKHBI OCYIIECTBISATHCS TONBKO /ISl BBITIOTHEHUS
UX JOJDKHOCTHBIX OOSI3aHHOCTEH.

10.5. PaGoTHuku YHUBEpCUTETA, OCYHIECTBRISIOMINE 00padOTKy MePCOHANTBHBIX
nanHbiX B UCIIH, 1omkHbI ObITh TPOMH(OPMUPOBaHEI O (hakTe 00pabOTKKU UMU
NEPCOHANBHBIX JaHHBIX, KATETOPUsX 00pabaTbIBa€MbIX MEPCOHAIBHBIX JAHHBIX, &
TaK)Ke JTOJDKHBI OBITh 03HAKOMJICHBI TIO/I POCTIMCH CO BCEH COBOKYITHOCTBIO
TpeboBaHUi M0 00paboTKe U 0OecCIIeUeHNIO 0€30TIaCHOCTH ITEPCOHAIBHBIX JaHHBIX
B YaCTH KaCaIOIIEHCs MX JODKHOCTHBIX 00SI3aHHOCTEH.

10.6. Ilpu ucnonszoBanuu B ®I'bOY BO «AI'TY» Tunossix Gopm JOKYMEHTOB,
Xapaktep MHPOpPMAIMM B KOTOPBIX MpEanojiaraeT WM JOMyCKAaeT BKJIIOUEHUE B
HUX TIEPCOHAIBHBIX TAHHBIX, JOJDKHBI COONIONAThCS TPEeOOBaHUS YCTaHOBJICHHBIC
«ITonoxenuemM 00 OCOOEHHOCTSIX  OOpaOOTKM  MEPCOHAIBHBIX  JaHHBIX,
OCYUIECTBIsIEMOM 0€3 MCMOJIb30BaHUS CPENCTB aBTOMATHU3ALMU», YTBEPKIECHHBIM
[Toctanosnenuem [IpaButensctBa PO ot 15 centsiopsa 2008 . N 687.

11. YIHPAB/IEHUE I/IH(I)OE’MAI_[I/IOHHOI?'I BE3OITACHOCTBIO,
PACHHPEAEJIEHUE ®YHKIOUU 11O OBECHEYEHHUIO UBb MEXAY
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MNOAPAZAEJEHUAMMU n OTBETCTBEHHBIMU JIMIHAMMU
YHUBEPCHUTETA

11.1. VYopaBnenue cucremon obOecrneueHus HHPOPMAIMOHHOW O€30MacHOCTH
OCYUIECTBIISIET PYKOBOJCTBO YHUBEPCUTETA:

— YTBEpXKJACHHE U TMEPECMOTpP TMOJIUTUKH HHOOPMAIMOHHON Oe30macHOCTH
VYHuBepcuTeTa;

— OpraHu3aIys mpoiecca yrnpasieHust THHOPMAIIMOHHON 0€30TIaCHOCTHIO B

VYHuBEpCUTETE, BKIIOYAs ONPEACICHUE TNOAPA3ACICHNUN, OTBETCTBEHHBIX 3a
yIOpaBieHHEe  OTACIbHBIMH  TpolleccaMu  oOeclieueHus  HMHPOPMAILMOHHON
0€30MacHOCTH, YTBEPKICHHE MOJOKEHHUHN O HUX;

— ofecrieueHre YCIOBUM © yTBepkaeHHe Oromkera st 3(PQPeKTuBHON
peanu3aiuy MOJIUTHKU WHGOPMAIIMOHHON 0€301MacHOCTH;

— dHaJIn3 OTYCTOB O COCTOAHUH HH(i)OpMaHHOHHOﬁ Oe30macHOCTH YHI/IBepCI/ITGTa.

11.2. Bce mnoapazneneHuss YHUBEPCUTETa M MX PYKOBOJIUTEIM OTBEYAIOT 3a
peanu3ainuio TOJUTUKU HH(OpPMAIIMOHHONW 0€30MacHOCTH U yIpaBIICHUE
nporeccamu e€ 00ecreueHus: B paMKax CBOEH KOMIIETEHIIUH.

11.3. B wmenax BBINOJHEHUA 33dad MO OO0ecrnedYeHHr0 WH(OPMALMOHHON
0€30MacHOCTH, B COOTBETCTBMM C PEKOMEHAALMSIMU MEXIYHAPOAHBIX U
POCCUMCKHMX CTaHJIApPTOB MO O€30MacCHOCTH, OOECHEUeHHUsl MAESITEIbHOCTH IO
peasm3anuu Tekymen noautnku Wb B YHuBepcutTere, B COOTBETCTBUM C €TI0
YCTaBHBIMU ILEJIIMH, (HAa3HA4YaeTCsl OTBETCTBEHHOE JIMLO WM (YHKIHOHUPYET
noJipa3fieicHne),  OTBETCTBEHHOE  3a  obOecredeHne  WHGOPMAIIMOHHON
0€30MacHOCTH — MOAPA3/IeTIEHUE UIH OTBETCTBEHHOE JIUIIO.

11.4 TlogpazaeneHue uiam OTBETCTBEHHOE JIUIIO:
— pa3pabaThIBacT HOPMATUBHBIC, MHCTPYKTUBHBIC U METOUICCKHUE TOKYMECHTHI
YHuBepcuteTa 1mo o0ecrneueHno nHHOPMAIIMOHHON 0€30MacHOCTH;

— pa3pabaTbeiBaeT TpeOOBaHUS TO 3alUTe HHPOPMAIMOHHBIX PECYpCOB B
aCMeKTax IIeJIOCTHOCTH W KOH(DHICHIIMATLHOCTA Ha OCHOBE aHalM3a PHUCKOB
nH(pOpMaIMOHHON 0€30MacHOCTH;

— OCYHCCTBILICT KOHTPOJIb COOTBETCTBUA Tp€6OBaHI/I$IM Ha BCEX CTaagusiax
JKU3HCHHOT'O UKJIa aBTOMATU3UPOBAHHLIX CUCTEM, OT ITPOCKTUPOBAHUSA 10 CHATHA
C SKCILTyaTralnu,

—  OOecneunBaeT  ympaBii€HUE KJIFOUEBBIMM  CHCTEMaMU CPEICTB
KpunrorpaduyecKkoi 3aiuThl;

— OpraHu3yeT IPOBEAECHUE EAMHON aHTUBUPYCHOM ITOJINTUKHA B YHUBEPCUTETE;

— Opranusyer paboTy U OCYIIECTBISIET B3aUMOJICHCTBHE C aIMUHUCTPATOPaMu
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ABTOMATU3UPOBAHHBIX I/IH(bOpMaIII/IOHHI)IX CHCTEM,

—  TMPOBOAUT  pAacClIEJOBaHUS  MHIMACHTOB U (AaKTOB  HapyllEeHUMU
uH(OPMAIIMOHHON 0€30MacCHOCTH U HH(POPMHUPYET PYKOBOJCTBO O pe3yibTarax
MIPOBEJICHHOTO paccie0BaHNUs;

— opra#m3yeT OOydYeHHEe TepcoHaja 1O BompocaM HWH()OpPMAITMOHHON
0OC30ITaCHOCTH;

—  OCYHICCTBIIACT HHCTpYMGHTaHBHLIfI KOHTPOJIb W MOHHUTOPHHI' TCKYHIICTO
COCTOAHUA HH(I)OpMaHHOHHOﬁ 6630HaCHOCTI/I;

— peryaspHo HHPOPMHUPYET PYKOBOJACTBO O COCTOSHUU WH()OPMAITMOHHON
0€30MacHOCTH B YHUBEPCHUTETE, B TOM UHUCIIE, B COCTaBE CBOJAHBIX OTYETOB;

— OOecrieunBaeT BSaPIMO,Z[efICTBHe C YIOJHOMOYCHHBIMH TI'OCYAapCTBCHHBIMMU:
opraHamMu I10 BOIIpoCaM I/IH(i)OpMaIIHOHHOﬁ 6G3OHaCHOCTI/I;

— OCYILECTBIISIET aHAJIN3, OLIEHKY U IIPOTHO3 PUCKA, CBSI3AHHOTO C HAPYLIEHUEM
MH(pOpMaIIMOHHON 0€30MaCHOCTH YHUBEPCUTETA.

11.5. OOGecneuenne pa3pabOTKH, AakKTyalIH3allMd M JIOBEJICHHUS JIO CBEICHUS
paOOTHUKOB  JIOKAJIHBIX  HOPMATUBHBIX W  METOJAMYECKHUX  JTOKYMEHTOB,
JeTaTN3UPYIOMKX TpeboBanus Hactosmien [lonuTuku, BKitoyas:

- UHCTPYKIIMIO TI0 aHTUBUPYCHOM 3alITUTE;

- pETIaMEHT PE3EPBHOTO KOMMUPOBAHHUS M BOCCTAHOBJICHUS TAHHBIX;

- IOPAJIOK MPEOCTABICHUS JOCTYTA K MHPOPMAIIMOHHBIM CUCTEMaM,;
- UHCTPYKIIMIO O IEUCTBUSM IpU uHIMaAeHTax 1b;

- MpaBua paboThl C MEPCOHAIBHBIMH JTAHHBIMHU;

- MAMSTKY MOJIb30BaTEIIO MO Oe30nmacHoi padore.

YkazaHHbIC JOKYMCHTBI AOJIKHBI OBITH YTBCPKIACHLI B YCTAHOBJICHHOM IOPAAKE U
[epeCMarpuBarbCs 110 MEPC HGO6XOI[I/IMOCTI/I, HO HC PCKE OAHOIO pa3a B TPH roJa.

11.6. Ilogpa3nenenus, OTBeTCTBeHHble 3a oOciuyxuBanne AWNC, wunm
aagmuHuctparopsl AUC:

— o0ecreunBaroT BHIMIOTHEHUE TpeOoBaHN MH(DOPMAITMOHHON O€30TTaCHOCTH MpHU

MOJKIIIOYEHUU W QJMUHUCTPUPOBAHUU KOMMYHHUKAIIMOHHOTO O0OpYIOBaHUS,
onepannoHHbix cucteMm, CYB/l u cuctem q0oCTaBKH;

— mpoBOIAT 0O0HOBIEHUE cucTeMHOoTo 110, CBI3aHHOE ¢ yCTpaHEHUEM KPUTHYHBIX

yA3BUMOCTEH; 00ecredrnBaoT JOCTYMHOCTh HWH(GOPMAIIMOHHBIX PECYpPCOB B
YCIOBUSIX  OTKAa30B W JIPYIMX  HEOMarompusATHBIX COOBITHM B YacTu
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KOMMYHHUKAI[MOHHOTO 000pyaoBaHus, omepanuoHHbix cucteM, CYBJ] u cucrem
JIOCTaBKH;

— obecreurBaeT BHIIOTHEHHE TpeOOBaHUI HHPOPMALIMOHHOW OE30MTaCHOCTH MPHU

AIMUHUCTPUPOBAHNN ABTOMATU3NPOBAHHBIX I/IH(I)OpMaLII/IOHHBIX CHCTCM,
00eCcreYnBaIoT XPaHCHUC HpOFpaMMHOﬁ JOKYMCHTAILIUH,

— OCYHICCTBIIAIOT perucTpanuio HHPopManuu 00 HWHIMJACHTaX, HMEIOIINX
OTHOIICHUE K MH()OPMAIIMOHHON 0€30TTaCHOCTH.

— COBMCCTHO C (Hoz[pameneHHe, JOJDKHOCTHOC JIMIIO, OTBCTCTBCHHOC 3a

MH(OPMAIIMOHHYIO 0€30MaCHOCTh) MPOBOJAT KaTErOpUpPOBaHUE UHPOPMAITMOHHBIX
pECypcoB, BIAJENblIaMU, KOTOPBIX OHHU SIBIISIOTCS, W OMNPEHENSIOT T€ W3 HUX,
KOTOPBIE SBJISIOTCS KPUTHYHBIMU;

— COBMECTHO C (moApasleneHue, IOLKHOCTHOE JIMIO, OTBETCTBEHHOE 32
MH(POPMALIMOHHYIO 0€3011aCHOCTh) Y4aCTBYIOT B OLIEHKE PUCKOB PEAIN3ALNAN YTPO3
X HHPOPMALIMOHHBIM pecypcam;

— YCTAHaBJIMBAIOT B IIPCACIIAX CBOEH KOMIICTCHIIMKU PCKHUM H IIOPAAOK HOCTYIIA,
IIpaBHIa pa6OTI>I C HH(l)OpMaI_II/IOHHBIMI/I pecypcCaMu, BIaACIIbIIAMHN KOTOPBIX OHH
SABJISAIOTCA,

— o0ecneynBaloT BBINOJIHEHUE TPeOOBaHUW M TpoUeAyp HHPOPMAUMOHHOU
Oe3omacHOCTH Tpu paboTe paOOTHUKOB ¢ WH(DPOPMAIMOHHBIMU PECYypCaMHU
VYHuBepcureTa;

— OO0ecnieunBalOT y4YeT B MOJAPA3ACICHUH HWH(POPMALHUOHHBIX PECYpCOB U
pabOTHUKOB, UMEIOIIMX K HUM JIOCTYII;

— OOecneunBalOT NHCTPYKTaX paOOTHHUKOB IO BOMPOCaM MH(POPMAITMOHHON
0C30MacHOCTH;

— o0ecrmeynBalOT KOHTPOJb TPOBEACHUS AHTUBUPYCHBIX MEPOTPHITHI B
MOJIpa3ICICHUH U COOMIOCHHS TpeOoBaHUN MH(OPMAIIMOHHOM 0€30MMaCHOCTH;

— ofecreunBarOT B3auMOJIEHCTBUE C (TOApa3aesieHrne, AOHKHOCTHOE JIHUII0
OTBETCTBEHHOE 3a HH(POPMAIMOHHYIO O€30MacHOCTh) TMPU  HHIUJEHTAX
nH(OPMAIIMOHHON O€30MaCHOCTH.

12. AYIUT U CAMOOILIEHKA Ub
12.1 Iopsinok u nepuoaAnYHOCTh NpoBeneHus ayauta b YHuBepcuTeTa, a Takxke

OTIEJIBHBIX €r0 CTPYKTYPHBIX IOAPA3LAECICHUM, ONpPENEAeTCs IOAPa3ICIICHUEM,
OTBETCTBEHHBIM 3a oOecnedeHue b Ha OCHOBaHMM MOTPEOHOCTH B TaKOU
JEATEIBHOCTH.

12.2 Buewnuii aynur Wb 1npoBoaMTCcs  HE3aBUCMMBIMU  OpraHU3ALMSIMHU
(MHIMBUYATbHBIMU peaNpPUHUMATENSIMU ), UMEIOLUMU IPaBo Ha
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OCYIIECTBICHNUE TAKOU AEATENBHOCTH, C LEIBIO MPOBEPKHU U OLIEHKU COOTBETCTBUSA
Nb YuuBepcuTera TpeOOBaHUSAM JEHCTBYIOIIETO 3aKOHOJATENhCTBA Poccuiickon
®deneparuu B obiactu uHbOpMaImoHHON Oe3omacHocTd, Buemnuit aynut Wb
MIPOBOAMUTCS HA OCHOBAHWH MPHUKA3a PEKTOPA YHUBEPCUTETA,

12.3 Camoouenka ypoBHsi Ub 1 BHyTpeHHHII KOHTPOJIb COONIOAEHUS TPEOOBAHMIA
Wb npoBoauTcst moapasneieHueM, OTBETCTBEHHBIM 3a obecrieuenue Ub c nensio
BBISIBJIEHUSI M PETUCTPAlMM HEIOCTAaTKOB 3allMTHBIX MEP W OLIEHKU IOJHOTHI
peanu3anuy NOJIOKEHUM TeKynierd noiutukd b, MHCTpyKIMi M PyKOBOACTB IO
obecneuenuto UMb VYuupepcutera. Camoouenka ypoBHS Wb u BHyTpeHHUI
KOHTPOJIb IIPOBOJUTCS IO PACTIOPSKEHUIO PEKTOPA YHUBEPCUTETA

12.4 Ilpu mnoaroroBke K BemHeMy ayauty Wb pexkomeHayeTcsi NpoBEACHUE
camoolieaku HUb.

12.5. B uemsx oueHku d3PPEKTUBHOCTH (PYHKIIMOHUPOBAHUSA CHUCTEMBI
oOecrieueHus: HMHGPOPMAIMOHHON OE30MaCHOCTH  HCIIONB3YIOTCS  CIIEAYIOIIHE
METPUKHU (ITOKA3ATEIN):

- KOJMYECTBO 3apETUCTPUPOBAHHBIX MHIMACHTOB 3a OTYETHBIA mepuon (B
JTUHAMUKE);

- CpeaHee BpeMs pearupOBaHUs HA UHIIUJICHTHI;
- 10J11 KPUTHUYHBIX YSI3BUMOCTEU, YCTPAHEHHBIX B YCTAHOBIICHHBIN CPOK;

- MPOLICHT COTPYAHUKOB, IIpomieaux ooyuenue no Mb;

- KOJIMYECTBO YCIEIIHBIX TECTOBBIX BOCCTAHOBJIICHUI U3 PE3EPBHBIX KOIHIA;
- pe3yJIbTaThl BHYTPEHHHUX ayIMTOB U CAMOOIICHOK.

AHanmu3 METpPUK IPOBOAUTCS €KEKBApTaJbHO, PE3YJIbTaThl JIOKJIAJbIBAIOTCS
PYKOBOZCTBY YHUBEPCUTETA IS IPUHATHUS YIIPABIECHYECKUX PEILICHUI.

13. MOPAJOK IEPECMOTPA NIOJIMTUKHA

13.1. Ilepecmotpu IlonuTrKN NMPOU3BOAUTCS HE PEXKE OJHOIO pa3a B TPU roaa Jjst
W3MCHEHHUSI, KOPPEKTUPOBKH, JIMOO OTKJIOHECHHS, IMOCTABICHHBIX IICJICH, 3a1a4 U
OCHOBHBIX PUHIIMIIOB HHPOPMALIMOHHOM 0€30MaCHOCTH YHUBEPCUTETE.

13.2. Ilepecmotp [lonutrku oCcymiecTBISETCS CIEHMAIbHO HA3HAYAEMOM JJIsl 3TOM
eI KOMHUCCHEH MO 3amuTte MHbopMaluu uivd padoueld Tpynmnol MmepecMoTpy
[TomuTukmy.

13.3. ITepecmotpu [TonuTrKM AOMKEH BKIIIOYATH:

- mpoBepky dddextuBHoctu [lomuTuku, wCXoAs U3 Xapakrepa, UYucia U
IIOCJIEACTBAN 3aPETUCTPUPOBAHHBIX MHIMAECHTOB Hapymenn 1b;
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- ONpeleNeHUd CTOMMOCTH MEPOIPHUATHI MO yHpaBiIeHUIO HH(GOPMAIIMOHHOMI
0€30I1aCHOCTbI0 M WX BIUSHUE Ha HPPEKTUBHOCTH IO JTOCTHIKEHUIO YCTaBHBIX
LeJIE YHUBEPCUTETA,;

- OLICHKY BJIMSIHUS U3MEHEHHUU B TEXHOJIOTHSIX.
14. OTBETCTBEHHOCTD

14.1. Bce paboOTHUKM YHUBEpPCUTETa HECYT OTBETCTBEHHOCTH 332 HEBBIMOIHEHHE
TpeOOBaHUI HACTOSIICH IMOJTUTHKH.

14.2. PaGoTHukM YHUBEpcUTETa, HapylIatoume TpeOoBaHus HHPOPMAITMOHHON

0€30IacHOCTH W PYKOBOJUTENIM TOJpa3feieHud, HE O0OCCICUMBAIOIINE HX
BBINIOJIHCHHUE, HECYT JTHACUUATUIMHAPHYIO, IPaK1aHCKO-TIPABOBYIO,
aJIMUHHUCTPATUBHYKD WJIA YIOJIOBHYIKD OTBETCTBEHHOCTh B COOTBETCTBHUM C
3aKOHOJAaTeNILCTBOM Poccuiickon denepanuu.

14.3. KoHTpob 3a BBINOJTHEHUEM TPEOOBAHUN HACTOSIIEH MOJUTUKUA BO3JIaraeTcs
Ha  pPYKOBOJICTBO  YHHUBEpPCUTETA, PYKOBOIMTEIEH  BCEX  CTPYKTYPHBIX
MO/IPA3/ICIICHN YHUBEPCUTETA.

15. YIIPABJIEHUE JOCTYIIOM U UAEHTUD®UKALIMEHA

15.1. Joctyn mnonb3oBareneil K HHPOPMALMOHHBIM pecypcaM YHHUBEPCHUTETa
NPEIOCTaBIACTCS TOJIBKO TIOCIE MPOXOXKACHUS MPOLENyp HACHTUPHUKALUY,
ayTeHTU(UKALMKU 1 aBTOPU3ALUU.

15.2. Unentuduxanus u ayTeHTU(PUKALMS OCYIIECTBISIOTCS C HCIIOJIb30BAaHUEM
YHUKQJIBHBIX YYETHBIX 3alMCEW. 3anpeniaercss MCHOJIb30BAaHUE TPYIIOBBIX
YUETHBIX 3aIUCEN, 32 UCKIIFOYEHUEM CIIELIMAJIbHO OTOBOPEHHBIX ClTyyaeB (FOCTEBOM
JOCTYII, CIYXEOHbIE YYETHBIEC 3alKCH), KOTOPbIE TOJIKHBI OBITh JOKYMEHTAJIBHO
3a(pUKCUPOBAHBI U KOHTPOJIUPOBATHCSI.

15.3. [TaposibHas MONUTHKA YCTAHABIMBAET CIEAYIOLINE TPEOOBAHMUS:
- IJIMHA [apoJisi HE MEHEE § CUMBOJIOB;

- IapOJIb JOJDKEH CONEPKAaTh CUMBOJIBI KAK MUHUMYM TPEX U3 YETHIPEX KATETOPUM:
CTpPOYHBIE OYKBBI, MPOMUCHBIC OYKBBI, ITU(MPHI, CHIEIUATBHBIC CUMBOJIBI;

- CMEHa mapoJisi He pexe oHoro pa3a B 90 nHeil;

- 3amnpeT Ha MCMHOJb30BaHWE MPENbLAYUIUMX Mapojied (He MeHee 3 MOCIeIHUX
3HAYEHUN );

- OJIOKMpOBKA YUYETHOM 3aIllMCH TOCHE 5 HEYAAYHbIX MOMBITOK BXO/a HA BpeMs He
MeHee 15 MUHYT;

- 00s13aTeIbHasi CMEHA apoJis IIPH MIEPBOM BXOJI€ B CUCTEMY.
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15.4. Tlepemaua maponedi ApyruM JIMIaM, 3alUCh Tapojed Ha OyMaKHBIX
HOCHUTENSAX, pasMENIEHHBIX Ha pabodeM MecTe, HCIOJIh30BAHUE OJIMHAKOBBIX
napoJiel JAJis CIy>KeOHBIX U JIMYHBIX PECYPCOB 3aMpeIIaroTCsl.

15.5. Ilpu yBONBHEHUM COTPYIHHKA WJIA HM3MEHEHHH €ro JOKHOCTHBIX
00si3aHHOCTeM  JOCTyn K HH(DOPMALMOHHBIM pecypcaM  JOJKEH  OBbITh
3a0JIOKMPOBAaH WJIM U3MEHEH B JIEHb HACTYIUICHUS COOTBETCTBYIOLIETO COOBITHSI.
PykoBomuTenu mopapasfenieHuid  00s3aHBl  CBOEBPEMEHHO  HH(OPMUPOBATH
aJIMUHUCTPATOpOB HMH(OPMALIMOHHBIX CUCTEM U OTBEeTCTBeHHBIX 3a Wb o
HEOOXO0IMMOCTH U3MEHEHUS TIPaB JI0CTyIA.

15.6. Jlns TNpUBWICTUPOBAHHBIX  YYETHBIX 3amuced  (aAMHHHCTPATOPOB,
CYIIEpIIONIb30BaTesIeil)  MPUMEHSIOTCS  JIONOJHUTEIbHBIE  MEPbl  KOHTPOJIS:
nByx(dakTopHas ayTeHTU(UKAIMS, BbIJEICHHbIE pa0ouue CTaHIMM, ayIuT BCEX
JEUCTBUM.

15.7. Ha Bcex aBTOMaru3MpoOBaHHBIX PAOOUMX MECTax JOJKHA ObITh HACTPOCHA
aBTOMaTU4eCKas OJIOKMPOBKA dKpaHa MPU OTCYTCTBUH aKTUBHOCTH IOJIH30BATENS B
TeueHue He O6osee 15 MuHyT. Pa3010KkupoBKa BO3MOXKHA TOJIBKO MOCJE TOBTOPHOTO
BBOJIa MMAPOJIS.

16. PUBNYECKASA BE3OITACHOCTbD U 3AIINUTA IIEPUMETPA

16.1. CepBepHble TOMEIIECHHUS, Y3IIbl CBSI3U, KPOCCOBBIE U IPYTHUE MOMELIEHUS, T
pasMeIeHO KPUTHYECKOE TEICKOMMYHUKAIIMOHHOE OOOpYJIOBaHHE W HOCHUTENU
uHdopMaIiK, JODKHBI OBITh O0OOPYIOBAaHBI CHCTEMaMHM KOHTPOJIA JOCTyMa
(37EKTPOHHBIC 3aMKH, CUUTHIBATEIIN, KOJOBBIC ITAHEITN) ¥ BUICOHAOTIONCHUS.

16.2. Jloctynm B yKa3aHHbBIE NOMEIIECHUS Pa3pEIIEH TOJBKO COTPYAHUKAM, B
JOJKHOCTHBIE OOSI3aHHOCTU KOTOPBIX BXOJIUT OOCIIY>KMBaHUE Pa3MEILIEHHOIO TaM
o0OpyI0oBaHUsl, Ha OCHOBAHMM YTBEPKIEHHBIX CNHUCKOB. [locemieHue WHBIMH
JUIAMU JOIYCKaeTCsl TOJIbKO B CONPOBOKICHUHM OTBETCTBEHHOIO COTPYAHHUKA U C
00s13aTeIbHOM perucTpalreil B xKypHayie yueTa Mo cemeHui.

16.3. Paboume MecTa COTPYIHUKOB JOJDKHBI pacIojiararbCsi TaKUM 00pa3oM,
YTOOBI MCKITIOYMTH BO3MOKHOCTH BU3YAJIBHOTO O3HAKOMJICHHS ITOCTOPOHHUX JIHII C
nHpopMarnuen, orodpakaeMoil Ha dKpaHaxX MOHHUTOPOB, a TAKXKE C JOKyMCHTaMH
Ha CTOJIaxX.

16.4. BHoc u BBIHOC 000pymOBaHUS, CHEMHBIX HOCUTENEH WHGOpMaUU 3a
npenenbl KOHTPOIUPYEMON TEPPUTOPUH YHHUBEPCUTETA JTOJIKEH OCYIIECTBISITHCS
M0 TUCBMEHHOMY Pa3pEIICHUI0 PYKOBOIUTEINS MOIPA3ICTICHHS U (PUKCUPOBATHCS B
COOTBETCTBYIOITUX YUETHBIX (hOpMax.

16.5. Tlo oxoHuaHuu paboOYero IHsS COTPYIHUKH OOs3aHBI 3amuparh MKadbl U
ceiippl ¢ JOKyMEHTaMH, a Takke 00ecleunBaTh OTKJIIOUEHUE OPITEXHUKH, €CIIU
3TO HE MPOTUBOPEUUT TEXHOJIOTMUECKOMY IPOLIECCY.
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16.6. Ilomemienusi, B KOTOpPHIX OOpaOaThIBAIOTCS NEPCOHANBHBIE JaHHBIE U
KOoH(pUACHIMANbHAs HHGOpMAIMs, JOMKHBI OBITh  OCHAIEHBI  3aMKaMH,
UCKJTIOYAIOIIMMH HECAaHKIIMOHUPOBAHHOE TMPOHUKHOBEHHE, M HAXOOUTHCS TOA
OXpaHoU B Hepabouee BpeMs.

17. YIIPABJIEHHUE NMHIUNIEHTAMU WH®OPMAIIMOHHOM
BE30OITACHOCTH

17.1. Tlon wunHmMACHTOM HHGOPMAIMOHHON OE30MACHOCTH IOHUMAETCS JH000e
cOOBITHE, KOTOPOE€ MOXKET NPUBECTH K HAPYIICHUI0 KOH(PUIECHIIMAIBHOCTH,
IETOCTHOCTH WJIM JOCTYMHOCTH WH(POPMAIIMOHHBIX aKTHBOB YHUBEPCHUTETA, JIMOO
K HECOOJIOCHNIO TpeOOBaHMI 3aKOHOJATEIbLCTBA M BHYTPEHHUX HOPMATHBHBIX
JIOKYMEHTOB.

17.2. Bce coTpygHUKH YHHMBEPCHTETA OOS3aHbl HE3aMEMJIUTENBHO COOOIIaTh O
3aMEUYEHHBbIX (aKTax WM TONO3PEHUSAX Ha MHIUACHTH WH(OPMALMOHHON
0€30IacHOCTH JIMIlYy, OTBETCTBEHHOMY 3a obOecneuenne Wb, wimm cBoemy
HEIOCPEACTBEHHOMY PYKOBOAMTEIIIO.

17.3. Ilopanok pearupoBaHusl HA MHIMICHTHI BKIIFOYAET CIACAYIOIINE ITAIbI:
- perucTpanus MHIUACHTA (JaTa, BpeMsi, 00CTOSTEIbCTBA, 3asBUTEIb);

- TMepBUYHAs OILIEHKA KPUTUYHOCTU U TPUHATHE MEp M0 JOKAIW3aluu |
MUHHUMU3AIUY yiepoa;

- pacCCIICAOBAHUC IIPUYHUH U 00CTOSITEILCTB HMHIWJICHTA,
- YCTPAHCHHUC HOCJ'ICI[CTBI/Iﬁ N BOCCTAHOBJICHHC IITAaTHOT'O PCXKUMaA pa60TBI;

- aHAIM3 WHIWJICHTA, pa3padoTka W peaju3alus Mep 10 MPEIOTBPAIICHUIO
TTOBTOPCHUSI.

17.4. Jlnga KaxIoro WHIMJCHTA, CBSA3aHHOTO C HapyIIeHHEM O0e30MMacHOCTH
MEePCOHATBHBIX JIAHHBIX, JOHKHO OBITh OpPraHU30BaHO B3aMMOJICUCTBHE C
YIIOJJHOMOYE€HHBIMU OpPTaHAaMU B TMOPSIJAKE, YCTAaHOBJICHHOM 3aKOHOAATEIbCTBOM
Poccuiickon @enepanuu.

17.5. Nudopmanusi 0060 Bcex HHIUJCHTaX (UKCUPYETCS B JKypHaje ydéTa
WHIMJICHTOB, BEJCHHE KOTOPOrO BO3JaraeTcs Ha TmojapaszjaesieHue (JIUIo),
OTBETCTBEHHOE 3a MH(OpPMAaIMOHHYIO0 Oe3omacHocTh. Ha OCHOBE HAKOMIIEHHBIX
JAHHBIX HE peXe OJHOro pa3a B KBapTal MPOBOAUTCS aHAIU3 JIMHAMUKU U
3¢ (HEKTUBHOCTU TPUHSITHIX MEP.

18. OBECIHIEYEHME HEIPEPBIBHOCTHU JEATEJBHOCTU H
BOCCTAHOBJIEHHME ITOCJIE CBOEB

18.1. B VYHauBepcuteTe MAOMKHBI OBITH OIpPEAEEHbl KPUTUYECKA Ba)KHbBIE
UH(POPMAIIMOHHBIE TPOIECCHl U PECypChl, HapylleHHe (YHKIMOHUPOBAHUS
KOTOPBIX MOXET TMPHUBECTH K 3HAUUTENbHOMY yiiepOy WM OCTaHOBKE
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ACATCIBHOCTH. I[JIH HHX p33pa6aTBIBaIOTC$[ IUIaHBI 00eCcTIIeUeHMS HCTIPCPBIBHOCTH U
BOCCTAHOBJICHUA.

18.2. OOs3arenbHbIM  TpeOOBaHUEM  SIBISIETCA  OpPraHu3alusi  Pe3epBHOTO
KONIUPOBAHUS JaHHBIX, COJEPXKAIIUXCS Ha cepBepax, B 0a3ax JaHHBIX U Ha
paboymux CTaHIMSIX, TJE XPAHUTCS KpUTUUYECKast HHPOpMaLIUs.

18.3. Pe3epBHOE KONUPOBAHHME JOJKHO BBIMOJIHATHCS C YCTAHOBJICHHOMN
NEPUOJUYHOCTBIO:

- U KPUTUYHBIX CUCTCM — CIKCIITHCBHO,
- UL IIPpOYHX I/IH(i)OpMaHI/IOHHI)IX CUCTCM — HC PCIKC OAHOTO pa3a B HCACIITO.

18.4. Pe3epBHbIE KOIIMU JIOJDKHBI XPAHUTHCS KaK JIOKAJIBHO (U1 OIEpaTUBHOTO
BOCCTaHOBJICHUsS), TaK M Ha YAAIEHHBIX (BHEIUIOIIAJOYHBIX) HOCUTEISIX,
3aIIMIIEHHBIX OT HECAHKIIMOHMPOBAHHOTO JOCTyNa W BO3JAEHCTBUA (DAKTOPOB,
CHOCOOHBIX MOBPEIUTH OPUTUHAJIBL.

18.5. He pexe omHoro paza B MOJTOAa JOJKHO TMPOBOJUTHCS TECTUPOBAHUE
BOCCTAHOBJICHUSI M3  PE3EPBHBIX  KOMMA IS TOATBEPXKIEHUA  HX
paboTOCOCOOHOCTH W NEJIOCTHOCTH JIaHHBIX. Pe3ynbTaThl  TeCTHpPOBaHUS
0(OPMIISIFOTCS AKTOM.

18.6. B cnyyae BO3HHMKHOBEHHUS aBapHUHBIX CHUTyallMil (MoXkap, 3aTOIJICHUE,
OTKJIFOUEHUE BJIEKTPOIHEPIHH, anmapaTHblie cOOM W T.I.) COTPYAHHMKH OOS3aHBI
JIEMCTBOBaTh B COOTBETCTBUM C YTBEPKAEHHBIMUA MHCTPYKIUSAMHU IO JACUCTBUSIM B
HEIITaTHBIX CUTYALMUsIX, KOTOPbIE JOKHBI HAXOAUTHCS Ha KaXXJI0M pabodyeM MecTe.

19. YHPABJIEHUE UBSMEHEHUAMMU U YA3ZBUMOCTAMU

19.1. Bce u3MeHeHus B MPOrPaMMHOM U allllapaTHOM OOECIEYEHUHU, a TaKkKe B
KOH(pUryparuu nHOOPMAIIMOHHBIX CUCTEM JOJKHBI MPOU3BOUTHCS TOJIBKO MOCIIE
COMIACOBaHUs C MoJpa3eieHueM (JTUIOM), OTBETCTBEHHBIM 32 WH(POPMAIIMOHHYIO
0€30MacHOCTh, U JOKYMEHTUPOBATHCSI.

19.2. U3MmeHeHus1, criocOOHBIE MOBIMATH HA YPOBEHb 3AIUIIEHHOCTH (YCTaHOBKA
OOHOBJIEHUH, CMEHAa HACTPOEK JOCTYIa, MOJKIIOYEHHE HOBOTO OOOPYIOBAHUS U
T.I1.), JIOJDKHBI OBITH MPOTECTUPOBAHBI B TECTOBOM Cpele, €CIM 3TO TEXHUUYECKH
BO3MOXKHO, IIEPE]l BHEAPEHUEM B IIPOAYKTUBHYIO CPELY.

19.3. C uenpr0 CBOEBPEMEHHOIO YCTPAHEHHS YSA3BUMOCTENM B YHUBEPCHUTETE
OpraHu3yeTCsl MOHHMTOPUHI OOHOBJIEHHMH O€30MacHOCTU [UIsl HUCHOJIb3yeMOTO
CUCTEMHOTO W TPUKIAIHOTO MporpaMMmHOro obecrnedeHus. Kputuunble
OOHOBJICHUS, YCTPAHSIOIINE YA3BUMOCTH C BBICOKMM YPOBHEM pHCKa, IOJKHBI
yCTaHaBJIMBAThCS B KpaTyaiiiive cpoku (He Ooiiee 3 pabouux JIHEW) OCie BHIXOAA.

19.4. Tlepuonuyecku (He peke OJHOTO paza B KBapTasl) JOHKHO MPOBOAUTHCS
CKaHHPOBaHUE MH(POPMAIIMOHHBIX CUCTEM HAa HAJIMYUE MU3BECTHBIX YS3BUMOCTEH C
UCIIOJIb30BAHUEM  CIICLIMAIU3UPOBAHHBIX CPEACTB. Pe3ynbTaThl CKaHUPOBAHUS
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AHAJIMBUPYHOTCA, WU 110 HHUM pa3pa6aTLIBaeTc;1 I1aH YCTPAHCHHA BbIABJICHHBIX
HEOAOCTAaTKOB.

19.5. 3anpemiaercss UCMNONB30BAHUE HEIULEH3MOHHOTO WM HEMOAIEPKUBAEMOTO
(CHSTOTO C COMPOBOXKICHHS) TPOTPAMMHOTO 00ECIIEUCHHUS, TTOCKOJIBKY OHO MOXET
COZIEpKaTh HEYCTPAHUMBIE YA3BUMOCTH.

20. BBAUMOJIEMCTBUE C TPETBUMHU CTOPOHAMU

20.1. IlpuBneyeHne CTOPOHHMX OpraHM3alUil (MOAPSAUYMKOB, KOHCYJIBTAHTOB,
ayTCOpCepOB) Il  BBINIOJIHEHUS  paboOT, CBSA3aHHBIX C  JIOCTYIIOM K
UH(GOPMAIIMOHHBIM pecypcaM YHHBEpPCUTETa WM UX 00pabOTKOH, JOMyCKaeTcs
TOJIbKO NPH HAJIWYUU B JIOTOBOPE (KOHTPAKTE) YCIOBHM, OOS3BIBAIOIIUX TPETHIO
CTOpOHY cOOJItonaTh TpeOoBaHMUS HHQPOPMAIIMOHHOM OE30MaCHOCTH HE HUXKE
YCTAHOBJIEHHBIX B YHUBEPCUTETE.

20.2. B moroBopax 0JKHBI ObITH OTOBOPEHBI:

- o0s3aTenbcTBA MO COXPAaHEHUIO  KOH(PHUACHIMAIBHOCTH  IMOJYYECHHOM
uHdopmaIuy;

- IEpEYEHb PA3PEIIEHHBIX NEHCTBUN ¢ HH(OPMALIKEH;
- IOPSJIOK YBEJOMJICHUS 00 UHIIUJICHTAX;
- OTBETCTBEHHOCTD 3a HapyIlIeHHE TPeOOBaHMI 0€30MaCHOCTH;

- MpaBO YHUBEPCHUTETA HA MPOBEICHUE MPOBEPOK COOIIONCHUS YCIOBHM JI0rOBOpa
B yactu Ub.

20.3. Tlpu ucnonb3oBaHUM OOJAYHBIX CEPBUCOB U BHEIIHMX XPAHWIWLL JAHHBIX
HEOOXOIUMO  yOeauTbCcd B COOTBETCTBMM  MpoBaiiiepa  TpeOOBaHUSIM
3aKOHOJIATEJIbCTBA O IEPCOHAIBHBIX JAHHBIX (B YACTHOCTH, O XpaHEHUU
MEPCOHANBHBIX NaHHBIX rpaxaaH P® Ha Tepputopun PD) u Hanuumm y HEro
HEO0OXOIUMBIX JINLEH3UI U CepTU(]PUKATOB.

20.4. Joctynm CTOpPOHHUX CHEIUAIMCTOB K HH(GOPMALMOHHBIM CHUCTEMaM
VYHuBepcuTeTa AOHKEH MPEeNOoCTaBIAThCS HA MUHUMAJIBLHO HEOOXOAMMBIA CPOK U
00BEM, CTPOrO B paMKaxX BBIMOIHSIEMBIX padOT, ¢ 00s3aTENbHBIM KOHTPOJEM CO
CTOPOHBI OTBETCTBEHHOT'O COTPYHUKA YHHUBEPCUTETA.

20.5. Ilepemaua wuHbOpMaIUK, COACPKAIICH TIEPCOHANBHBIC JaHHBIC WIIH
KOMMEPYECKYIO TaiiHy, TPETbUM JIUIAM OCYIIECTBIISIETCS TOJBKO TPU HATUYUHU
cornacus CyObeKTOB MEPCOHATBHBIX JTAHHBIX (€CIU 3TO TpeOyeTcs Mo 3aKOHY) H C
paspenieHuss pyKoBOJICTBA YHUBEPCUTETA.

21. HPABMIA HCHOJ/JIb30BAHUA MOBWIbHBIX YCTPOHMCTB U
YIAJTEHHOU PABOTbI

21.1. Ucnonb3oBaHue JUYHBIX MOOHMIIBHBIX YCTPOHCTB (HOYTOYKOB, TJIAHIIETOB,
cMapT(OHOB) ISl BBIMOJIHEHUS CIY>KEOHBIX 3aJad JOIMYCKAeTCs TOJBKO C
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pasperieHus PyKOBOAWUTENS TOAPA3NCICHUS U TIOCJAE YCTAHOBKM HA HHX
HEOOXOJUMBIX CpEACTB 3allUThl (aHTUBUpYC, IUdpoBanue, VPN-kiIHeHT) u
MIPOBEICHUS WHCTPYKTaXKA.

21.2. Ilpn yman€HHOM AOCTyne K HHPOPMAIMOHHBIM pecypcaM YHHUBEpCHUTETa
00s13aTeIPHO  HCIOJIB30BAaHHE  3alIUINIEHHBIX KaHaimoB cBs3u  (VPN) ¢
ayTeHTU(UKALUEH.

21.3. Ha MOOMJIBHBIX YCTPOMCTBAX, UCIONB3YEMbIX B CIY>KEOHBIX LIENSAX, TOJKHO
OBITh HACTPOECHO:

- OJIOKMpOBKA dKpaHa MMapoJieM WIn OMOMETpUEH;
- M(poBaHUE JAHHBIX YCTPOICTBA (€CIIH MOAIEPKUBAETCS );
- yIajn€HHOe yIpaBieHHe (BO3MOXHOCTh OYUCTKU JAaHHBIX IIPH YTEPE W KPAXKE).

21.4. 3anpeniaercs XpaHEHHWE HAa MOOWJIBHBIX YCTPOMCTBaX HEMIM(POBAHHBIX
KOMHUM  JTOKyMEHTOB, COJEp)KAaIlMX TMEpPCOHAJbHbIE JIaHHbIE WM HUHYIO
KOH(UIEHIMANbHYI0O HMH(OpPMALIMIO, a TaKXkKe IMepefada TaKuX JAaHHBIX uepe3
HE3allUIIEHHBIE KaHAJBI CBA3HU (MECCEHKEPBI, OTKPBITAS SJIEKTPOHHAS T10YTA).

21.5. Tlpu ytepe unu Kpaxe MOOMIBHOTO YCTPOWMCTBA, COMIEPHKAIIETO CIYKEOHYIO
uH(pOpMAIMIO, COTPYOIHUK 00s3aH HEMEIJIEHHO COOOmMTH 00  3TOM
oTBeTcTBeHHOMY 3a Wb u pykoBOIWTENIO NJsi MPUHATAA MEpP MO OJOKUPOBKE
JIOCTYIIA ¥ YIAJIICHUIO TaHHBIX.

22, OBYYEHHUE n ITOBBIIIEHUE OCUBEI[OMJIEHHOCTI/I
HEPCOHAJIA B OBJIACTH HH®OPMAIIMOHHOU BE3OITACHOCTHA

22.1. Bce coTpyaHUKH YHUBEpCUTETa MpU NpuéMe Ha padoTy AOKHBI OBITh
O3HAKOMJIEHBI ¢ HacTosAwmen [lomuTukon U ApyruMu HOPMATUBHBIMU JTOKYMEHTAMH
10 UHPOPMAITMOHHOM 0€30MACHOCTH TIOJ] POCIIUCH.

22.2. BHOBb MNOpHUHATHIE COTPYJHHKH, a TaKKe COTPYAHUKH, MEHSIOLIUE
JOJKHOCTHBIE OOSI3aHHOCTH, CBSI3aHHBIE C JOCTYNIOM K HH(DOPMAIMOHHBIM
cuctemMaMm, O0Os3aHbI TIPOWTH BBOJHBIM WHCTPYKTAX MO HWHGOPMAIMOHHOM
0€30MacHOCTH Y OTBETCTBEHHOTO JIUIIA.

22.3. He pexxe ogHOro pasza B roj Mg BCEX COTPYAHUKOB JOJHKHO MPOBOIUTHCA
nepuoauueckoe  oobydeHue (B popMe  JIGKIMM, CEMHHApOB, PaCCHUIKU
WHOOPMAIIMOHHBIX ~ MaTepuajioB) IO AaKTyaJlbHBIM yIrpo3aM U IpaBUjIaM
Oe3omacHOl paboTHI.

22.4. Jlns COTPYOAHUKOB, UMEIOIIUX JOCTYN K MEPCOHAJIbHBIM JIAaHHBIM, a TaKKe
TUTSI aJIMUHUCTPATOPOB MH(OPMALIMOHHBIX CUCTEM, OpraHu3yIoTCs
CHEeUaIN3UPOBAaHHbIE TPEHUHTH C YYETOM crieUuPUKUA UxX paboThl U TpeOOBaHUM
3aKOHOJIaTeNIbCTBA.

21



22.5. TlpoBepka 3HaHWiA TpeOOBaHWN HHPOPMAITMOHHOW OE30MACHOCTH MOMKET
MIPOBOJIUTECS B (hOpME TECTUPOBAHUS WK cobecenoBanus. Pe3yapTaTel MPOBEPOK
YYUTBIBAIOTCS IPU aTTECTAIIUN COTPYTHUKOB.

22.6. PykoBonuTenu moApas3iesieHuid HECYT OTBETCTBEHHOCTh 33 CBOEBPEMEHHOE
JOBEJICHHE 10 IOAYUHEHHBIX U3MEHEHUH B ITOJINTHUKAX U npouenypax Mb.

23. YIIPABJIEHUE AKTUBAMUA n KJIACCUDOUKAIUA
HHOOPMALIUU

23.1. Bce wuHpOpMalMOHHBIE AaKTHUBBI  YHHUBepcutera (000OpyIOBaHUE,
nporpaMMHOe oOecrnieueHue, 0as3bl JaHHBIX, JTOKYMEHTBI, CbEMHBIC HOCHUTEIIH)
NoJJIeXKAaT WHBEHTapu3auuu. OTBETCTBEHHOCTh 3a BEACHUE pPEECTpa AKTHUBOB
BO3JIaraeTcsi Ha MojapasaeieHue (auio), orBeTcTBeHHOe 3a Wb, coBmecTHO ¢
BJIAJICIbIIAMH AKTUBOB.

23.2. JIns KaxA0ro akTUBA JOJIKHBI ObITh ONPEIEIICHBI:

- BIajienen (OTBETCTBEHHBIN 32 COXPAHHOCTb U MIPaBUIJIBHOE UCIIOIb30BAHUE);

- Kareropusi KOHQUAECHIIMAIbHOCTH;

- TpeOOBaHUS O 3alUTE (JOCTYMHOCTh, IIEI0OCTHOCTh, KOH(UICHIINATbHOCTD);
- CPOK XPaHEHHUsI U MOPSAOK YHUUTOKECHUS.

23.3. Hudopmanms, oOpabaTpiBacMas B YHHUBEPCUTETE, IOJpa3JeisaeTcs Ha
CJICTYOIINE KaTeTOPHUH:

Oo6menocrynHas nunopmanus — He TpeOyeT CreUaTbHbIX MEp 3aIUTHI.

Nudopmanus 1as C1yKeOHOr0 MOJIb30BAHUS — JOCTYIHA TOJIBKO COTPYIHUKAM
YHuBepcuTeTa B paMKaXx BBIMIOJHEHUS! TOHDKHOCTHBIX 00s13aHHOCTEH.

KonpuaenuunanbHass wuHoOpManMsi — BKIOYAET TMEPCOHAIBHBIE JIAHHBIE,
KOMMEPUECKYIO TailHy, cly>)keOHYI0 TaliHy. J[OCTyl cTporo orpanudeH, Tpedyercs
IIPUMEHECHUE OPTraHU3ALMOHHBIX U TEXHUYECKUX MEP 3alUTHI.

Cexpernass wuHdopmanusi — 0Opy HAJIUYUU TOCYJApCTBEHHOM  TalHBI
(oOpabareiBacTCSi B COOTBETCTBHU C 3aKOHOJATEIBCTBOM O TOCYIapCTBEHHOU
TaifHe).

23.4. Bce Hocutenu uHpopMmanuu (OymakHbIE, SJEKTPOHHbBIE) AOHKHBI MMETh
COOTBETCTBYIOLIYIO MapKUPOBKY, YKa3bIBAIOIIYIO Ha KaTeropuio
KOH(UACHITNATHHOCTH.

23.5. Ilpu BBIBOAE M3 AKCIUTyaTallud 0OOPYIOBAHUS WIIM HOCUTENEH, COMEpIKaIINX
KOH(PUACHITMATBHYIO WH()OPMAIINIO, TOMKHO MPOBOAUTHCS WX TapaHTHPOBAHHOE
yHUYTOXKEeHHE ((pu3nUeckoe paspylieHue WM TPOTPaMMHOE 3aTUpPaHHUE) C
COCTaBJICHUEM aKTa.

24. COOTBETCTBUE TPEBOBAHUAM
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24.1. JlestenpHOCTh YHHBEpcUTeTa 10 00paboTke HHGOpPMALUU JODKHA
COOTBETCTBOBATh TPeOOBaHUSAM 3aKOHOMATeNbCTBAa Poccuiickoit deneparuu, B TOM
yuciae B 007acTU MEPCOHANBHBIX JaHHBIX, KOMMEpPUYECKOW TaWlHBI, 3JIEKTPOHHON
MIOJIITMCH, aBTOPCKUX TPaB.

24.2. PerynsipHo (He pe’ke OJHOTO pa3a B TOJA) MNPOBOAUTCA aHAIU3 M3MEHEHUU
3aKOHOJIaTEIHCTBA U OIEHKA WX BIWSHUS Ha JEHCTBYIOIIYIO CUCTEMY 00eCTICUeHUs
nHpopmarmonHor Oe3zomacHoctu. [lo pe3ymprataMm BHOCATCS HEOOXOIUMBIE
KOPPEKTHUBHI B JIOKaJIbHBIC HOPMATUBHBIE aKTHI.

24.3. Jluma, OTBETCTBEHHbIE 3a OOpPaOOTKY MEPCOHAJIBHBIX JAHHBIX, OO0S3aHbI
oOecrieunBaTh BBINONHEHHE TpeboBanuii dexepanbHoro 3akoHa No 152-D3,
BKJIIOUasl TMOJy4YeHUE corviacuii cyObekToB, yBemomieHue PockomHamzopa (mpu
HEOOXOJMMOCTH), OpPTraHM3alUI0 B3aUMOJCUCTBUS C CyOBEKTaMU IO BOIpoOcCaM
00paboTKH UX JaHHBIX.

24.4. Vicnonp3oBaHHE MPOTPAMMHOIO OOECIEYEHUSI JOJKHO OCYIIECTBISTHCS
UCKITIOYUTENIHHO Ha 3aKOHHBIX OCHOBaHMsIX (nuuen3uonHoe [10, ceoboanoe 10 ¢
coOnroieHneM ycioBui JniieH3uit). Kontponb 3a coOnroneHneM aBTOPCKHUX TpaB
BO3JIAraeTcsi Ha  PYKOBOAMTENEH  MOApa3[eleHUd U  aJIMUHUCTPATOPOB
MH(POPMAIIMOHHBIX CUCTEM.

24.5. BHyTpeHHUE TPOBEPKH COONIIONCHUS TPeOOBaHMM MPOBOISATCS B paMKax
aynuta u camooneHku (pasmen 12 nHactosmei Ilomutuku). [lo BBISBICHHBIM
HECOOTBETCTBHUSM Pa3padaThIBAIOTCSI KOPPEKTUPYIOITUE MEPOTIPUSTHS.

25. KPUIITOT'PAOUYECKASA 3AINUTA HTHOOPMALIUHU

25.1. Ins obecnieueHus: KOH(UIESHIUAILHOCTH U LEIOCTHOCTU MH(OpMAIUU TIPU
e€ mepenade Mo KaHajaaM CBSI3M, a TaK)Ke MPU XPAaHEHUHU HAa ChEMHBIX HOCUTESX,
NPUMEHSIOTCS  CepTU(UIIMPOBAHHBIE CPEACTBA KPUIITOTPAPUUECKON  3alluThI
undopmaruu (CK3UN) B coorBercTBuM ¢ TpedoBanusmu @Ch Poccun.

25.2. Ucnonb3oBaHue kpunrorpapuu 0043aTesIbHO B CIEIYIOUIUX CIydasiX:

- Tepenada TEPCOHANBHBIX JAaHHBIX W KOH(UACHIMAIBbHOW HH(pOPMAIMHU TIO
OTKPBITHIM KaHajiaM CBs3U (BKitouasi UHTepHeT);

- opraHuzauus ymgan€éHHOro JOCTyna K HMH(QOPMALMOHHBIM  pecypcam
VYuusepcurera (VPN);

- CO3IaHWEe  JJIEKTPOHHOM  MOANMMCH  NPH  IOPUAMYECKH  3HAYUMOM
JIOKyMEHTO000pOTE;

- XpaHEHUE PE3EPBHBIX KOMUH, COAEPk AIMX KOH(DUICHIIUATBEHYIO HH(POPMAIIUIO,
Ha BHEIIHUX HOCUTEIISX.

25.3. Ilpumenenne CK3M [0KHO OCYHIECTBISITBCS B COOTBETCTBUM C
AKCIUTyaTallMOHHON JIOKyMEHTaruel. 3arpeniaercss BHOCUTh HM3MEHEHHUS B
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Hactpoiiku CK3U, He mpeaycMOTpeHHbIE [IOKYMEHTAIlMel, WU HCIOIb30BaTh
CpPEICTBa, HE MPOIIEIINE CePTUPUKALIHIO.

25.4. VYnpapneHue KIIOYEBBIMH HOCHUTENSIMU (T€Hepalus, XpaHEHHe, 3aMeHa,
YHUYTOXKCHHE  KJIIOYEH) OCYIIECTBISICTCS  JIMIIAMH, OTBETCTBEHHBIMH 32
KpUnrTorpaduyecKyro  3aluTy, C  COONIONEHWEeM  Mep,  HCKIIOYAFOIINX
KOMITPOMETAITUIO KITIOUCH.

25.5. Kommpomeranus kiaroden (yTpara HOCUTENEH, MOJ03PEHHE Ha KOMMPOBAHHE
U T.II.) JOJDKHA OBITh HEMEJICHHO 3a(UKCUpOBaHa, MOCIE Yero MpPOU3BOAUTCS
3aMeHa KJIIo4el H, Mpu HeoOXOAUMOCTH, UHPOPMUPOBAHUE B3aUMOACHCTBYIOIIUX
CTOPOH.

26. ITIPABUJIA YUCTOTI'O CTOJIA 1 YNCTOI'O 9KPAHA

26.1. B koHue pabouero AHS COTPYAHHMKH OO0si3aHbl yOUpaTh CO CTOJIOB BCE
JOKYMEHTBI, CBbEMHBIE HOCHUTEIM M JpYrH€ MaTepuajbl, CoOJep Kallue
KOH(pUACHIIMATbHYIO HHPOPMALIMIO, B 3alIUpaeMble IIKa(bI WIH CEUPBI.

26.2. Ha pabGouux cTojnax He JOINYCKAaeTCs OCTaBleHHEe Oe3 mpucMorpa
JOKYMEHTOB, COJEpXKAIUX TMEePCOHANbHBIC TaHHBIC WIM WHYIO OTPaHUYCHHYIO
uH(pOpMAIIHIO.

26.3. Ilpu BpeMeHHOM OTCYTCTBMHM Ha paboueMm mecrte (IepephbiB, COBEIIaHUE U
T.II.) COTPYOHUK o00si3aH 3a0JOKMPOBAaTh KOMIIBIOTEp (MEPEBECTH B PEKUM
OXUJaHUS WK 3a0JOKMPOBAaTh JKpaH) C HUCIMOJIb30BAHMEM TMapOJi WM HHBIX
CpEIICTB ayTeHTU(DHUKAIUY.

26.4. 3ampemaercss OCTaBIATH OTKPBITBIMM Ha JKpPAaHE MOHUTOPA JIOKYMEHTBI,
cozepxailire KoH(QUICHIHAIbHYI0 UHQOPMAIIMIO, €CIU 32 MOHUTOPOM HHUKTO He
HaOIIOaeT.

26.5. Ileuatnsie yctpoiicTBa (mpuntepbl, M®DY) HOMKHBI pa3MellaTbCsl TaKUM
00pa3oM, 4YTOOBI UCKITIOYUTh JOCTYI MOCTOPOHHUX JIUI K BHIBEICHHBIM Ha Ie4YaTh
JOKYMEHTaM.

CornacoBaHno:

IIpopekrop no L{Tullb P.I. Maxmynos
[TpopexTop mo Hull/| I.A. FOcydos
[Tpopekrop no YP A.®. JlemupoBa
[Tpopektop no BuCP P.K. AmrypanueBa
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